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Introduction

This book is about what a company needs to do to manage its integrity
and to avoid making the kind of mistakes (an Environmental 
Protection Agency [EPA] fine, a product safety disaster, an employ-
ment lawsuit, an overseas worker exploitation charge) that can lead to
penalties, a loss of share value, and a damaged corporate reputation.

Integrity in business has never been more important. In many ways,
companies have a lot more to lose today than even  years ago, simply
because the potential for being caught and exposed—by activists,
lawyers, prosecutors, government agencies or the media—is greater
than ever before. The penalties are larger—loss of share value, con-
sumer boycotts, lawsuits, greater regulation—and more personal, with
executives and board members increasingly being held accountable for
the actions of the company with heavy personal fines and even impris-
onment. The triple combination of personal-incentive–based pay, new
levels of empowerment, and a leaner, more aggressive economy means
that employees at all levels, as never before, are caught in that tug-of-
war between doing what is right and doing what their superiors want
and need, in order to achieve unrealistic targets. To avoid these types
of disasters, companies need to do more than simply give money away
in philanthropic gestures and claim that they are “socially responsi-
ble.” They are going to have to start actively managing their risk in a
much more effective way.

Putting aside some obvious cases of pure malfeasance on the part
of corporate executives in recent scandals, the fact is that most 
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reputation-damaging incidents happen because company decision 
makers, corporate officers, or board members simply don’t know 
what is going on in their own organization. There are hundreds of
good examples which demonstrate that if executives or senior 
managers had only known what was happening, they would have 
taken preventative action. The fact that they didn’t know provides a
compelling case for better knowledge management in the modern
company.

What do companies need to do in order to avoid making costly and
self-destructive mistakes? In this book, we look at the best-practice
techniques that companies can use to protect their integrity and to
avoid these costly blunders.

There are three important areas of focus. First, a company has to
actively manage its process for ensuring corporate integrity. This
means telling your employees that you expect—that is, require—
ethical behavior and then putting together a better process for encour-
aging, monitoring, and enforcing that behavior by having employees
at all levels of the company participate actively in anticipating and
resolving ethical or legal issues. In short, companies need to establish
a strong and effective ethical framework.

Second, a company has to actively gain a better understanding of
what is happening both internal to the company and in the outside
world so that it can sense potential problems and react to them in a
responsive and ethical way. The good news is that never have we had
so much knowledge and information at our fingertips or better tech-
niques and systems to help us access, analyze, and act on that knowl-
edge. This process is called knowledge management.

After all, whether it is a board not knowing that executives are com-
pleting off-the-books partnerships with company money or senior
management having no idea that operational employees are dumping
toxic wastes down local wells, these things are still essentially colossal
failures of knowledge management. And as new punitive regulations
from the U.S. sentencing guidelines agency and recent legislation such
as the Sarbanes-Oxley act demonstrate, the excuse that “we didn’t
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know” what was happening is no longer valid. Companies are today,
more than ever before, expected—again, required—to know about and
be responsible for the actions of their employees. Increasingly, a failure
to manage company integrity can lead to severe penalties for the
company and for executives themselves. In today’s climate, “we didn’t
know” is no longer considered an excuse; it is considered to be 
negligence.

What is needed then is to apply many of the same knowledge man-
agement techniques and systems that have worked so successfully
during the past  years in the operational world to a company-wide
process for actively managing risk. It isn’t that expensive, and it isn’t
even that difficult, but it doesn’t just happen on its own; it’s something
that companies need to actively manage.

As the more progressive companies can demonstrate, applying these
types of knowledge management techniques have many important
benefits. Knowledge risk management (KRM) allows a company to
anticipate issues, to avoid risks, and to behave more responsively and
acceptably. It also applies many of the same tenets of quality man-
agement and can be used to improve processes, reduce waste and costs,
and increase productivity. In short, using KRM to actively manage a
company’s integrity moves a company one step up the evolutionary
ladder toward becoming both a more ethical and a more efficient 
organization.

Finally, not only is it important that companies actively manage
their integrity, but it is also important that they can demonstrate 
to the outside world, including investors, activists, and consumers,
that they are doing so. For this, a company needs to apply 
internationally recognized standards and to report their performance
against those standards in a clear, accurate, and verifiable way.
This can best be achieved using new triple–bottom-line reporting
techniques that provide a broader and more accurate view of their
organization’s activities—financial, corporate governance, social, and
environmental—for shareholders, analysts, pressure groups, and the
media.

I ix



These three elements—developing a strong ethical framework,
actively pursuing KRM, and reporting on those efforts using
triple–bottom-line reporting techniques—are key to managing
integrity in the modern corporation. It has never been more easily and
efficiently done, and it has never been more important.

x I
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ONE

New Ethical Concerns 
for the Modern Corporation

A -month-old child dies from drinking bacteria-laden apple juice
after a company ignores advice concerning the product’s safety. A
slaughterhouse is found dumping waste, chicken blood, and entrails
into one of Mississippi’s main water systems. A children’s safety seat
manufacturer fails to reveal to the public dangerous defects in its car
seats, cribs, and strollers that kill two babies and injure more than 

others. Enron collapses, costing employees millions of dollars in
pension losses. Merrill Lynch agrees to pay $ million in fines for
touting stocks that its own analysts expected to lose money. Hundreds
of listed companies are forced to restate their profits, caught 
red-handed in financial manipulation and deception.

Why do these things continue to happen? Just when economists,
politicians, and business leaders were declaring the final triumph of
free-market capitalism over central planning or government interven-
tion in markets—just when the doctrine of corporate voluntary com-
pliance was beginning to make headway against overregulation—it
seems as if all the concerns and accusations levied by pressure groups
against companies are justified.

Maybe it is because we were beginning to believe the constant
upbeat advertising, the incessant almost orwellian re-branding, the
slogans, the music, the pictures of happy children, pristine lakes, and
dedicated employees that fill the airwaves, billboards, and the 
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Internet, thrown at us by corporate public relations campaigns. Facing
activism from anti-capitalists, corporations over the past  years have
clambered to raise their ethical profiles by presenting themselves—
through philanthropy, community assistance, public relations pro-
grams, and advertisements—as caring and socially responsible
companies.

We found ourselves suddenly disillusioned again, though, by a 
series of company scandals in /, including those that 
led to the most devastating bankruptcies in corporate history. Of 
more concern, however, is that those executive-led accounting 
scandals are only the tip of the iceberg. Companies are continuing to
do unethical and harmful things much as they always have, and they
continue to be caught and fined in record amounts. There are many
examples.

• In  BP-Amoco pleaded guilty to a felony charge
involving the illegal dumping of toxic waste at its Endicott oil
field on the North Slope and was fined $ million in civil
and criminal penalties.

• According to a report by the Michigan Occupational Safety
and Health Administration (MIOSHA) following a -month
investigation, top Ford officials were well informed of the life-
threatening hazards at their Dearborn, Michigan power plant
before the explosion in  that killed  workers and severely
injured  others. According to MIOSHA, the reason, in part,
that the study took so long to complete, was general
obstruction in the investigation by Ford, including refusal to
make safety records and other documents available. The report
revealed that the gas explosion would not have occurred if
Ford had installed a ventilation system that had been
recommended by an internal Ford audit, by its insurance
carrier, by an outside consulting firm, and by a joint
Ford–United Auto Workers report. In September of that year,
Ford agreed to pay $ million in settlement.

 T C  G I



• Texaco, accused of race discrimination by six employees,
agreed in  to pay $ million in settlement and $

million more to improve the racial climate in the company.
The story was carried in newspapers and on television
worldwide and came on the back of a devastating recording 
of executives in a  meeting, reported in the New York
Times, using racial slurs against minority employees even 
as they discussed destroying documents linked to the 
lawsuit.

The list of company disasters goes on and on: Enron, Tyco, Global
Crossing, Coca-Cola, BP-Amoco, De Beers. . . . It is not only large
multinationals, of course. Small and medium-sized companies con-
tinue to be found dumping toxic wastes, violating employment 
legislation, and creating and distributing unsafe products.

• Central Industries, a Mississippi poultry waste processor, was
assessed some $ million in fines and damages for dumping
slaughterhouse waste—including feathers, entrails, and body
parts—into a tributary of the Pearl River, part of Mississippi’s
central water supply.

• DoubleClick, the Internet advertising business, was forced to
suspend its policy of implanting electronic surveillance files—
cookies—on Web surfers’ hard drives without their
knowledge. Accused of using information collected to compile
and sell user profiles linked to e-mails (and therefore names
and addresses), the company was forced to restrict its online
profiling service through a settlement made after several states
began legal action under the Consumer Protection Act. Not
only is its brand name now synonymous with privacy
violations on the Internet, but its share value has plummeted,
it has been the subject of a Federal Trade Commission
inquiry, has faced investigations by the states of Michigan and
New York, and is involved in six related lawsuits.

N E C   M C 



• Cosco, the largest manufacturer of baby strollers and car seats
in the United States agreed to pay $. million as settlement
after the Consumer Product Safety Commission (CPSC)
charged the company with failure to inform the CPSC or the
public of product defects with its cribs, strollers, car-seat
carriers, and high chairs that caused the deaths of two babies
and injured more than  children.

The litany of callous, illegal, and unethical corporate behavior is
breathtaking. Yet, none of these calamities came about because of
natural disasters or unforeseeable events: They were man made and
easily predictable. They came about either because company employ-
ees were purposely pursuing policies outside of boundaries of the
public’s ethical acceptance (a failure of a company’s ethical policy), or
almost worse, executives and board members did not know what poli-
cies their company was pursuing (a failure of knowledge management).

T  C

As a result, of course, there has been a severe and predictable back-
lash. The combined effect of the  scandals and the collapse in the
dot-com market in the United States, Europe, and Japan has resulted
in record bankruptcies, plunging share prices, and unprecedented
penalties and fines for once well-known and trusted companies. New
legislation in Europe, Canada, Australia, and Japan is set to ensure
greater transparency and reporting on corporate governance, social,
and environmental issues, requiring companies to begin demonstrat-
ing greater transparency by adding corporate governance, social, and
environmental performance reviews to their annual reports.

In the United States, the Sarbanes-Oxley Act regulating financial
service companies has been rushed into existence in the face of scan-
dals, cobbled together with a frightening juxtaposition of all-encom-
passing rules and special exemptions. Chief executives now have to
confirm by signature the validity of their financial reports, at risk of

 T C  G I



heavy personal fines and imprisonment if those figures, under audit,
turn out to be invalid. Those accountancy groups that remain—
after Andersen’s ignominious collapse—have pledged to apply un-
precedented rigor in future audits. And the public perception of 
the integrity of business advertising and business leaders is at record
lows.

Further, as revelations of corporate wrongdoing have surfaced and
the general outrage at corporate misbehavior has grown, penalties have
become more stringent and more focused on personal, rather than cor-
porate, responsibility. Each week brings footage of the newest “perp
walk,” with company executives, pale and bewildered, occasionally
handcuffed, being escorted into court, with somber lawyers at their
side. In the United States the Sentencing Guidelines Commission has
made it clear that executives and board members who have not taken
the appropriate precautions to guard against illegal or dangerous activ-
ities by their company can be held personally responsible—through
fines and imprisonment—when these catastrophes do occur. Australia
has just enacted a similar set of laws in its Commonwealth Criminal
Code, and in  Canada passed the Toughest Environmental Penal-
ties Act, which includes a SWAT team to sweep down on businesses
and allows fines for individual employees and executives of up to $

million (Canadian) per day, with jail terms of up to  years.
At the same time, the Internet and CNN now provide a new and

powerful communication medium for “business bashing,” and a greatly
expanded and voracious business press combine with powerful and
effective nongovernmental organizations and pressure groups to
provide unprecedented levels of scrutiny of company behavior. This
makes companies vulnerable to almost instant repercussions for a cor-
porate blunder. A corporate scandal can overwhelm a company in a
matter of days, sullying reputations—Nike, Firestone, Enron, Tyco,
Andersen—and leading to plunging share values. An incident involv-
ing child welfare, a product safety claim, or an Environmental Pro-
tection Agency (EPA) violation can quickly erode investor confidence,
and if egregious enough, once publicized by pressure groups, can even
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lead to consumer boycotts, undermining the company’s strategic flex-
ibility, demoralizing the employees, and ultimately threatening the
company’s “license to operate.” Punishment for bad behavior can be
ruthless, particularly by shareholders, analysts, and banks.

Affected by a new level of global turmoil that began with /, the
global economy remains weak, promising to keep markets unstable for
some time. Yet those markets—particularly Wall Street—remain
focused on the all-important quarterly profits report. This continues
to drive companies to take extraordinary measures—and risks—in
order to maintain their share price in a never-ending struggle to main-
tain the impression of high growth.

This weakened economy, of course, only compounds the relentless
pressures that force companies to cut costs, find ways of generating
ever greater efficiencies, and expand their reach into global markets.
In fact, with the downturn in the global economy since , the pres-
sure to perform has increased, as companies continue to announce
weak quarterly results and poor long-term forecasts. With fudging the
numbers no longer an option, this has driven organizations to con-
tinue to outsource, to expand their supplier base, or to relocate their
manufacturing sites to developing countries, seeking lower labor costs
and less regulation.

Of course, with the global extension of their supply chain, an orga-
nization assumes a greater level of risk—from labor issues, corruption,
or loose environmental standards—that can affect their overseas oper-
ations, and once discovered, rock their operations at home. These sorts
of incidents can suddenly make a good company seem callously indif-
ferent and uncaring, with graphic pictures of poor working conditions
or illegal chemical disposal being shown on the evening news in
London, Toronto, or Chicago.

W G C D B T

Yet, companies still continue to commit egregious blunders on an
almost daily basis. Why does this continue to happen? Why would a
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modern American company continue to dispose of illegal toxic wastes
(or chicken carcasses) despoiling the environment, putting workers
and the public at risk, with a very good chance of being caught and
fined? Why do companies continue to ignore critical audits or inter-
nal warnings even though this may harm employees, the public, and
ultimately their own company’s reputation?

There have been many theories put forward about why good com-
panies can do such bad things. One possible explanation lies in the
new organizational and personal performance incentives that have
been developed over the last decade and that have altered the tradi-
tional, more hierarchical, risk-averse and approval-focused organiza-
tional structures of the past. As the de-layering and downsizing
continues, employees today have at once both greater freedom of
action and more personal responsibility than ever before.

At the same time, personal incentive plans, ubiquitous now at every
level of the organization, have made it possible for management to
manipulate and focus employee performance, increasing productivity
and efficiency. Working ever longer hours, a large component of the
earnings of most salaried employees today are dependent upon achiev-
ing goals that reflect the ultimate concern of the company itself, that
is, making the numbers each quarter.

These efficiency improvements, however, have not come without a
price. As expectations for lifetime employment and single-company
loyalty have faded, employees have become much more likely than ever
before to sue their company or to take a workplace complaint into 
litigation. And with an increasing portion of their personal income
dependent upon bonuses that are tied to high performance, the risk
that employees will do whatever is necessary to achieve the desired
results—cook the books, pay the bribe, or illegally dispose of waste
materials—continues to grow. After all, despite their proclamations of
being an ethical company and considerable contributions to worthy
causes, Enron employees were under no illusion that if they did not
make their quarterly numbers, they would lose a good portion of their
earnings and face being summarily fired.
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This feeling seems to be endemic to modern business. A recent
survey by the Ethics Resource Center found that  percent of respon-
dents believed that their supervisors didn’t set good examples of
integrity, and nearly the same number felt pressured to compromise
their organization’s ethics on the job. When just less than one half of
a country’s employees are compromising their ethical standards under
pressure from management, something is very wrong with our orga-
nizational culture.

In this type of culture, creativity and innovation soon became code
words for illegal or unethical policies. It is a peculiar irony. We in busi-
ness have become so skilled at encouraging people through personal
gain to be productive for the company as a whole that we have turned
a blind eye to the downside of this new attitude. Today, more than
ever before, unethical or illegal behavior instituted by “creative”
employees (such as those at Andersen, Tyco, Enron, or Barings) can
mean the destruction of the corporation itself.

There have also been several fundamental changes to the organiza-
tional structures of the modern corporation in the past decade that
have contributed to the likelihood of disasters. With global expansion
of their supply chains, companies have inherited (usually unwillingly)
extended responsibilities for the actions of third-party factories in
developing countries, where their own reputation can be tarnished by
local employment or environment violations. Fair or not, for example,
for many people Nike is now synonymous with the term “sweat shop”
because of its ruinous association with poor Southeast Asian factory
practices. A single major incident can be disastrous to a company’s
reputation, and it takes a long time to regain that reputation through
good works, or even, in Nike’s case, diligent attempts at reform.

But We Didn’t Know . . .

These are all contributory factors that may help to explain why 
companies continue to do things that are unethical and ultimately 
self-destructive. However, apart from the more general issue of 
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new organizational structures and employee incentives, the most
obvious reason why companies continue to commit reckless and illegal
acts seems to be that few organizations are really very good at knowl-
edge and risk management (KRM).

After all, most corporate disasters—a product safety violation,
employing underaged workers, or illegal disposal of wastes—are not
the sort of thing that company executives or board members would
normally endorse. The reason most often cited when these disastrous
incidents occur (these days, quite often in front of a judge) is that
senior company leaders had no knowledge of what was taking place
in their company. And, sadly, very often their claims of complete 
ignorance seem to be true.

What is surprising is that despite all the new pressures that com-
panies face and the new organizational structures and incentives that
tempt employees toward successful performance at any cost, little has
been done to create a counterbalancing ethical climate in companies.
As Stephen Albrecht, points out in his book, Crisis Management for
Corporate Self-Defense, too often executives have little sense of the
potential for a corporate disaster. “Those things happen at other com-
panies,” they respond. “We’ve never had that kind of problem here, so
we don’t waste time worrying about it.”

On the whole, even large and sophisticated companies seldom have
a coordinated process for ensuring that ethical behavior exists. The
ethics program is usually much the same as it has been for the past
three decades: weak, administered by human resources only when a
new employee joins the company, and focused on important but essen-
tially nonoperational ethical issues (lying, cheating, or misusing
company property).

The ubiquitous pastel-framed company value statement can be
found in most corporate canteens, and yet no one takes the statement
seriously or applies it to their day-to-day work. Boastful and 
challenging in tone, these statements are often focused more on 
inspiring employees to succeed in achieving their departmental 
targets than on any real concern for ethical behavior. “At Enron,” says
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Stuart Gilman, president of the Ethics Resource Center in Washington,
D.C., “ethics was simply a piece of paper with three Ps—print, post
[in the company lunch room], and then pray that something 
is actually going to happen.” If anything, these meager attempts
simply undermine, through their very ineffectiveness, any real efforts
to instill in employees an appreciation for the need for strong ethical
behavior.

Nor have most companies tried to remedy the increased-risk situ-
ation structurally. Safety and environmental policies are administered
on a compartmentalized basis and are seldom coordinated strategi-
cally. There are quality assurance and occupational health and safety
groups, of course, but there are only tenuous links, in most compa-
nies, between experts in safety, legal, human resources, and operations.
With little formal communication between these groups, companies
almost never have a formal mechanism for early identification of a
potential risk to the company’s reputation, and when an incident does
occur, companies seldom have a formal process for risk review, assess-
ment, and resolution. It is not uncommon for failures, in safety, in
compliance, or in environmental policies, to be covered up, with little
fear of oversight or formal audits. It happens every day in businesses
across the country and around the world, and the violations, fines, and
product safety issues continue to mount.

In fact, most real decisions that can cause a company disaster are
initially made at a first-level manager position, and only when things
have gone very wrong do senior management, the chief executive, or
board members get involved. And despite new legislation that requires
board members to be actively engaged in the ethical and risk man-
agement process of the company, most board members of Fortune 

companies have no practical role in operational risk management
issues. Despite their own liability (for which insurance companies are
increasingly charging ever higher premiums), most board members
don’t even know what risk management processes the company has in
place. This is surely one of the most compelling knowledge management
issues ever raised.
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What companies have done, on the other hand, is to pour money
into philanthropic and community causes under the co-opted label of
“corporate social responsibility,” hoping that giving out money will
essentially buy goodwill among their stakeholders. This philanthropy,
long a historical tradition in the United States, is a good thing in and
of itself, but it has almost nothing to do with corporate social respon-
sibility in any real sense. Beneficial to those receiving the money, of
course, the fact remains that handing out community grants doesn’t
make a company behave better or prevent a catastrophe from occur-
ring. And unfortunately, when a company boasts of being ethical and
caring and yet is found to be in violation of financial regulations or
social or environmental laws, they only increase the impression that
much of the philanthropy and public displays of corporate social
responsibility are nothing less than what has been termed “greenwash”
by skeptical activists.

M E  K M 

C O C

The good news is that even as demands for better behavior are pushing
corporations toward reform, company executives have at their disposal
a plethora of new tools, systems, incentives, and knowledge manage-
ment practices that can help them to create a more ethical and risk-
aware company culture. Organizations can use new information
technology (IT)–based tools to enhance their profitability and to com-
municate easily and effectively to employees worldwide. Advances in
supply chain and logistics practices and systems mean that companies
have new global opportunities for ethical sourcing, manufacturing, and
sales. The Internet and supporting IT technologies give company
planners access to unprecedented high-quality information regarding
competition, leading practices, scientific research, and new product
announcements. Organizations can turn to accurate market analysis
tools to understand potential market opportunities and risks and have
instant access to journals, news wires, and complex and specialized
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business research and analysis systems. Safety and incident manage-
ment applications can present senior management with accurate
reports on safety violations, identifying trends that can reveal poten-
tially damaging risks to come. In terms of new knowledge manage-
ment techniques and information access, companies have never had it
so good.

Moreover, most of these techniques, processes, and systems exist—
or should exist—already in the modern company. Enterprise resource
planning systems provide key company-wide performance data, and
environmental health and safety systems exist that can record trends
and provide early alert and incident management techniques. Knowl-
edge management tools (e.g., e-mail, the Internet, early alert teams,
communities of practice, and capturing and distributing “lessons
learned”) can all be applied in a formal process that will help a
company to sense and respond to potential risks.

In fact, despite the increased risk to a corporation’s reputation that
comes with the new global environment, with all the advancements in
IT, process, and management techniques made in the past two
decades, companies have very little excuse for continuing to take a
drubbing because of costly and predictable mistakes when it comes to
corporate integrity issues. But all of this means rethinking the way
that the organization approaches the issues of KRM, setting up an
ethical framework as a company and reorganizing systems and
processes specifically to focus on preventing ethical disasters.

P C

Some organizations, particularly those that are in the front line of
potential problem areas such as apparel manufacturing, petroleum
extraction, or chemicals, have made great strides in developing strong
ethical programs and a coordinated approach to KRM. Many have
been helped along by adopting the newly emerging standards for
triple–bottom-line reporting, in which the company’s social and envi-
ronmental performance is openly measured and monitored. This is 
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particularly true of European companies, with their close ties to national
governments and a broad historical ethos of social responsibility.

What can we learn from these companies? What are the key aspects
of their approach? There are four important areas of focus that leading
companies incorporate into an integrated ethics and risk management
program.

The first area of focus is to create an ethical framework. In many
ways, this means building on many of the same techniques that have
been a part of the corporate approach to ethics management over the
years, such as value statements and code of conduct, but it also involves
much more. One of the most important features of an updated ethics
process is to establish the senior executive position of “chief risk and
ethics officer,” to take overall responsibility for helping to communi-
cate the company’s policies in these areas and for monitoring and
enforcing adherence to a formal risk management process. There also
needs to be much more active participation in the ethics and risk man-
agement process by the chief executive officer and board members, not
only just for designing and endorsing the ethics and risk policies, but
also for actively participating in risk assessments on an ongoing basis.
Combined with a strong program of education and training for
employees and suppliers, this ethical framework creates the founda-
tion for conveying a company’s values, setting forth guidelines for the
standards of behavior and levels of risk awareness that are expected
from all employees.

The second important area of focus for the modern corporation is
to introduce a formal program of enterprise-wide risk management.
This risk management process encourages employees at all levels of
the organization to take on the responsibility for avoiding unethical
or illegal behavior and for anticipating and alerting their managers to
potential problems of noncompliance or danger. Combined with risk
and incident management software, this process incorporates systems
and techniques that help corporate leaders to monitor the organiza-
tion much more effectively and to anticipate and quickly respond to
potentially damaging issues.
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Third, companies are applying knowledge management techniques
that have been developed over the past few years to actively manage
employee and stakeholder knowledge and experience in a way that
contributes to risk prediction and response analysis. In fact, many
experts would contend that risk management is knowledge manage-
ment, in that it is only through the knowledge, experience, and skills
of employees, shared collaboratively, that a company can anticipate
and react to reputation-threatening risks. A number of systems and
knowledge gathering and sharing techniques, when formalized, can
provide the basis for a constant flow of prioritized information from
those who know to those who need to know. As part of a formal
program of risk and reputation management, knowledge management
techniques can help to ensure that a company becomes aware of
potential hot issues before they get out of control.

This is where knowledge management techniques and systems
finally come into the mainstream of management processes, after
struggling in many ways to find operational legitimacy for the past
several years. For the first time, knowledge management is something
more than a set of practices and systems that simply contributes to
greater company efficiency. A program of integrated knowledge and
risk management (KRM) is essential to good management of a
modern organization. In short, “we didn’t know” is no longer an
acceptable defense. Not having the knowledge management systems
in place becomes the equivalent of negligence.

The final area of focus is the application of new international stan-
dards of conduct for social, environmental, corporate governance, and
product safety polices. Much like the International Organization for
Standardization (ISO) quality and productivity standards that are a
part of business today, these guidelines—SA , ISO , and
many others—provide a consistent framework for monitoring and
auditing performance in the organization. At the same time, when
integrated well, the very process of applying these standards of
conduct at an operational level not only helps to avoid potentially
damaging incidents but also helps to turn early warnings of infringe-
ments into productivity improvements.
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Adopting these standards for internal use is something that will 
be of value to any organization, but equally important, companies 
need to report their performance against these standards openly and
honestly for the world to see. This “triple–bottom-line” (financial,
environmental, and social) reporting provides the company and its
various stakeholders with a much more balanced view of company per-
formance, marking a shift away from a single focus on financial profit
and loss accounting and moving toward a more comprehensive set of
indicators in other areas of performance that indirectly affect the
financial results, such as corporate governance, ethics, and social and
environmental policy.

Publishing accurate and auditable reports on their performance
against these international standards and having those reports
audited—much as with current financial reports—by an independent
third-party auditor is essential. Not only does this reporting process
provide a structure for monitoring ethical operations within the
company, but equally important, this type of reporting provides a
useful way of demonstrating to the market your company’s progres-
sive policies. Good governance and risk management programs, fair
social policies, and a concern for environmental sustainability all reflect
a concern for long-term stability.

The combined application of these emerging performance stan-
dards and triple–bottom-line reporting can greatly change the focus
of your company culture while both protecting and improving your
corporate reputation. It is soon to be required by the European Union
and Japan and is increasingly being demanded by analysts and
investors as a way of judging the stability and managerial sophistica-
tion of companies in which they invest.

I K  R M:
T N E S  

M G C

Given the recent scandals and the multiplicity of pressures that coa-
lesce under the umbrella of globalization, it is not surprising that a
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renewed emphasis on corporate social responsibility has reemerged so
strongly in the past  years. This is not simply a reaction to the cor-
ruption and overexuberance of the late s. The combined effects
of globalization, corporate scandal, new laws, the Internet, landmark
litigation, and the increasing primacy of business in our everyday lives
are bringing about a much more fundamental and permanent shift in
how corporations are expected to be governed and to behave. Not only
are expectations for ethical behavior growing, but the repercussions for
poor behavior are becoming more costly.

Although the corporate social responsibility movement has been
alive for a number of years, buoyed primarily by environmental and
human rights pressure groups, these new and separate pressures on
corporations will fundamentally alter many of the management and
organizational practices of the modern corporation and usher in a per-
manent shift toward greater legal and social expectations in the next
 to  years. Integrated KRM, this new movement, brought on by
needs of a rapidly changing global business climate and new demands
for better behavior, is one of the most important steps in the evolution of
the modern corporation since business process reengineering a decade ago.

In short, corporations are entering a new period in which they will
be expected to behave in a much more socially responsible way than
in the past and will need to be able to prove to a variety of stake-
holders—regulators, litigants, pressure groups, customers, and share-
holders—that they have in place strong and auditable programs for
preventing social, governance, and environmental and product safety
disasters. It is no longer a question of something that a company
“should do” as portrayed by activists. Today it is increasingly a ques-
tion of what a company “must do” as part of competing in the global
marketplace.
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TWO

Making the Business Case for an
Integrated Program of Ethics and

Knowledge Management

So how do we begin to make the case that an organization these days
needs to devote the same level of corporate leadership, operations, and
systems on ethics and integrated knowledge and risk management as
it does on quality or productivity programs? The case for action begins
with a look at some of the revolutionary geopolitical, economic, and
social changes that are changing the environment of the modern 
corporation.

R A  G R

Globalization is one of the most emotional and least well-defined
areas of modern debate. A phrase used to cover everything from trade
relations to cultural clash, it is broadly associated with capitalism,
inequality, exploitation, and western (and particularly American)
multinationals. In fact, the concept has become so muddled with
broader issues, such as fair trade, sustainability, and even the
HIV/Aids pandemic, that it is difficult to pin down any boundaries
to the debate.

Whatever else it means though, at the heart of the globalization
debate lies the reality that western corporations are relocating 
their production and sales capacities internationally, particularly into





developing economies, in order to take advantage of emerging con-
sumer markets, a low-cost labor supply, lower tax regimes, and lower
levels of environmental and employment oversight. Even if this trend
has not occurred as suddenly or as uniquely as many activists would
claim (most studies indicate that international trade has not increased
that dramatically since the th century and days of imperialism,
colonies, and empire), what is undeniably true is that the combination
of opportunity and competition has driven companies during the last
two decades to either relocate or to contract services from factories,
call centers, and sales offices throughout the developing world.

In fact, almost every major U.S. or European corporation is now,
and has been for at least a decade, involved in an expansion of their
production and sales functions to overseas markets. A company such
as DHL, the parcel delivery service, for example, now operates in 

countries and territories. Some  percent of General Electric’s
revenue comes from overseas operations. Intel has , employees
in offices sprinkled around  countries. Apparel and footwear com-
panies such as Nike, Gap, or Reebok contract production through a
network of hundreds of different third-party factories, mostly located
in these developing markets. These companies may have only a few
thousand direct employees but may engage several hundred thousand
workers indirectly through these third-party relationships.

This global expansion has forced companies to change the way they
perceive competition and growth and has required fundamental
changes to organizational structures, systems, and business processes.
But above all, it has forced companies to deal with issues that are
sometimes very different from those they encounter in their own
domestic markets (e.g., risks such as corruption, sweat shops, employ-
ing children, or nonexistent environmental policies) for which they are
increasingly being held to account by a strong and vocal movement
that has arisen from international organizations, nongovernmental
organizations (NGOs), pressure groups, unions, shareholders, and the
informed public. Supported by an increasingly open international
press, these “stakeholders” are demanding that corporations adhere to
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higher ethical standards with regard to governance, reporting, employ-
ment, and the environment.

In fact, much of the reason for the backlash against corporate relo-
cation into these markets comes from a legitimate concern that,
unchecked, the size and influence of the modern company would give
it the power to overwhelm the undeveloped world, taking advantage
of local employment and resources without regard to human rights,
the environment, or the future of those communities. And unfortu-
nately, far too many incidents have proven these fears to be well
founded.

• Royal Dutch/Shell faced an international outcry when Saro-
Wiwa, a Nigerian environmentalist, and eight other activists
in Nigeria were hanged for what appeared to be their political
opposition to Shell’s local activities. Coming on the back of
the Brent Spar oil platform controversy and amid consumer
boycotts of Shell stations and an insistence by Shell
shareholders that there was a difference “between
noninterference and abrogation of responsibility,” the value of
Shell’s brand name and its share price plummeted. In 

Royal Dutch/Shell was fined $ million to pay for an oil
spill in the region, and a U.S. court has ruled that the 
Royal Dutch Petroleum Company can be held liable in the
United States for cooperating in the persecution and 
execution of the environmental activists in Nigeria. The whole
affair was a public relations shambles and a shareholders’
nightmare.

• When international human rights groups revealed that Nike
supplier factories in Vietnam and Indonesia were employing
workers, sometimes children, at wages as low as  cents an
hour for up to  hours a day, Nike’s brand name quickly
became associated with sweat shops and third-world worker
exploitation. Under criticism from human rights activists, as
well as the Wall Street Journal, CBS News, and the New York
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Times, Nike has come under almost constant scrutiny for its
overseas manufacturing practices, initially reducing worldwide
sales and requiring it to fund an ongoing and expensive public
relations campaign.

Obviously, not all multinationals are guilty of these types of inci-
dents, but the reality is that with relocation to a developing market
comes fundamental new problems in terms of corporate governance
and social and environmental behavior. The arguments for and against
globalization are complex and important, but whatever your particu-
lar position as a corporation, it is important to realize that these and
similar issues mean that your company will probably be facing a chal-
lenging future in terms of developing formal social and environmen-
tal policies for those overseas operations. Ultimately, the way a
company behaves in these areas is much more important than dona-
tions to local charities and a Web site boasting of good corporate cit-
izenship through philanthropy. In short, whatever your position on
globalization, the effect on your company, even companies not directly
involved in global affairs, is likely to be a greater need for an ethical
framework, transparency, and nonfinancial reporting.

T N I S

As companies and cultures are becoming more globalized, the com-
bination of the Internet and new satellite and cable television tech-
nologies has made the distribution of information—instantly from
virtually anywhere in the world—a part of our day-to-day lives. The
Internet has particularly become a medium for quickly and effectively
relaying information around the world.

Nowhere has the use of these new communication technologies
been put to greater effect than by pressure groups in their prompt 
and dramatic exposure of corporate offenses. A quick search for 
“corporate social responsibility” (CSR) over the Web demonstrates
how very effective the Internet has become in this regard. With 
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hundreds of Web pages, chat sites, and discussion groups active on
various social and environmental issues, companies are named and
shamed.

“Each day,” Kalle Lasn, editor of Adbusters magazine, candidly
explains, “information about Nike flows freely via e-mail between the
U.S. National Labour Committee and Campaign for Labour Rights;
the Dutch-based Clean Clothes Campaign; the Australian Fairwear
Campaign; and many others spread throughout the world.”

From the Brazilian rain forests to Nigeria, and from the diamond
mines of South Africa to the oil fields in Alaska, company activities
are mercilessly monitored by an increasingly powerful and effective
cadre of activists who quickly relay information worldwide, into col-
laborative activist networks, to lobbyists, to government agencies, and
to the press.

“Given developments in the electronic media and the Internet,”
affirms Dr. Brendan O’Dwyer at Dublin City University Business
School, “these companies claim they now operate in a ‘goldfish bowl’
environment or ‘CNN world’ where no organization is able to shield
its activities from the public gaze and from criticism in the wider
society.”

This ability to name and shame companies, suddenly and forcefully
brought about through the Internet and global television coverage,
provides companies with a powerful incentive to protect their reputa-
tion through better behavior.

P G A

One of the most important new pressures for better business 
behavior to emerge in the past decade, of course, comes from the
increasingly powerful and effective collection of pressure groups that
monitor corporate behavior. NGOs such as Greenpeace, Oxfam,
Amnesty International, CorpWatch, and the World Wildlife Fund 
(to name only a few) are increasingly able to uncover things on a 
new and unprecedented scale—poor employment policies, unethical
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investments, and environmental exploitation—that companies ex-
pected to be able to keep hidden from public view only a decade ago.

Better financed and managed than in the past, these professional
pressure groups have been able to attract capable and dedicated
employees who can match wits and tactics with a corporation’s public
relations or legal machine. Once perceived by many as extreme, in light
of continued bad behavior by companies, these groups today are widely
respected for their efforts. In Europe, for example, NGOs generally
are now rated by the public as more highly regarded than leading busi-
nesses by a margin of nearly two to one. In a recent study conducted
by Edelman Public Relations Worldwide, Amnesty International, the
World Wildlife Fund, and Greenpeace scored between  and 

percent on “trust” among the public, where even the most highly
regarded companies (e.g., Microsoft, Bayer, Shell, and Ford) ranked
only between  and  percent. Nike provides a good example of the
phenomenon.

“In a September  press release,” explains John Samuel, from
InfoChange, “Nike dismissed its critics as ‘fringe groups.’ But by
March  it was ready to treat Nike’s online critics with more
respect. It introduced yet another package of labour reforms and
admitted, ‘You make changes because it’s the right thing to do. But
obviously our actions have been accelerated because of the World
Wide Web.’ ”

IdealsWork.com is another good example of how pressure groups
are forcing companies toward better behavior. An online shopping site,
IdealsWork.com provides information on the CSR performance of
companies so that consumers can review a company’s behavior before
buying its product.

“Until now, information on companies’ social and environmental
records has only been available to the investment community, and has
been used primarily by socially responsible investors,” explains Dan
Porter, co-CEO. “IdealsWork.com has made this information conve-
niently available to consumers for the first time. Now, through our
partnership with UFE (United for a Fair Economy), we are provid-
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ing important additional information on corporate accountability that
we think consumers want in the aftermath of Enron and recent 
corporate scandals.”

The site rates companies based on their performance in such areas
as labor practices, human rights, diversity, and the environment, and
it has created a “Top  Worst” list for corporate offenders, listing
companies that have committed unethical (“Enronesque” in their
terms) behavior including high levels of political campaign contribu-
tions and lobbying expenditures, corporate tax avoidance, require-
ments for in-company K plan investments by employees, and
combined consulting and auditing work being contracted from the
same accounting group.

It is just this type of thing that makes company executives nervous.
And rightly so, points out Rob Harrison, co-editor of Ethical Con-
sumer. The thing every company fears most is becoming the target of
these powerful pressure groups or making one of the “Top Ten Worst”
lists.

“So, rather than wait for it to happen,” he explains, “managers 
are taking preemptive action in the form of environmental product
development and labeling, or engaging in such ideas as codes of
conduct and social audits.”

T I P  I a S

The rise of the Internet has had other unexpected consequences on
the modern corporation. As it has become possible to monitor and
trade stocks in “real time” over the Internet, share ownership has
expanded enormously, providing the opportunity for millions of 
citizens to buy and sell shares from their homes. With institutional and
individual investments combined, more than  million Americans
now own shares. This means that company ownership is now spread
among nearly one third of the population, with most of these investors
having a keen and newly discovered interest in a company’s behavior.
The United States is not alone, of course. During the past decade,
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financial markets have expanded throughout Europe and Asia. Fifty
percent of Australian adults (. million people) own shares in their
own name or through a managed fund. In Sweden, nearly  percent
of adults own stock, the highest rate of public share ownership in the
world.

With this level of popular management and ownership of shares, it
seems intuitive that companies will have become much more suscep-
tible than ever before to incidents that might damage their reputation
and send their share value plummeting. Well-publicized cases demon-
strate what scandal can do to a share price. Martha Stewart’s Living
Omnimedia lost  percent in the first  days in June  when she
first faced allegations of insider trading with ImClone. Electronic
Data System’s stock fell  percent in  day on news of a Securities
and Exchange Commission (SEC) probe. When HealthSouth
restated its earnings in August , the company’s shares fell 

percent in  day. When news broke of an SEC investigation for insider
trading, the company’s shares plunged a further  percent. In fact, a
recent study from the University of Southwestern Louisiana estimated
that unethical corporate behavior lowers stock prices for a minimum
of  months.

Often only marginally informed about the companies in which they
own shares, individual traders are particularly susceptible to negative
reports about companies that appear in the press. They are easily
swayed by the opinions of popular analysts or by reports of misman-
agement or executive scandal, and the announcement of litigation or
an environmental or employment violation reported on the evening
news can mean an after-dinner rush to the computer to sell, sending
share prices spiraling downward the next morning. Even if they have
no genuine concern about the morality or rightful responsibility of the
incident itself, everyone knows that scandal will harm the share value.
Even institutional investors are drawn into the panic, aware that what-
ever the inherent value of the stock, negative reports tend to create a
run on company shares.
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There is another important aspect to this popular investment phe-
nomenon. The combination of poor governance, inaccurate financial
reporting, and the collapse of the dot-com bubble has meant that bil-
lions of dollars have been lost by investors during the past few years,
the sort of thing that makes investors crave accurate, verifiable infor-
mation from companies. Accordingly, investors (particularly institu-
tional investors) want to know about the quality of a company’s
management team, its approach to corporate governance, and increas-
ingly, the company’s position on volatile issues such as employment
conditions in developing world sites or environmental policies in
developing countries. The more institutional investors can learn
dependably from a company’s reporting process, the more likely they
are to be willing to invest in company shares. A recent Harris Inter-
active poll, for example, found that  percent of Americans claim 
to consider corporate citizenship issues when they make investment
decisions.

But such is the mistrust of companies by the investment commu-
nity following the  scandals, that this type of information is useful
(and believable) only if it is based on internationally approved com-
parable standards, verified in turn by independent and credible third-
party auditors. That is why a company that adopts a formal ethics and
KRM process and applies independently verified triple–bottom-line
reporting standards stands out as progressive and transparent (the very
attributes that investors like to see in a company).

L  L

In Europe, where companies are expected to share a greater social
burden, the CSR movement has taken on a powerful momentum and
is now rapidly becoming enshrined not only at the corporate level but
also in country and European Union (EU) law.

The European Commission has been particularly active in 
promoting greater corporate social responsibility, stating openly 
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in a recent communiqué that “as there is evidence suggesting that CSR
creates value for society by contributing to a more sustainable devel-
opment, there is a role for public authorities in promoting socially and
environmentally responsible practices by enterprises.” The commis-
sion is also debating the idea of setting up a European ombudsman
to help adjudicate over CSR-related issues that arise from the over-
seas operations of European companies. The European Parliament
recently approved a supporting resolution, requiring companies to
supply information concerning their social and environmental policies
while setting aside funds for promoting CSR policies and training 
initiatives among European companies.

At the national level, too, European governments have been
strongly supportive of greater social and environmental accountability
by companies. Britain, for example, has established an office for CSR
at the cabinet level, for which the trade and industry secretary is
responsible. The United Kingdom has been focused on issues of cor-
porate governance and risk management since the Cadbury report,
commissioned by the government in . More recently, the Turn-
bull report in , also commissioned by the government, was partly
responsible for important corporate governance changes such as the
separation of the roles of chief executive officer and chairman. Align-
ing itself with groups such as the International Labor Organization
and the Organization for Economic Cooperation and Development’s
(OECD) work with multinational enterprises, the U.K. government
also announced in  its support for the creation of new guidelines
for CSR management and reporting in the financial services sector,
with the view to providing assistance to financial services organiza-
tions in auditing social and environmental reports. Very much at the
center of the CSR movement, the United Kingdom has a highly devel-
oped group of CSR consultancies, initiatives, and advocates from
NGOs, government, and business. In SustainAbility’s recent “Top 
Sustainability Companies,” the top seven companies were all British.

This Anglo-European drive toward CSR and triple–bottom-line
reporting is beginning to bring pressure on U.S. companies as well.
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As Jim Kartalia, president of Entegra Corporation points out, “Any
American corporation that wants to do business globally is going to
be forced to address these issues. The EU is pushing this legislation
and they are going to force American companies to comply or else
they are not going to get business.”

France has taken an even more progressive posture, passing legisla-
tion in February  that would make it mandatory for all compa-
nies listed on the “premier marché” (those with the largest market
capitalization) to account for their environmental and social perfor-
mance in their annual reports from . Reporting requirements
would include sustainability information, such as a company’s con-
sumption of water and energy, energy emissions, and biodiversity
efforts, as well as a description of their programs to reduce environ-
mental risks and to educate employees on leading practices in envi-
ronmental management. Companies are also required to provide
performance information on their activities in the areas of human
resources and community and labor standards. It is an interesting
idea. The law doesn’t require any specific activity or performance stan-
dard of a company; it merely requires a company to transparently
report on its efforts in these areas. The idea is that the competition
that comes with transparency will create the incentive.

Even European business schools are strongly endorsing an effort to
revolutionize business education, integrating CSR theories and
leading practices into their core MBA curriculum. Skeptical of the
value of the established shareholder value model, they are determined
to instill in future business managers of European corporations a
broader sense of devotion to stakeholders, to sustainability, and to
society as a whole.

In the United States, nonfinancial reporting is likely to remain 
voluntary for the foreseeable future, but with recent scandals, other types
of legislation have been proposed or passed. At the federal level, of
course, Sarbanes-Oxley, covering corporate governance and the secu-
rities industry, is probably the best known. Probably more important,
as recent corporate indictments concerning financial irregularities have
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shown, U.S. Sentencing Commission guidelines mean stiff penalties
for companies that are found guilty of violations and can’t demonstrate
that they have made a legitimate effort to curb unethical behavior in
their organization or extended supply chain.

Prompted by a directive in Sarbanes-Oxley, many of the commis-
sion’s guidelines have been made even more severe, accompanied with
restrictions giving judges little flexibility in departing from those
guidelines. As of January , when a company officer is found guilty
of defrauding more than  employees out of $ million or more, the
normal sentencing guidelines will be virtually doubled (like speeding
in a construction zone), leaving the executive to face a minimum of
 years in prison. Employees convicted of shredding documents in an
attempt to obstruct justice will face  years in prison, and executives
who sign corporate financial reports knowing that they are not in com-
pliance with SEC rules can now be sentenced to  years in prison. It
is a frightening and compelling case for better ethics and knowledge
management.

There is no lack of recent evidence to demonstrate that blunders
can be costly—even ruinous—to companies. The criminal prosecution
and conviction of Andersen, fined only $, for obstruction of
justice, essentially destroyed the company. ConAgra, recently paid $.
million for wire fraud, and Archer Daniels Midland was fined $

million for price fixing. Following numerous Food and Drug Admin-
istration (FDA) inspections of its New Jersey and Puerto Rican pro-
duction facilities, Schering Plough announced that it would pay a
staggering $ million to settle charges of repeated safety violations
and failure over the years to correct manufacturing, quality assurance,
laboratory, and packaging and labeling problems. That sort of money
makes funding an effective ethics and knowledge management process
seem a very good return on investment.

Attempts to hold companies responsible in U.S. civil courts for
activities committed by those corporations overseas have also seen
recent success. The Alien Tort Claims Act, now being leveraged 
in several court cases, will potentially allow claimants to sue U.S.
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companies in the United States for human rights abuses or for com-
plicity with groups or governments overseas engaged in these types of
abuse, moving litigation forcefully into the international arena. A U.S.
federal court, for example, ruled in March of  that Shell Oil, in
the long-running Wiwa v. Royal Dutch Petroleum Co. case concerning
human rights violations in Nigeria, could (if convicted) be held liable
in U.S. courts for abetting Nigerian security services in the persecu-
tion and execution of environmental activists in Nigeria.

Although in the past, these types of lawsuits were traditionally civil
actions brought by individuals or through class action suits, recently
many of the most damaging indictments for inappropriate corporate
behavior have been brought as criminal actions against companies or
company executives by state attorneys general. Elliot Spitzer, the
attorney general for New York, is one of the most active in this area.
Responsible for bringing indictments against many of the corporate
executives during the millennium scandals, Spitzer also leveraged New
York’s Martin Act to demand a $ million settlement from Merrill
Lynch for impropriety by its analysts and investment banking group
when it was revealed through company e-mails that company analysts
were publicly endorsing stocks that they privately referred to as “junk”
and worse. Similarly, the recent class action suit against Smith &
Wesson gun manufacturers was brought, in part, by Richard Blu-
menthal, the attorney general of Connecticut. Taking advantage of
newly confirmed constitutional powers, the states themselves have
begun to hold companies to account as never before.

Equally important, liability has been shifting recently from the cor-
porate to the personal, with executives and board members increas-
ingly being named in corporate lawsuits. Senior executives are
routinely held responsible for the illegal activities of employees (see
Chapter ), and increasingly, the courts are extending blame into the
ranks of the boardroom.

“One of the biggest risks facing today’s board members is being
named in a corporate lawsuit,” says John Nash, former president of
the National Association of Corporate Directors. “Generally, directors
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have long been protected from being responsible for the actions of the
corporate managers. But those times have changed.”

“We are seeing the incidences of lawsuits filed against corporate
directors increase % per year,” Nash says. “Along with the potential
to tarnish the individual’s reputation, these lawsuits bring with them
the stark reality of multi–million dollar fines and prison terms. And
while a company may pay a fine for a director, it cannot go to prison
for him or her.”

M  P B

C  R M  E

This combination of public and NGO pressure, shareholder demands,
new legislation, and more successful litigation means new levels of
accountability for companies, executives, and board members. Add to
these pressures higher fines and the risk of personal penalties or
imprisonment, and there is a compelling case for action for compa-
nies to initiate effective ethics and KRM programs.

However, the “business case” for an integrated ethical KRM frame-
work is not all negative. Progressive companies that have initiated 
an integrated framework have found that there are many positive 
benefits that come from this type of approach as well.

Enhanced Brand Image, Improved Share Value, Increased Sales and
Customer Loyalty

As we will see later in this book, one of the easiest ways to increase a
company’s brand value—with all the sales and share value benefits that
come from that—is to be able to demonstrate openly and credibly that
the company has a strong ethical framework and has adopted pro-
gressive social and environmental policies. “Reputation,” says Ronald
Alsop, author of The Best Corporate Reputations in America, “is much
more than an abstract concept: It is a corporate asset that is a magnet
to attract customers, employees, and investors.”
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Attracting and Retaining Employees

Good employees want to belong to a good company, and as the pop-
ularity of “Top  Best Company Lists” among job seekers demon-
strates, corporate reputation is an important factor in a potential
employee’s decision to join, and for good employees to remain. So
strong is that desire to be proud of the company for which they work,
that a study by Net Impact of  MBA students found that more
than half of the students said they would accept a lower salary in order
to work for a socially responsible company.

As an executive from a prominent British petroleum company
pointed out at a recent seminar, “People would be surprised at how
many members of Greenpeace and the World Wildlife Fund there are
in our organization—we want to be proud of our company and our
environmental policies too.”

Matching Improvements in Integrity with 
Efficiency Improvements

Combining an ethical framework with improved risk management
techniques tends to uncover a multitude of issues concerning safety,
productivity, and quality that would otherwise remain undetected.
Effectively applied, an integrated KRM process can be used to extract
relevant information from environmental health and safety systems,
helping a company to remove “faults” in operational processes in much
the same way as a quality or productivity assurance program. Many
companies, from Chiquita to Intel, have found that applying these
types of programs not only helps a company to avoid potential 
reputation-damaging incidents, but also helps to improve operational
efficiency.

A recent collaborative study of  companies in  countries com-
pleted by SustainAbility and the World Bank’s International Finance
Corporation found that “sustainability” practices that lead to improve-
ments in areas such as corporate governance, the environment, or
health and safety policies had a multitude of other benefits, including
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lower costs, reduced risk, higher staff morale, and improved access to
capital.

British Telecom, an organization at the forefront of combining pro-
gressive ethical, environmental, and social policies to the workplace,
insists that it can demonstrate a clear correlation between its reputa-
tion for good behavior and customer satisfaction. The company main-
tains that at least  percent of its good reputation is attributable to
its efforts in these areas, and that if it were to subsequently lose that
reputation—by abandoning these types of activities or by experienc-
ing a reputation-damaging incident—that it would expect a 

percent drop in customer satisfaction, and thus a similar drop in sales
and profit.

Reduced Regulatory Oversight

Corporations that can demonstrate that they have in place ethical,
health and safety, environmental, and risk management processes that
go beyond minimum regulatory compliance requirements will find
that they receive much less scrutiny by regulatory agencies than com-
panies that don’t have these types of mechanisms in place. This can
mean quicker approvals for permits, fewer inspections, and much
greater strategic flexibility. Moreover, the goodwill that a company
gains from taking proactive measures will go a long way if things go
wrong.

A Competitive Edge

Finally, companies that put in place a broad program of ethics, inter-
national standards, and risk management tend to be more successful.
Whether because of goodwill, strategic agility, attracting and retain-
ing better employees, or higher levels of productivity, companies that
have put these types of programs in place tend to gain an overall com-
petitive edge. As Harold Kahn, leader of PricewaterhouseCoopers’
U.S. Reputation Assurance practice says, “Our experience indicates
that companies that actively manage these issues are most likely to be
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accepted in emerging markets, successfully launch new products, and
recover from sudden and unexpected events such as product recalls
and other possible reputation crises.”

R U

This movement toward greater corporate responsibility has been given
a new impetus by recent corporate scandals, and is in many ways
similar to the environmental movement in the mid-s that pro-
duced stronger regulations and gave rise to new international stan-
dards and Environmental Management Systems. “It is almost a carbon
copy of what happened in terms of environmental issues six or seven
years ago,” explains Hewitt Roberts, chief executive of Entropy Inter-
national. “In  there had been a number of very significant events
that happened at more or less the same time—the rise of the inter-
national standard, the Exxon Valdez, Chernobyl, Bopal, and Brent
Spar—all coming to the fore at the same time as a consumer-led
movement that pushed environmental issues up the corporate ladder.”

“What is happening now,” he concludes, “is the same thing except
it is a wider issue, it is moving faster, and there is a greater degree of
consensus. It is hitting the corporate agenda harder and higher.”

John Browne, director of Reputation Assurance at Pricewater-
houseCoopers, agrees, concluding that for the next  years, “success-
ful companies will be those who embed social, environmental, and
ethical risk management into their core business processes and 
performance measures.”

“This integrated approach,” he concludes, “is at the heart of 
managing the st century company’s most valuable asset—its 
reputation.”
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THREE

Key Areas of Risk: Where
Knowing What is Happening

Really Matters

Managing a modern corporation today presents significant new chal-
lenges well beyond what was imagined just a decade ago. If your orga-
nization is involved with overseas sourcing, sales, or production, you’re
already aware of the myriad operational risks that face the modern
multinational. But unstable regimes, bribery, and local corruption—
long a source of concern—are only a part of that challenge. As we saw
in Chapter , increasingly, NGOs, the press, and local pressure groups
are demanding that companies refrain from practices (that they pursue
themselves or that are done in their name through their subcontrac-
tors) that violate employment and human rights standards or threaten
the environment along a supply chain (extended responsibility chain)
that can extend around the world.

What is more, it is wrong to believe that ethical failures and sig-
nificant risk are limited to foreign markets. As we have seen with
recent corporate scandals, there are a multitude of examples in which
poor governance reviews, haphazard workforce policies, or negligent
environmental practices have incurred enormous financial and repu-
tational penalties to companies functioning entirely in the United
States, Canada, Europe, Australia, or Japan.The risk in terms of finan-
cial penalty and further litigation over domestic incidents is, on
average, much greater than the risk for incidents that occur overseas.





Genetically modified foods, bioethics, political contributions, cor-
ruption and bribery policies, animal welfare—the list of potential
issues facing the modern corporation is endless, and each of these risk
areas, of course, must be analyzed on its own merit and in the context 
of your business framework. For the sake of simplicity though, it is
possible to break down likely threats to the modern corporation into
four broad categories:

• Corporate governance
• Environmental policies
• Employment and human rights
• Product safety

C A  G

In the midst of the scandals concerning executive-sponsored account-
ing fraud and general corporate mismanagement, it is important to
remember that until Enron’s collapse, most of the ethical incidents
that plagued companies—costing them share value, financial penal-
ties, or customer loyalty—came not from problems with corporate
governance, but with issues concerning product safety or violations of
employment or environmental laws.

In fact, until the / spate of corporate accounting scandals
surfaced, corporate governance would not have normally been thought
of in the context of a book concerned with crises detection and risk
management. It was always assumed in the past (now, we realize,
wrongly) that company executives were the ones most concerned with
the welfare of the company and therefore would be the ones attempt-
ing to monitor wrongdoing—not the ones being monitored.

This is not always the case, obviously, and given the catastrophic
losses to shareholders and employees with recent scandals, it is impos-
sible to cover the topic of how to use knowledge and risk manage-
ment (KRM) techniques to avoid ethical disasters and not devote
some time to the topic of corporate governance. As we have seen,
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executive misconduct and board indifference or ignorance can ruin a
company as fast as an oil spill or a child employment scandal. In short,
the failure of corporate governance is not only an ethical issue, but
also a risk management issue.

Recent board and executive malfeasance scandals certainly meet the
criteria for a corporate ethical management crisis. First, these scandals
have almost universally involved serious unethical activities by
employees (albeit often senior executive employees) that have threat-
ened the livelihood and reputation of the firm. Second, these crises (at
least if the other organizational leaders of the companies are to be
believed) have also been largely due to a lack of knowledge about what
employees were doing and how seemingly acceptable strategic policies
might have a ruinous outcome. Finally, they have almost always
involved a serious breach in accurate reporting and transparency.

It was hard not to feel incredulous when hearing Kenneth Lay 
and Jeffrey Skilling, after swearing under oath to a Senate subcom-
mittee, explain that in defense of their actions at Enron, neither they
nor their board actually knew what was taking place in their own
company.

And of course Enron was only one of the many scandals to plague
the U.S. corporate world. Dennis Kozlowski, CEO of Tyco, was
indicted on charges that he evaded more than $ million in taxes. His
CFO, Mark Swartz, was charged in Manhattan with stealing $

million. WorldCom became America’s largest corporate bankruptcy in
history in July  after disclosing a $. billion accounting fraud and
firing its CFO, Scott Sullivan. Global Crossing, Adelphia, ImClone,
HealthSouth—the list goes on and on.

The effect of this alleged executive-led fraud has affected the busi-
ness landscape in several important ways. Aside from ruining the com-
panies themselves, these bankruptcies have caused untold grief with
displacement, and more seriously, the loss of employee pension funds.
The numbers are staggering: California’s state pension fund lost
approximately $ million on the collapse of WorldCom alone. New
York State’s pension fund lost nearly $ million; Michigan $
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million; and Florida more than $ million. The American Federation
of State, County, and Municipal Employees (AFSCME) estimates
that its members lost $. billion worth of pension money with the
collapse of Enron.

The scandals have also significantly undermined, for many people,
the concept of “shareholder value,” in that by providing executives and
boards with a single all-important target—share value—company
leaders, abetted by banks and the accountancy industry, continually
made the necessary accounting adjustments (whatever the underlying
business reality) in order to keep that share price at record highs. It
was no coincidence that executive salaries and bonuses were tied
directly to the value of that share price. Not only were their self-
enriching policies misleading and oftentimes illegal, but they encour-
aged hiding the massive amounts of debt that were accumulating like
a time bomb for employees and the company as a whole.

Naturally, these scandals have had a large effect on the economy
more broadly. An outrageous misallocation of capital, these policies
meant that nonexistent money was being used to fuel the stock market
bubble. And as the world has become used to seeing once highly
respected corporate executives being led to and from court in hand-
cuffs, the business community has suffered badly from a trust deficit,
just at a time when confidence was what was needed most. An inves-
tigation by the Financial Times revealed that top executives—derisively
named by the Financial Times as the “barons of bankruptcy”—had
extracted some $. billion from companies in personal remuneration
even as they were driving them into bankruptcy.

The cost to economic growth has also been significant. According
to a recent Brookings Institute study, the affect of recent corporate
scandals will probably cost the U.S. economy a staggering $ billion;
estimates range between  and . percent of the gross domestic
product (GDP). This is not counting fines and pending litigation that
ultimately will be paid for by the shareholders and employees them-
selves. To put things in perspective, the study notes that these costs
are the equivalent of a $ increase in the cost of a barrel of oil.
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It would be nice to believe, as President George W. Bush has con-
tended, that these scandals involved only a “few rotten apples,” but all
evidence actually points to the contrary: that ethical and legal breaches
are much more common than imagined. Unfortunately, the recent
scandals reveal more than just the odd infraction; they reveal a tangled
web of intertwined deceits. Executives receiving and cashing in on
enormous stock options even as companies collapsed, flagrant manip-
ulation of accounting practices, investment banks offering initial
public offering (IPO) stock options to executives as a reward for using
their services, and analysts trading favorable reviews of companies in
return for a place at an exclusive nursery school for their daughter.

There have been many reasons put forward to explain how these
types of things could have been occurring, unknown, under the nose
of the other executives, the board, analysts, and the regulators. We still
have few satisfactory explanations for what happened, but whatever
the excuses, it amounts to an enormous knowledge management
failure.

In terms of motive, no doubt much of the problem lies with the
structural ties between executive pay and share value. The massive
potential rewards on offer in an expanding stock market encouraged
executives to engineer company earnings in the most beneficial light,
concealing ownership and debt that might make investors or analysts
suspicious. With enormous personal earnings at stake, executives
made certain—often through questionable if not fraudulent account-
ing techniques—that the share price remained buoyant. Also an
obvious structural concern (at least in the United States) is the dual
role of CEO and chairman—an invitation for overbearing and self-
serving personalities to enrich themselves and control corporate policy.

A similar structural conflict exists with the board, where corporate
law dictates that directors act in the best interests of the shareholders,
universally interpreted, again, to mean keeping the share price high.
The effectiveness of these directors in providing independent over-
sight on behalf of shareholders has to be questioned with such an
arrangement, particularly because most directors in large companies
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tend to be selected by (and often are personal friends of ) the CEO.
With board compensation packages ranging from $, for Tyco
to $, for Enron, it is not difficult to see how directors could be
tempted to turn a blind eye at creative accounting or unethical work
practices being pursued by the company officers. Owing allegiance to
the CEO and often on several company boards at once, directors said
they found it difficult to question the ethics or legality of corporate
policy based on limited information, particularly when the company
was making record profits.

And of course, the investors themselves are not without blame.
Demands for a continued high—irrationally and unsustainably high—
share performance by institutional investors is what drives the entire
process.

This book, though, is not about corporate scandal or structural
reform of corporate governance. Those issues are complex and polit-
ical, and at least in the United States will involve a stronger Securi-
ties and Exchange Commission (SEC) and a reformed and more
diligent audit industry. This book is about how to prevent these types
of incidents by adhering to a strong ethical framework and by improv-
ing KRM techniques.

What recent scandals do prove, if proof were needed, is that par-
ticularly in the United States, there are many incentives for business
leaders to behave unethically that are built into the cultural, legal, and
corporate governance framework of the modern corporation. And
those same incentives—to make the numbers at all costs, not to ques-
tion policy, and to choose loyalty to the company above conscience—
are pushed down to employees at all levels of an organization. As later
testimony by Enron employees affirmed, despite their pretense of an
open and ethical corporate culture, two things were not tolerated at
the company: failing to make the numbers each quarter and ques-
tioning authority. Whatever the legitimacy of their business practices,
it was a cultural recipe for disaster. And, of course, these are not char-
acteristics that are unique to only those companies that have suffered
recent disasters.

 T C  G I



This built-in “friction” in the modern corporation (something that
anyone in business will immediately recognize) constantly pulls
employees—including executives—back and forth between doing
what is right and profitable in the long term and doing what is ethi-
cally questionable but profitable in the short term. This friction has,
I contend, increased dramatically in the past decade, making it much
more likely that without a diligent enterprise-wide corporate policy to
manage that risk, employees will continue to feel compelled toward
profit over conscience, and companies will continue to find themselves
in court and on the front pages of the newspapers.

Robert Hinkley, a corporate lawyer and advocate for the Code for
Corporate Citizenship, put it well, if cynically, when he said, “Com-
panies believe their duty to the public interest consists of complying
with the law. Obeying the law is simply a cost. Since it interferes with
making money, it must be minimized—using devices like lobbying,
legal hairsplitting, and jurisdiction shopping. Directors and officers
give little thought to the fact that these activities may damage the
public interest. . . . Lower level employees know their livelihoods
depend upon satisfying superiors’ demands to make money. They have
no incentive to offer ideas that would advance the public interest
unless they increase profits.”

What is important in the context of this book is that for each of
these corporate governance catastrophes, there were two broad and
consistent failures:

. Executives and board members didn’t seem to know when
potential corporate governance issues were arising (a failure of
knowledge management).

. Even when they did sense that things might be going wrong
(e.g., when the Enron board agreed to suspend its code of
conduct to allow Andrew Fastow to create off-balance sheet
partnerships), they did not feel able to act in a more ethical
way (a failure of risk management and corporate ethics).
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Putting aside the question of board duplicity, the fact is that hun-
dreds of directors who are being paid significant salaries for their over-
sight actually seem to have no clue what the executives are doing or
what is going on in the company. What is worse, even in these sophis-
ticated and (once) profitable companies, they had no formal policies
in place for determining whether those policies were ethical or risky
anyway.

As many critics point out, a focus on compliance alone cannot be
the answer. Accountants, within both Enron and Andersen, often
legitimately disagreed whether policies were legal or not. The com-
plexity of generally accepted accounting practices (GAAP), combined
with purposely elastic phrases, means that much is left up to the inter-
pretation (i.e., the ingenuity) of the accountants. And in many ways,
getting around GAAP and SEC regulatory oversight is no different
than finding ways around environmental health and safety require-
ments or International Labour Organization (ILO) employment prac-
tice agreements. As John Plender astutely notes in his book Going off
the Rails, “Many investors have concluded that generally accepted
accounting principles in the U.S. are a multiple choice game in which
the only consistent feature is that most managers opt for whatever 
produces the prettiest picture.”

In short, no regulatory structure can be “cheat proof.” After all, cor-
porate lawyers will always be able to find loopholes in any system, and
it won’t take long for lobbyists to convince lawmakers to suspend 
or amend requirements that prove onerous or costly. It is for this
reason that many of the regulatory proposals being instituted under
Sarbanes-Oxley will probably not be very effective in curbing corpo-
rate wrongdoing.

The one thing that will affect executive and board behavior is a true
appreciation of the long-term risks—to themselves, the employees,
and the company—involved with pursuing an unethical policy. If exec-
utives don’t believe that behaving ethically is ultimately the right and
the best thing to do for the long-term good of both the company and
the shareholders, then all the new requirements of Sarbanes-Oxley,
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corporate ethical statements, talk of fiduciary responsibility, and 
financial reports are just window dressing.

In short, aside from the need for structural and legal changes, recent
scandals reveal one thing for certain: Companies need a better frame-
work for understanding when potential policy can create an ethical
conflict, whether in corporate accounts, in executive remuneration, or
in operational policy. And this is dependent upon having a codified
and enforced ethical standard and having a KRM framework that can
provide early warning, perspective, and accurate information to 
corporate leaders so that they can act appropriately.

E P

Among the several risk areas that the modern company faces, envi-
ronmental issues continue to rank among the highest cause for litiga-
tion and pressure group action. Many of the world’s most powerful
NGOs—Greenpeace, World Wildlife Fund, Friends of the Earth—
exist because of the fear of unchecked exploitation of natural resources,
as international corporations continue to expand into new labor
markets, encroaching more and more on previously undeveloped areas
of the world. Their numbers and their influence are increasing, for
good reason.

Despite the fact that most of the important environmental regula-
tions for Canada, Western Europe, Japan, and, in the United States—
the Clean Air Act, Safe Drinking Water Act—have been in effect
since the mid-s, companies continue to violate environmental
protection laws, illegally disposing of toxic waste materials and exceed-
ing emissions limits. According to the Environmental Protection
Agency (EPA), U.S. companies paid $. billion in fines in  and
a record $. billion in  (more than a % increase over fines
assessed for ). Violators paid more than $ million in additional
civil penalties, not counting $. million paid to individual states.

Apart from EPA fines, thousands of lawsuits and prosecutions are
being brought in the United States each year against corporations.
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There are many more that stem from illegal or unethical environ-
mental policies worldwide. Moreover, with the Community Right to
Know Act, U.S. companies are required by law to report toxic emis-
sions. That reporting provides a level of transparency that has made
many companies, in light of such public scrutiny, begin to rethink their
environmental policies.

There are plenty of examples:

• Smithfield Foods and two of its subsidiaries in Virginia were
assessed damages of $. million for discharging illegal levels
of pollutants from their slaughterhouse into the Pagan River,
violating the federal Clean Water Act.

• Rockwell International, which had been fined more than $

million in  for illegal storage and treatment of hazardous
waste at a nuclear plant near Boulder, Colorado, paid $.
million in damages to the families of two of its scientific
employees who died while illegally disposing of hazardous
wastes.

• When three people were killed after a gasoline pipeline
rupture near Bellingham, Washington, Shell Pipeline was
accused of gross negligence in its operation and maintenance
policies. The accident spilled more than , gallons of
gasoline into local waterways. The government is seeking
more than $ million in fines.

• In October of , Morton International, which produces
polymers, sealants, and adhesives, agreed to pay $ million in
penalties, on top of pledging $ million in cleanup projects,
for violations of the Clean Water Act and the Resource
Conservation and Recovery Act. It was found to have been
not only illegally dumping hazardous wastes in offsite landfills
and down wells, but of keeping two sets of records, by which
it falsified its discharge and disposal activities.

• Thames Water has been convicted of environmental and
public health violations  times and fined approximately

 T C  G I



$, since . In  a pumping station failure
allowed an estimated . million liters of raw sewage and
toxic industrial waste to flood streets and homes in 
southeast London before flowing directly into the River
Thames. The company was fined $,, the largest
amount ever assessed under the United Kingdom’s waste
management law.

The list goes on and on, and, of course, earlier indifference is 
catching up with us. In America alone, between , and ,

people die each year as a result of past exposure to dangerous toxins
and substances. Class-action suits continue to drain companies of
resources, ruining reputations for years to come.

What is most surprising is that despite assertions of critics that the
regulatory framework is weak and ineffectual, as can be seen from the
penalty figures, regulatory agencies are fairly diligent and punishment
can be very strict. The Justice Department has an Environmental
Crimes Unit, and over the past decade, many of the violations have
been reclassified as felonies, which entail personal punishment for
executives involved. Regulatory violations now carry severe personal
sanctions, and the number of criminal prosecutions of executives has
been increasing over the past two decades.

Today, criminal penalties for executives found guilty of violating major
environmental regulations (e.g., the Toxic Substances Control Act,
Clean Water Act, and Clean Air Act) can be between $ and $,

and can carry sentences of up to a year in jail. When it can be demon-
strated that executives knew that their actions were placing others in
danger, individual fines can shoot up to $, and involve prison sen-
tences of up to  years. In fact, during the first decade from  to ,
when criminal prosecutions began, individuals were sentenced to more
than  years of prison. That amount has leapt to  years of prison
time awarded in  alone (almost double the figure in ).

Canada too has recently seen a significant increase in the number
of prosecutions against companies for environmental violations.
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Pollution fines increased nearly  percent between  and  as
Ontario passed its Toughest Environmental Penalties Act, ,
which includes an environmental SWAT team, and an increase in 
fines for a corporation’s first conviction from $ million to $ mil-
lion (Canadian). Fines for individuals now can be up to $ million
(Canadian) per day with jail terms extended to  years.

In developing markets, in contrast, local government regulations
concerning the environment may be weak or nonexistent. For the past
four decades, that indifference and lack of regulatory control has 
led to some outrageous environmental abuses by western—and 
indigenous—corporations.

These types of malfeasance are devastating to the employees,
the communities, and the company but longer term, of course, have
contributed to what is becoming a significant concern for companies
operating overseas. There is now a broad movement of collective 
resistance—among the media, pressure groups, and increasingly 
customers, investors, and employees—to business generally and to
American business in particular. As we have seen, the rise of the 
Internet, nongovernmental organizations (NGOs), and pressure
groups, as well as the increasing expansion of global litigation, means
that corporations can no longer pursue policies that are environmen-
tally dangerous with impunity, regardless of the level of local govern-
ment regulations.

This resistance movement, a subset of the amorphous antiglobal-
ization campaign, is not just a concept. It is manifested in broad 
campaigns of scrutiny and resistance, creating more difficulties 
for businesses than the occasional protest or product boycott.
This growing antibusiness climate can severely limit a corporation’s
strategic flexibility, lead to increased regulatory pressures, and 
ultimately affect a company’s “license to operate.”

In addition, as we have seen, painted with growing anti-Americanism
from foreign polices, public support worldwide for U.S. business 
is lower than it has been in three decades. Even in the area of 
corruption, where American businesses might assume some level of
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respect, opinion of U.S. companies could hardly be worse. Despite the
U.S. Foreign Corrupt Practices Act (FCPA) and similar legislation by
the Organization for Economic Cooperation and Development
(OECD) Anti-Bribery Convention, a recent survey conducted by the
London-based Control Risks Group of companies in the United
Kingdom, the United States, Germany, the Netherlands, Singapore,
and Hong Kong revealed that a startling  percent of respondents
believed that U.S. companies used middlemen to circumvent anticor-
ruption legislation. These attitudes of mistrust are confirmed with a
survey sponsored by Hill & Knowlton, in which only  percent of
respondents thought American companies were above average when
it came to corporate citizenship. A staggering  percent rated U.S.
corporations below average, and only  percent gave American 
business an excellent rating.

Whether deserved or not, U.S. corporations are now associated with
indifference and exploitation when it comes to environmental and
human rights issues abroad. That reputation is harming individual
companies, the U.S. economy, and the global economy as a whole.

E I

Developed Markets

Over the past  years, a series of quality and productivity movements
have disrupted long-held ideas about employment and have produced
formidable changes to the workplace. This is particularly true in the
United States and Britain, where Business Process Reengineering,
Six Sigma, International Organization for Standardization 

(ISO ), and the quality certification process, downsizing, em-
powerment, and part-time and flexible employment have all been 
successful in improving efficiency and “flattening” organizations,
making them more flexible and responsive and allowing for expanded
individual responsibility.

Critics, however, contend that ultimately this restructuring has
come at the expense of employee loyalty and a weaker social contract
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between companies and their workers. Although statistics on longevity
of employment are inconclusive on the subject of average employment
tenure (they seem to indicate that despite everything employees
remain with companies on average about as long as they did in the
mid-s), it is certainly true to say that as a recent survey of MBA
students revealed, the average employee entering the workforce no
longer assumes that he or she will be with one company for life 
(the average is just less than eight companies before retirement).

This new employee–business relationship produces an interesting
and in many ways destructive situation. Despite unprecedented new
levels of responsibility and authority of action, employees today are at
the same time less willing to become entangled with ethical debates
or whistle blowing. With an expectation that they will move on
anyway (or be fired if they say anything), a recent survey by the Aspen
Institute of students who graduated in  from  leading business
schools in the United States found that the majority would simply
leave the company rather than become embroiled in an ethical or legal
issue that might spoil their resume, invite retribution, and bring them
emotional grief. “Most MBAs indicate that they would simply opt out
and find another job,” the report says.

And there is a further downside to this new employee–business
compact. Today employees are willing to hold a company responsible
for unfair employment policies in a way that would have been incon-
ceivable just  years ago. Last year in the United States, there were
hundreds of thousands of legal claims, including class-action suits,
filed against companies for employment-related issues. Recently the
Congressional Budge Office in the United States predicted a “rapid
explosion of lawsuits” in the area of employment discrimination, where
the current , cases in federal courts each year could leap to as
many as ,. In the United Kingdom, where many employment-
related claims are brought before employee tribunals, there were 
more than , appeals, a rise of  percent over the past 

years.
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As these structural reforms to business continue and the global
economy continues to falter, even in Europe and Japan, where labor
regulations provide much greater job security, every company is now
struggling with the challenge of maintaining good employee morale
in the face of downsizing, layoffs, and a revised social contract. In fact,
next to environmental violations, employment-related issues are the
single most numerous cause for damage to a company’s reputation.

For these reasons, corporations have to reassess the importance of
employee-related policies. As Stephen Albrecht points out in his book,
Crisis Management for Corporate Self-Defense, too often executives
believe that they are separate and above employee-related concerns.
The attitude seems to be that “employee problems are the responsi-
bility of the HRD [human resources department], personnel,
employee assistance, or security departments. We don’t deal with those
sorts of things at [the] senior manager level.”

However, employment issues are too important and too volatile in
terms of risk to the company’s reputation and bottom line, to leave to
chance, or to treat as an administrative issue, with the human resources
department to do the necessary paperwork. Employment-related
issues need to be seen as a part of a company’s risk management strat-
egy, both because they promote greater cooperation (and therefore
better productivity and risk management) and because no company
wants the morale and reputation-destroying effect of legal action
against it by its own employees.

As with corporate governance and financial accounting, employ-
ment is covered by a multitude of regulations. In the United States,
more than in other nations, issues of diversity and discrimination are
also of enormous concern to companies. Enforcement of equal oppor-
tunity employment practices usually falls to the human resources
department, but poor application of these policies can be devastating.
There are many examples.

Coca Cola is one of the more recent companies to be hit hard by
employment-related lawsuits. In May of , it agreed to pay $.
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million to current and former female employees for salary discrimi-
nation. Combined with the $. million class-action race discrimi-
nation lawsuit from , the company’s recent employment
discrimination payouts total more than $ million.

Texaco, accused of race discrimination by six employees, agreed in
 to pay $ million in settlement and $ million more to improve
the racial climate in the company. The story was carried in newspa-
pers and on television worldwide and came on the back of a devas-
tating recording of executives in a  meeting, reported in the New
York Times, at which executives used racial slurs against minority
employees even as they discussed destroying documents linked to the
lawsuit.

Employment-related issues that can cause risks to a company
include the following:

• Layoffs and downsizing policies
• Work-life employee and family-oriented programs
• Antidiscrimination/equal opportunity issues
• Nondiscrimination against sexual orientation
• Sexual harassment
• Freedom of association issues
• Local employment and retail site selection
• Unionization
• Living wage policies

Apart from regulation and litigation issues, of course, there is also
a positive benefit to maintaining goodwill among employees. There is
growing evidence that organizations that have admirable workplace
polices have reaped benefits not only in terms of productivity, but 
also in terms of their share value. A  study of  publicly traded
companies by Watson Wyatt found that those companies with the
most progressive “employee-friendly” policies had an average -year
return of  percent, which was almost twice as high as companies
that didn’t have good workplace policies.
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Developing Markets

Despite recent legal action, probably the greatest up-and-coming 
area of risk management for companies is not employment at home,
but employment policies abroad. And, oddly, given the amount of
media and pressure group attention today, it is a relatively recent 
phenomenon.

A decade ago hardly a single company would have addressed the
issue of human rights in an annual report, much less at management
meetings. It wasn’t that companies weren’t maintaining operations—
or buying from other manufacturers—overseas. But not only were
expectations for social responsibility less, but the media and pressure
groups were considerably less concerned with (or in a position to
observe) the welfare of poor, unrepresented workers overseas.

Today, it is increasingly expected, and soon to be required, that com-
panies build key aspects of the Universal Declaration of the Rights of
Man and ILO’s rights into company policies, specifically because of
issues that arise from employment practices in developing economies.
And, as with the environment, there is good reason to see why this
has become necessary.

“We are seeing a lot of companies in the United States with sophis-
ticated ethics programs,” warns Brian R. Hollstein, a management
consultant and former managing director of Decision Strategies 
International, “that are constantly getting surprised overseas with
ethics violations.”

These violations are being monitored and exposed by an increas-
ingly effective group of labor activists who now have taken the
demands for good behavior one step further along a company’s
extended supply chain—to their suppliers in developing economies.

For companies, it has not been easy in the past to monitor what was
happening in foreign markets in hundreds of factories that provide
products on a completely outsourced basis. With no formal program
for monitoring or enforcing ILO standards, and under pressure 
from NGOs and the media, companies have been forced to mobilize
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inspection and advice teams specifically to monitor and enforce good
labor practices among these nonowned factories. GAP, for example ded-
icated more than  employees to overseas supplier inspections in .
Nike now deploys closer to , four times the number it did in .

In addition, although the issues surrounding wages, working con-
ditions, and under-aged employment are usually more complex than
activists at first believed, the expectations for companies have been
uncompromising. Taking into account local culture and laws while
maintaining a company’s values and protecting its reputation with
pressure groups and the investment community at home is not always
straightforward. As Peter Sandman, a risk management specialist
points out:

My multinational clients have employees and executives with a wide range
of values: some who practice infibulations and some who think it evil, some
who drink and some who prohibit alcohol, etc. A company that makes a
special effort to hire female truck drivers in the US and refuses to hire
female truck drivers in Iraq is responding to stakeholder values; a company
that claims to have its own values on the matter should presumably feel
obliged to standardize its hiring practices.

The problem with an approach of cultural relativism—or maybe just
realism—is that it can inadvertently lead to activities (e.g., discrimi-
nating against women, overworking employees, and employing child
labor) that are acceptable behavior in some developing nations, but no
longer acceptable in advanced economies. As Dave Stangis, Intel’s
manager of corporate responsibility admits, it is a difficult issue, when
dealing with the various cultural sensitivities of a global company.
“Companies need to understand what diversity means in different
countries.” There is no simple solution, of course, but again, these
are the types of issues that can quickly create a crisis and therefore
need to be actively and formally managed as part of a strategic risk
management program.

One of the most controversial issues now on the corporate agenda
is child employment. The ILO recently estimated that  million
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children—that is, nearly one in six of all children in the world between
the ages of  and  years—are working. It is thought that nearly 

million of those children work in hazardous jobs that “put their phys-
ical, mental, or moral well-being at risk.” The ILO estimates that
around  million children are involved in what the it calls the “worst
forms” of child labor—slavery, forced labor, prostitution, and being
forced to serve in the military.

During the past  years and facing ugly recriminations, most
western corporations initially simply made attempts to ensure that
underage workers were removed from the factory’s workforce. In fact,
by law since , the United States has officially banned the import
of textiles made by children. However, as many studies have indicated,
removing these children from the workforce is in itself an ethical
dilemma. Turned out of these factories, children don’t necessarily
return to school or a well-fed and carefree childhood. With a family
at least in part dependent upon their income, and quickly replaced by
a teenager, too often these children are simply forced to find work else-
where, often in even more dangerous and difficult working conditions.

Here, innovative policies by companies that pay for housing,
education, and health care can not only ensure a humane response,
but can also help to ensure stability and continuity of a workforce.

Chiquita provides a good example of a broader and more effective
corporate response. Rewriting its code of conduct and based on the
SA  standard, it began working toward certification in . In
 Chiquita began a collaborative program with banana growers to
provide greatly improved working conditions for the pickers, includ-
ing rebuilding facilities and initiating modern health and safety pro-
grams. Aware of child employment issues, the company helped to
provide a school and day care center for workers’ children and built
affordable housing around the processing sites for the workers and
their families. In its  “Social Responsibility” report, the company
lists the soft benefits that come from its efforts as greatly improved
employee morale and trust. There are more measurable benefits, as
well, where recycling policies have saved it millions of dollars, with
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savings on agrochemicals alone amounting to  percent, or $.
million a year. Similarly, something as simple as pallet recycling
(before they were simply thrown away) saved $ million, and health
and safety improvements reduced costs by $, per year in one
division. Better worker conditions have also allowed them to avoid the
perennial and crippling strikes that typically plague the industry. Plus
the company also retains trained employees and essentially ensures a
continued loyal workforce while avoiding underage employment.

As the Chiquita example shows, as with other areas of corporate
ethical behavior, it has its positive business value. Many such programs
prove that with better training, legitimate work hours and good 
conditions, the workforce is ultimately more productive and cost-
effective for both factory and buyer.

“Companies protect and enhance their brand equity by ensuring
their operations—and those of their business partners—are conducted
in a manner consistent with human rights principles,” says Business
for Social Responsibility. “Businesses are increasingly aware that they
share responsibility for their suppliers’ employees who manufacture,
grow, or produce their goods, and recognize that they can improve
supply chain management in the process. Companies working in
zones of conflict are also realizing that they built their license 
to operate by developing practices consistent with human rights 
principles.”

P  W S I

• In December , Ford Motor Company agreed to pay $

million to settle U.S. state government claims that it misled
consumers about the safety records of its sports utility vehicles
and failed to disclose to the public what it knew about the
Firestone tire failures, which U.S. safety regulators have linked
to about  deaths, many from “rollover” accidents involving
the Ford Explorer. The investigation by the states focused on
allegations that Ford continued to use Firestone tires on its
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vehicles even after it had evidence of an unacceptably high
failure rate and a greater likelihood of rollovers.

• Following the death of an employee in a processing plant in
Geismar, Louisiana, Royal Dutch Shell, the petroleum
company, was ordered to pay $, in settlement of charges
by the Occupational Safety and Health Administration
(OSHA) that it failed to comply with safety standards
necessary to protect workers against exposure to hazardous
chemicals.

• Fisher-Price, the toy maker, agreed to pay $. million to settle
charges by the Consumer Product Safety Commission that it
had known but had failed to reveal that its Power Wheels
product could catch fire. The company had records of  fires
and reports of  incidents in which the toy maker’s
vehicles had overheated, short circuited, or melted, causing
minor burns to nine children and causing $, in
property damages to houses and garages.

• When Listeria-infected wieners killed  people in , the
U.S. Department of Agriculture (USDA) quickly traced the
contamination back to Sara Lee’s Michigan food plant. As
revealed over coming weeks by the Chicago Tribune, previous
USDA inspectors had cited a litany of poor inspection reports,
indicating serious health and safety violations including
cockroach infestation near the ovens, meat left strewn 
on the floor, and counters and other areas left uncleaned for
days.

For any company that manufactures or assembles a product, there
are potential inherent risks. Those involved with product safety are
real and ongoing, because usually contamination of foods, dangerous
products, or poor workplace safety polices mean a breach in laws and
potential harm for employees and customers. According to estimates
by the National Institute for Occupational Safety and Health, each
year  workers are killed and  severely injured in occupational
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accidents. Thirty percent of industrial accidents are caused by illegal
safety violations.

As we have seen with environmental issues, prosecutions have
increased dramatically in the past few years. Within the first  months
of , the Consumer Product Safety Commission had already penal-
ized companies more than $ million. That amount was more than
twice the total for the year  and nearly  times the amount per
year a decade ago.

However, risk does not end for a company with the actual result of
a product safety failure. Beyond the harm done directly and the prob-
ability of costs through litigation lies a further concern, known by
Peter Sandman, a specialist in risk and reputation management, as
“outrage”: when consumers, legislators, investors, or pressure groups
are so incensed by a company’s activities that they begin an active cam-
paign against them. Sensing negligence, arrogance, or indifference on
the part of management, this outrage factor can multiply the harm to
the company from a single incident many fold.

The real issue here is a combination of carelessness and isolation 
on the part of executives. Who could doubt that given a series of 
failed health inspection reports, executives would not choose to rectify
the situation? The reality is that there are methods and knowledge
management systems available to the average company that allow
company managers to make certain that critical information on 
risky issues reaches them. Not to attempt to anticipate and deal with
these types of risk—particularly in today’s climate—is negligent and
foolhardy.

“You talk to any of these executives,” explains Jim Kartalia,
CEO of Entegra, “they don’t want to have sexual discrimination 
or harassment suits; they don’t want to be guilty of environmental
spills . . . but they don’t apply the same business principles to man-
aging risk that they do day-to-day in the quality process, so they
simply don’t know at the executive level what is happening in their
company.”
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B  E C

According to a recent survey by PricewaterhouseCoopers, “In the U.S.,
more than three-quarters of consumers hold companies totally or par-
tially responsible for avoiding bribery or corruption; keeping opera-
tions and supply chains free of child labor (.%); preventing
discrimination; protecting worker health and safety (.%); and not
harming the environment.” Corporate governance, environmental
policy, employment rights, and product safety are four areas in which
exemplary behavior is now expected and in fact required of a company.
An ethical risk and knowledge framework built around good behav-
ior in these key areas will more effectively protect your company from
devastating risk while protecting and indeed improving your corpo-
rate reputation.

Which brings us back to the three main contentions of this book.
First, whether doing it because it is the right thing to do or because
it is too costly not to do it personally and for the company, what 
is most important is that corporate executives clearly make the case
for ethical behavior and then create and adhere to a formal and 
actionable framework for integrated ethical management.

Which brings us to the second contention of this book, which is
that organizations need to know what the employees—including, it
seems, executives—are doing when it comes to potential areas of risk.
A quick glance at companies suffering from recent scandals makes it
obvious that simply applying GAAP-required financial reporting or
having an independent auditor totally failed to demonstrate to those
who needed to know what was going on inside the company.

In short, corporate leaders must not simply say that they wish to
behave ethically; they have to establish an integrated KRM process
that helps them to know whether they are being ethically compliant
or not. This requires corporations to develop a knowledge manage-
ment structure that is specifically directed at monitoring and report-
ing on potential areas of crises.
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The fact is that most serious corporate accounting debacles still
come about unintentionally and arise simply because corporate leaders
and decision makers lack knowledge and information about a partic-
ular situation, the options that are available to them, or the likely
repercussions of their activities. In short, they come about because of
a failure of knowledge and risk management.

Which brings us to our third contention: that companies need
transparency and authenticity of reporting. A company should reap all
the rewards possible for its efforts in establishing an integrated ethical
and KRM policy, including public and investor recognition. But that
recognition can come only if company policies and practices are cod-
ified, audited, and reported in a formal process. Without this formal
reporting process, corporate claims may too easily be dismissed as self-
serving “greenwash,” or worse, if unverifiable or misleading, be used
against the company by pressure groups or in litigation that contends
that what the organization claims is not really true. In short, modern
corporations must address key risk areas—corporate governance, envi-
ronment, worker rights, product safety—in a systematic and strategic
way as part of a formal knowledge management process.
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FOUR

How Have Corporations
Responded?

So what have we established? First, that the new business environ-
ment means that there are unique pressures on corporations to behave
ethically in order to safeguard their reputation. New legislation in the
European Union (EU) and elsewhere, combined with increased levels
of litigation in the United States, greater expectations from the invest-
ing public, and active vigilance from nongovernmental organizations
(NGOs) and the press, means that corporations these days must begin
to rethink their strategies for knowledge and risk management
(KRM). In addition to the recent emphasis on corporate governance,
there are several other key areas of concern—the environment, human
rights, and product safety—that every company must address strate-
gically so that it has the capacity to sense and respond to ethical crises
in these areas before they occur.

So how has the business community adjusted to these new chal-
lenges? Not all that well, in fact, although policy differs dramatically,
of course, between companies, industries, and countries. Even the
most respected companies often have only a rudimentary formal
ethical framework. Only a handful of companies tie any process or
management system to this framework that will encourage employees
to adhere to that ethical code when it comes to operational, environ-
mental, or safety (as opposed to office behavior) issues. Although there
is a growing movement in Europe to adopt stringent social and 
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environmental standards of reporting, few U.S. multinationals have
adopted triple–bottom-line accounting, and most of these reports
remain unaudited by an independent third party. In fact, the United
Nations Environment Program (UNEP) and SustainAbility Interna-
tional recently published the “Global Reporters,” a “Top ” listing of
multinational corporations that had distinguished themselves for
reporting on issues such as environmental policy, corporate gover-
nance, and employee rights in developing countries. Only a handful
of U.S. companies were represented, and these were global conglom-
erates (see Chapter ).

Despite the near-universal availability and use of environmental
health and safety incident management systems and decision-support
software, few companies have actually attempted to integrate these
systems into a formal process of KRM. A survey by Aon, an insur-
ance broker, found that even among the top  European companies,
only  percent had a formal strategy to manage brand and reputation
risk. For companies that have adopted knowledge management
processes and systems over the past several years, these remain 
almost exclusively focused on coordinating operational knowledge and
have not yet been adapted for identifying and managing potential
risks.

In fact, most corporations have failed to appreciate the potential
harm that a well-publicized incident can do to their organization. A
recent KPMG survey of  companies with revenues of $ million
or more found that  percent of those companies had no crisis pre-
paredness plan in place, even though  percent said they thought their
companies were vulnerable to a serious operational incident. Even
fewer have any formal framework for identifying, assessing, and
dealing with risk. A recent study by Environmental Resource Man-
agement, found that  percent of multinationals that they inter-
viewed were not managing risks to reputation in a systematic way.
More than a third admitted that they were not “on top of ” the impor-
tant issues affecting their sector. These companies remain more or less
in the same mindset that they have been in for the past century.
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“How well you prepare for a crisis of any magnitude can make or
break your organization in the marketplace if a major event does
occur,” says Stuart Campbell, partner in charge of KPMG’s Risk and
Advisory Service Practice. “Companies that emphasize recovery over
planning are engaged in flawed thinking. The focus should be on pre-
ventive measures and proactive control.”

Although many companies have adopted some form of limited
ethical framework, these efforts tend to be audit-based and focused
on complying with formal regulations and laws. For others, broader
operational risk management has become emotionally (and illogically)
confused with a public relations exercise, with donations given to
charity being used by their corporate affairs group to brand their
company as “socially caring.” These companies, I contend, are the ones
that are not only putting their future in jeopardy, but also are under-
mining the legitimate nature of corporate ethical policy by pursuing
“greenwash” public relations policies instead of moving toward a work-
able framework for risk management that will help them to avoid
operational disasters in the first place.

Yet an increasing number of corporations—mostly in the 
petroleum, chemical, or extraction-based industries and apparel 
manufacturing—have led the way in terms of pioneering techniques
to avoid operational and ethical disasters. Companies such as 
BAA, Intel or Novo Nordisk, have developed strong new approaches
to risk management, incorporating advanced ethical monitoring 
and reporting processes and systems. Sophisticated companies that
have evolved under strict regulatory regimes—defense contractors 
and pharmaceuticals—are also among the leaders in integrated 
ethics and risk management. Their techniques are valuable and worth
emulating.

T E   E C

How well is your company doing? One way of gauging how well the
company has responded to these new challenges is to simply chart the
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company’s progress through four simple stages of ethical responsibil-
ity and risk management sophistication.

Stage One: The Reactive Phase

Typical of both middle-sized and larger corporations, particularly
older and well-established organizations, companies in stage one
probably reflect the state of affairs for the vast majority of enterprises
in North America, Japan, and Europe, and probably  percent of all
companies with a revenue of less than $ billion. Their ethical and
risk management approach is characterized by the following:

• A marketing-focused values statement and an employee code
of conduct

• Ethics training limited to new employee orientation
• Varying levels of “philanthropy,” usually in the form of local

community charitable donations
• No formal risk monitoring or response process other than

departmental operations or environmental health and safety
compliance

• No real reporting on governance policies, social or
environmental performance

Stage one companies are traditionally domestic-focused concerns
that identify themselves with a community on which they depend for
goodwill such as labor support and planning permission. Often limited
in its practical value, their approach to ethics and risk management
consists of a basic (usually marketing-focused) code of conduct that
spells out company policy on high-level issues such as equal opportu-
nity, consistent and honest treatment of customers, and the personal
use of company property.

Although they may be large corporations with offices and manu-
facturing sites scattered throughout their home country, each office or
plant tends to bolster its reputation locally, and so stage one com-
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panies are often focused on site-based community public relations
such as local donations to charity and support of youth sports teams
or scholarship programs.

Many have begun to source materials for the first time from 
manufacturing sites in other countries, expanding their supply chain
through outsourcing rather than relocation. Their risk management
approach is seldom elaborate and is usually based on being compliant
with local and federal environmental, employment, and safety require-
ments. Limited in its effect, this framework does nothing to avoid
ethical or operational disasters, and though less apt to be targeted by
major NGOs than the large multinationals, companies in this phase
of development account for a large and growing number of the product
safety and environmental disasters that have happened in the past 
years.

The Odwalla juice drink crisis is a good example. In  a -
month-old child died from Escherichia coli O infection after 
drinking apple juice made by Odwalla, a fruit drinks company. The
company admitted responsibility and immediately pulled the products
from the shelves, pleading guilty to having underestimated the health
dangers of unpasteurized apple juice (ironically being produced
because of its “natural” qualities). By all accounts, company employ-
ees at all levels, in an organization known for its strong philosophy 
of corporate social responsibility (CSR), were devastated by the 
incident.

It was only after a federal investigation, however, that it was revealed
that concerns about the safety of the product and its production had
been raised a number of times with senior management. Aware of an
outbreak of Salmonella poisoning in fruit juices served at Walt Disney
World the year before that had made  children ill, Odwalla had 
considered but rejected several measures for killing bacteria, on the
grounds that it was unnecessary and would change the taste of the
product. This was true even though the company had received com-
plaints from customers in the past who had become violently ill. Exec-
utives decided to resort to an acid wash for the fruit, although the
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supplier admitted that the wash alone (without another stronger agent
such as chlorine) killed bacteria in only  percent of tests.

Investigating the incident, Jon Entine later reported, “By summer
, former company officials say production demands began to over-
shadow safety concerns. A contractor warned Odwalla that its citrus-
processing equipment was so poorly maintained that it was breeding
bacteria in ‘black rotten crud’ and ‘inoculating every drop of juice you
make.’ Reportedly encouraged by executives, managers brushed aside
warnings from an inspector that a batch of apples was too rotten to
use—some were decayed, one had a worm—without taking special
precautions against contaminants. That batch turned out to be
deadly.”

For Odwalla the combination of poor health and safety policies and
an inadequate risk management program meant that indications that
should have signaled a potential crisis—badly maintained facilities,
poor inspection reports, and consumer complaints—all went
unheeded. This is a common scenario for companies in stage one.

Stage Two: The Public Relations Phase

Stage two organizations are usually middle-sized to large companies,
often multinational, with offices, manufacturing sites, or assembly
plants scattered throughout various countries. Often integrally
involved with a global supply chain, buying, manufacturing, and
selling components and finished product throughout the world, these
companies often combine self-owned manufacturing and assembly
sites with an outsourcing assembly policy. Probably  of Fortune
 companies fall into this stage. They are characterized by the 
following:

• Some form of corporate value statements with a more detailed
code of conduct

• A strong public relations department with effective ties to
local communities
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• Active reputation promotion through CSR initiatives and
strategic philanthropy

• Compliance-based focus on equal opportunity employment
(EOE), environmental, health, and safety rules

• Multiple operational quality certifications (International
Organization for Standardization [ISO] ; Six Sigma)

• No formal program for corporate governance, environmental,
or social monitoring outside of regulatory compliance

• No officer-level positions for ethics or risk, no dedicated risk
or ethics committees, and no board-level involvement in the
ethics or risk management process

• No program for combining the quality standards process with
risk management or nonfinancial reporting

• “Soft reporting” of social and environmental policies

Aware that the current antibusiness climate and their expansion
into developing markets can bring on extra risks, these organizations
have usually spent considerable money and effort in developing a
strong public relations campaign, often under the heading of CSR.
These companies usually have a strong community affairs program,
lead by vice president–level officers, and almost universally employ a
public relations firm to advise them on their relations with media and
local governments and communities. Aware of the value of “cause
marketing,” these corporations often have a broader, more strategic
program of philanthropy, usually associated with their own set of
products—so pulp and paper companies have a campaign for plant-
ing trees or for encouraging recycling, and furniture manufacturers run
campaigns to save the rain forests. Very often skillfully done, these
efforts usually include extensive use of the Internet in this campaign,
both through the company Web site and through electronic press
releases.

Companies in this stage of development already have a series of
compliance-based standards—based on Environmental Protection
Agency (EPA), Occupational Safety and Health Administration
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(OSHA), or EOE standards—and almost universally already audit
their performance around these targets. These audits are limited to
compliance and are usually “compartmentalized” by office or depart-
ment. There is still very little relationship between auditing and
reporting on compliance in these areas, and any ethics or risk man-
agement strategy. Performance improvement is seen as a separate
process from the safety, environmental, or employment compliance
audits, and there is seldom any attempt made to use the compliance
process itself to improve productivity.

There is great merit to many of the philanthropic programs spon-
sored by these companies, and although the cynic might say that these
efforts are primarily self-serving, these social responsibility campaigns
can genuinely help those in need and benefit the community at large.
Unfortunately, whatever the genuine merits of corporate philanthropy,
these efforts seem to buy less tangible “good will” than might be
expected.

In fact, a recent MORI survey on public attitudes revealed that
despite the enormous amounts of money spent in the past  years on
publicizing their CSR, fewer than one third (%) of people surveyed
could name a company that they thought was actively doing good, and
those were mostly employees who had a personal relationship with the
company. And yet nearly everyone can name companies that have
done something significantly harmful. Unfortunately, the lesson seems
to be that it is much more difficult to build a good reputation than it
is to create a bad one. And this, despite the fact that American com-
panies increased their philanthropic giving by more than  percent to
$. billion in .

As part of that CSR public relations exercise, companies in this
phase tend to produce claims based on what is known as “soft report-
ing.” Using expandable phrases such as “a healthy working environ-
ment” or “a sustainable wage” in their claims, there is little rigor to
their monitoring and measurement techniques and no third-part
auditing to confirm their authenticity. These companies tend to
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“cherry pick” the issues that put them in the best light and avoid any
mention of practices that don’t.

In many ways, this is dangerous business, and the attempt to “green-
wash” tends to undermine any genuine efforts to demonstrate
improvement in these areas. “We’re manufacturing lots of things that
kill lots of people,” satirized the Prince of Wales’ Trust, “but we built
three scout huts last year.” This is also a very dangerous position to
stay in, a sort of ethical no-man’s-land where the company declares
that it is doing good things but can’t actually demonstrate that it is
true.

CorpWatch now even awards “green Oscars,” for companies that
demonstrate the greatest ability for “giving human rights, social, and
environmental abuses a patina of respectability.” This half-genuine,
half-marketing campaign by so many companies has had its toll on
public attitudes. According to Edelman, the consultancy and market
research group, the third biggest fear among U.S. consumers is “mis-
leading and deceptive marketing practices,” and only  percent of
Americans believe or trust in corporate advertising. Only  percent of
(generally more skeptical) Europeans have any faith in corporate
advertisements.

And of course, these policies do nothing to help companies to avoid
reputation-ruining blunders in the first place. Enron, Coca-Cola,
Global Crossing, and Texaco all had given millions in charitable 
philanthropy, but it didn’t help them to avoid reputation-damaging
incidents. What goodwill these campaigns do produce can evaporate
very quickly if a disaster occurs.

Stage Three: Early Corporate Social Responsibility

Companies in stage three have taken important steps toward a com-
bined ethical risk program and better monitoring and reporting on
corporate governance, environmental, social, and product safety issues.
These are progressive, almost universally multinational, corporations
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that come from a variety of industries. Though not exclusively large,
most often companies that have reached this stage of development
tend to be in the Fortune . Companies in this stage are character-
ized by the following:

• A clear corporate commitment to a high standard of ethical
behavior, including a detailed code of conduct and an
extensive program for ensuring employee understanding and
compliance

• Measurable goals and performance indicators for corporate
governance, social, and environmental activities

• Certification of quality and performance standards under ISO
–type guidelines

• Certification of good environmental performance under ISO
–type standards

• Membership in labor rights–related groups such as the Global
Compact or the Ethical Trading Initiative

• Broad stakeholder involvement in developing and applying
standards of social and environmental behavior

• Formal ethical sourcing requirements and supply chain
inspection

• Active collection of risk-related information on trends and
benchmarks

• Some form of social and environmental report, based on
AcountAbility  (AA )–type and Global Reporting
Initiative (GRI)–type standards (see Chapter ), with a high
degree of transparency

• Occasional third-party auditing

Stage three companies have moved beyond the public relations
phase and have begun to include ethics and social and environmental
policy into their strategic planning on an enterprise-wide basis. That
strategic approach also combines broad certification efforts in quality
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and process standards such as ISO  or Baldrige, as well as certi-
fication to environmental and social standards such as ISO  or
Social Accountability  (SA ). These companies are usually
actively engaged in collaborative efforts to promote high employment
standards through groups such as the United Nations’ Global
Compact and through regular social audits of employment policies
throughout their supply chain.

Most will have a chief ethics officer and a formal program for com-
municating and enforcing high ethical standards throughout the
company and down the supply chain through suppliers. They have
usually developed a strategic policy that reflects their shift from share-
holder value to stakeholder value. They have also begun to emphasize
personal employee responsibility for ethical behavior, occasionally
through sophisticated incentive and reward systems. They will have a
confidential hotline and written policies concerning employee confi-
dentiality and protection of whistle-blowers.

Many of the companies in this stage have begun to integrate their
reporting efforts in financial and nonfinancial areas, usually using the
Global Reporting Initiative, and will have some degree of indepen-
dent third-party auditing. They are beginning to see meeting social
and environmental standards as a way not only to boast about their
progressive policies, but also to begin to improve productivity and effi-
ciency through conservation and re-use policies.

Yet, despite their good efforts, most organizations at this phase 
of their evolution still will not have made the leap toward integrat-
ing triple–bottom-line reporting and KRM techniques into their
ethical framework. Each of those areas are still seen as separate and
unique, and these companies still have seldom made an effort to
develop a corporate-wide approach to risk management—where 
the ethical framework, application of standards, and an active risk
management process are integrated with a corporate-wide knowledge
management process to provide organizational leaders with an “early
warning system” for responding to ethical and operational risks
(Figure .).

H H C R? 



Stage Four: Advanced Corporate Social Responsibility

Today occupied only by a few highly progressive organizations, this
stage of advanced CSR finds companies moving toward the ideal inte-
gration of the several key processes—active ethics management,
applied international standards, accurate and audited social and envi-
ronmental reporting, and integrated KRM—that when combined
provide a company with a strong ethical risk management framework.
Although there are many companies moving in this direction, most
have successful implementations of several, but not all, of these key
initiatives. Only a handful of organizations have fully integrated those
processes into a strategic ethics risk management process. Companies
in this stage have several of the following characteristics:

• A chief ethics and risk management officer, board-level
participation in the ethical and risk assessment process, and a
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dynamic program of ethical communication, education, and
incentives for employees at all levels

• An integrated framework linking KRM and ethics as part of a
company strategy

• Integration of quality management certification with financial
and nonfinancial reporting and certification

• Support for broad “aspirational initiatives” such as the United
Nation’s Global Compact

• Use of triple–bottom-line accounting as a strategic operational
tool

• Full transparency and third-party auditing
• A strategic view of the purpose of their company that goes

beyond just profit, incorporating ideas such as “full life-cycle”
product responsibility, and includes open involvement of
stakeholders throughout the supply chain

N S

These are simply high-level categories, and it is often the case 
that a company may well be more advanced in one area than 
another. Although only a couple of companies are in phase four—
and they have pursued this level with some determination—the 
vast majority of companies remain in stage one or two. Yet, given
increased pressures and new opportunities, there is no doubt that 
the direction for most organizations is ineluctably toward higher
levels.

Reflecting this inevitable move toward stages three and four, Price-
waterhouseCoopers has some interesting predictions:

• Within the next  years, the valuation methods used by Wall
Street analysts will include new metrics—such as social
performance and intellectual capital—to assess more
accurately the net worth of a company.
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• Within the next  years,  percent of North American and
European companies will assign board responsibility for areas
of reputation and social responsibility.

• Within the next  years, the majority of global multinationals
will publish a broader range of key nonfinancial information
alongside financial data, covering areas such as environment,
diversity, community development, and anticorruption.

• The future credibility of audits will depend on the audit firm’s
ability to review and give opinions on nonfinancial
performance, inevitably in conjunction with nonaudit
professionals, including NGOs.

One thing is certain for the vast majority of companies that are con-
tentedly in stage one or two: It will increasingly be a risky and uncom-
petitive position to be in over the coming years. These companies in
stages one and two are going to have to do more to safeguard their
reputation than simply give away money and boast of support for 
community development. Whatever the merits of such philanthropic
activities, a genuine program of ethical risk management requires
much more of a company than just developing good public relations
and boasting of “social responsibility” on a Web site.

Call them fickle or demanding, but neither the press nor the buying
or investing public will be swayed much by the temporary “feel-
good” factor that comes from a corporation’s donations to charity or
executive pronouncements about concern for global causes. At best,
such philanthropy will buy your corporation some “goodwill” credit if
your organization is found to be exploiting children, violating
employee privacy laws, or involved in an environmental disaster. At
worst, an organization risks being seen as insincere and manipula-
tive—guilty of using charity and corporate responsibility pronounce-
ments as “greenwash”—even while pursuing more cynical policies of
exploitation.

The good news is that even as expectations for corporate behavior
have risen, so has a company’s ability to avoid disasters in the first
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place. Valuable ethics management techniques, information systems,
and knowledge management practices are available, and for many
companies, these are already part of their operational focus. And
emerging standards for triple–bottom-line accounting, beyond their
value for boasting of good performance, are based on process and per-
formance standards that help a company—in their very implementa-
tion—to closely and continuously account for and deal with the types
of threats in product safety, environmental, or employment policy that
can cause a company great harm.

All of this, however, does mean that corporate leaders will need to
rethink the way their company is approaching their ethical framework
and may require reorganizing systems and processes specifically to
focus on preventing ethical and operational disasters. Understanding
how to address and avoid these types of disasters is increasingly
becoming part of strategic planning in the modern world and requires
sophisticated knowledge management techniques. Companies can
begin that portion of the process by assessing at which of these levels
they need to be, determining where they are now, and planning how
to get to where they want to be in the future.
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FIVE

Moving Beyond Stage Two

So how does a corporation move beyond stage two? What do com-
panies need to do in order to embed an ethical approach to corporate
governance, environmental and employment policies, and product
safety into their core business processes so that it is a natural part of
their day-to-day business operations?

As leading practices from companies in stage three and four demon-
strate, the best way to create that unique combination of a strong
ethical culture while avoiding unethical or illegal accidents is to 
initiate a formal enterprise-wide process incorporating an ethical
framework and internationally accepted reporting standards, with a
knowledge management program for monitoring all areas of risk.
These, when integrated with quality improvement standards and
existing environmental health and safety (EHS)–type processes,
provide the most successful approach to an overall ethics and risk man-
agement process. In addition, as some large companies have found,
the combination of due diligence and reporting that comes with this
type of process can also contribute to the quality and process improve-
ment within an organization, thereby creating productivity and effi-
ciency gains.

In fact, there are several important principles that we have learned
from the business improvement revolution of the past two decades
that should be incorporated into this next evolutionary step for busi-
nesses. These well-known principles include the following:





• Organize your company on a horizontal (i.e., process) rather
than a vertical (functional silo) basis.

• Empower employees with greater decision-making authority,
and with that authority, personal responsibility for quality and
productivity improvement.

• Use systems, as much as possible, on an integrated and
enterprise-wide basis to collect information and communicate
important business knowledge to employees.

• Actively manage and measure performance.
• To make a strategic organizational policy stick, use a long-

term organizational approach, rather than a project-based
approach.

From these broad principles have sprung many of the most impor-
tant management initiatives that have occurred in modern business,
including business process reengineering and the broader quality
movement that today requires certification with International Orga-
nization for Standardization  (ISO )–type standards as a
minimum. Similarly, theories behind the value of empowerment
created many of the important aspects of change management, includ-
ing the broader use of teams and a more effective application of incen-
tives and rewards. Companies need to leverage these principles in
order to take the next step up to stage three.

There are other advancements that have come to companies in the
past decade that have made it easier for an organization to move
beyond stage two. One important characteristic of most stage two
companies is that they already have a good deal of enterprise-wide
change management experience from a combination of recent Enter-
prise Resource Planning (ERP) and quality initiatives such as ISO
.

At the same time, ERP and other powerful software platforms have
moved companies ineluctably (if painfully) toward better systems and
information integration and sharing, as well as better collaboration
between areas such as planning, production, maintenance, accounting,
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and sales. And, of course, the knowledge management movement rose
from the combination of these new technologies and more collabora-
tive organizational policies, including efforts to capture and leverage
the important information and knowledge that exists throughout the
corporation. It has been a significant struggle, and though not uni-
versal, most companies have come a long way toward completing most
of these broad restructuring programs that make a company look at
its operations in a more integrated holistic manner. It is now time to
take the next step by applying those same principles to an integrated
program of knowledge and risk management (KRM).

The integrated risk management movement is the next step in 
the quality movement, contends Jim Kartalia of Entegra. “When the
quality management movement began it was slow getting started in
the U.S.,” he remembers. “Employees said, gee, I don’t want to report
defects, I might get in trouble.”

“But business leaders forced a big cultural change, explaining that
they were going to embrace quality management—they were going to
get ISO  certification—and they turned to the employees for
help. They provided the reporting systems and training, and spent a
lot of money.”

“But America was better for it—we produce better products now
and better services,” he concludes. “This is the same thing. It requires
a cultural change—more than just the window dressing of a CEO
signing a piece of paper.”

T E/R F D P  

T C

Because most companies have developed mechanisms for preventing
ethical or legal violations on an “as needed” basis, prompted by various
infractions and incidents over the years, most organizations have never
considered ethics and risk management to be a single strategic process.
In fact, one of the greatest inhibitors of detecting and avoiding risk 
is that companies today still often have the same sort of silo-based
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compartmentalization that plagued other operational processes in the
past.

This means that there is little coordination between corporate func-
tions and reporting systems, and no attempt is made to create a formal
“early warning” process for identifying potential reputation-damaging
incidents. Ethical codes and value statements are introduced to new
employees and remain primarily within the domain of human
resources and the legal department and are never mentioned again
(until an incident occurs). Environmental safety still has a compliance-
based focus, lacking full integration into operational improvement,
risk management, or strategic planning. Most corporations still have
a variety of methods to help them avoid product safety, environmen-
tal, or employment crises, yet these methods remain piecemeal and
uncoordinated and are usually established only on a departmental
level, varying widely in their implementation between groups. Com-
panies seldom use integrated enterprise-wide systems or processes to
record incidents, capture trends, or conduct regular reviews by senior
management.

All this means that most companies in stage one or stage two have
created multiple areas of focus that have developed throughout the
organization to address risks. Typically, these areas of focus include
the following:

• A written ethics policy consisting of value statements and
rudimentary behavior guidelines administered by the human
resources department

• Processes for incorporating Occupational Safety and Health
Administration (OSHA), Environmental Protection Agency,
and ISO requirements and audits in the manufacturing and
delivery process, administered by the operations and supply
chain functions as part of a Process Safety Management
(PSM) regime

• Employment issues dealt with exclusively within the domain
of human resources
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• Strategic planning in charge of advising on corporate strategic
policy

• Chief financial officer and audit committee to address
accounting concerns and financial compliance

• A corporate legal office to address legal compliance issues
• A board of directors to provide the highest level of oversight

The problem with this approach is obvious. First, there is usually
little coordination between these areas. Operations, quality, sales,
accounting, internal audit, health and safety, environmental manage-
ment, human resources, executives, the board: All of these areas tend
to remain relatively separate on a day-to-day basis.

This fragmented approach is common to most organizations. “For
too long,” says Lynn Drennan, head of the Division of Risk at the
Caledonian Business School at Glasgow Caledonian University, “the
practice of ‘risk management’ has been compartmentalized within
organizations. Health and safety management, fire prevention, secu-
rity, internal audit, insurance, and business continuity planning have
often been placed in separate little boxes, creating tensions between,
rather than working in harmony with, one another.”

The normal processes that help a company to detect potential crisis
issues are usually focused on manufacturing and product safety and
are pursued through day-to-day operational policy that is initiated
through OSHA and EHS standards. Some companies have instituted
environmental safety systems, but these too are usually seen as sepa-
rate from an overall ethical or crises response policy framework.

“For many organizations, risk management is piecemeal, uncoordi-
nated, and focused exclusively at an operational level,” concludes
Drennan. “What is needed is a more holistic approach to ‘risk man-
agement.’ One which understands that these functions are inter-
related and that a change in one can have an impact on the others.”

Making things more difficult is that in most organizations, the
emphasis on ethics begins and ends with a values statement hung on
the cafeteria wall and a high-level code of conduct that is signed and
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forgotten after new employee orientation. Not only is there little 
corporate emphasis placed on ethical behavior or concern for the
company reputation, but there are no workable standards or guidelines
to which the average employee can turn in order to assess risk or act
on issues.

True, human resources professionals will be aware of federal guide-
lines in terms of equal opportunity employment or sexual harassment,
but they are seldom involved when a company is making the decision
about whether to work with a factory in Guatemala that may employ
underage workers in unacceptable conditions. Even when shop floor
operations have EHS compliance increasingly built into their
processes, these activities are usually based on a “minimum compli-
ance” model and little valuable information is captured or learned from
the process. Legal understands high-level regulatory requirements, but
most environmentally related decisions are made by mid-level man-
agers in the field with little substantive policy guidance. Audits are
usually still exclusively finance focused, and particularly in foreign or
nonowned factories, audits are either nonexistent or cursory and
almost never include employee or environmental issues. In short, there
is no coordination between the various parties whose opinions may be
needed in order for the company to make the best decision on a con-
troversial issue.

Second, not only are these activities uncoordinated, but there is little 
corporate oversight. Typically, each of these departments is perceived 
as a specialist silo, with a leader that is keen not to be seen doing 
something wrong in front of his or her peers or to reveal uncomfort-
able issues to his or her superiors in the organization. With no formal
audit or review process and no pervasive ethical code of conduct,
too often employees are encouraged at a departmental level to sweep
incidents under the carpet. These incidents go unrectified and
unrecorded.

Ironically, in most large companies (as we have seen repeatedly
during testimony in the  scandals), the board members have little
knowledge or understanding of potentially reputation-threatening
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issues; there is no formal mechanism, other than possibly the finan-
cial reporting–focused audit committee, through which these issues
are brought to their attention. Ultimately responsible for oversight 
of company policy, too often board members have little operational
information upon which to assess potential risks to the company’s 
reputation.

“Typically,” says Jim Kartalia, “what we have seen is that there are
departmental information silos where the information is really only
contained for that one department and every department has a dif-
ferent information system—whether it is a regulatory compliance or
incident management system—and there is no overall consolidated
enterprise approach.”

In most companies, general council becomes the coordinating party.
But lawyers, usually risk averse and with little operational knowledge,
focus on compliance issues and cannot be expected to advise on
broader public reaction issues; the sort of issues that though not illegal
may cause enormous public outrage. Moreover, in our “can-do” culture,
operations and sales people are often hesitant to take an ethical or risk
query in front of legal council, assuming that they will be “putting their
head on the chopping block” and that the answer to any query will
invariably be “stop doing whatever you are doing.”

Third, this type of approach is almost exclusively internally focused.
With many incidents, the outrage that a policy might cause is not
obvious to internally focused employees. To truly judge potential
policy risks, companies need formal and active contact with a variety
of stakeholders, from NGOs to suppliers, taking into account the
important shift that stage three and four companies have made from
shareholder to a broader stakeholder focus. This shift in emphasis
from a focus exclusively on shareholder value to a broader focus on
stakeholder value is one of the more important characteristics of a
stage three company.

For the past two decades, the concept of shareholder value has been
central to Anglo-American business. In management consultancies in
the s, the walnut-paneled offices of the “big five” echoed with the
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mantra “shareholder value” with a determined singleness of purpose.
The idea is that companies are actually owned by and responsible to
the shareholders, and therefore the primary duty of management is to
increase the wealth of those shareholders (with the unsaid implication
that all other parties involved—employees, local land owners, or
endangered species—are of secondary importance).

What is often not appreciated, though, is that achieving the great-
est profit for the shareholders in the long run may be dependent upon
a more balanced approach to management in which other groups
(stakeholders) are taken into account. These stakeholders include 
customers, environmentalists, NGOs, regulatory agencies, local com-
munities, the government, and even, many would argue, future 
generations (Figure .).

The explanation for this phenomenon is obvious to those who
appreciate the problems involved with risk and reputation manage-
ment. Whether employees, auditors, NGOs, or suppliers, stakehold-
ers will have an important effect on how a company manages its risk
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and avoids incidents that result in fines, litigation, loss of reputation,
and consumer boycotts. Their cooperation and input is key to under-
standing potential risks to the company. This is why, in terms of devel-
oping an integrated ethical risk management program, it is important
to incorporate the expectations of the various stakeholders into the
process as closely and effectively as possible.

Fourth, an uncoordinated and local approach to risk management is both
static and reactive. Without a coordinated and predetermined risk
review process, a company simply waits for an incident to arise and
then reacts as best it can. There is nothing about this type of organi-
zational approach that provides the agility or structure that is neces-
sary to be able to predict when crises are about to occur or to deal
with them proactively.

Finally, most companies are still not taking advantage of the systems and
procedures that are available and commonly used throughout the corpora-
tion. Most companies in the past decade have adopted important new
enterprise systems, such as ERP, supply chain management and sourc-
ing software, environmental management systems, intranet group-
ware, and knowledge management software, that can be integrated as
part of an ethics and risk management process. Those systems can be
used to contact early alert teams, to instantly and accurately inform
key decision makers and experts of the key issues, to help assess legal,
societal, and environmental implications, and to coordinate the 
decision-making process.

K E   M E F

The most effective approach to an enterprise-wide KRM process
seems to incorporate several key aspects that take companies 
well beyond the public relations model and incorporate most of 
the practical aspects of the “stage three, Early CSR” approach,
combined with the best techniques learned from business process
reengineering, change management, and knowledge management in
the past.

M B S T 



• First, an organization needs a coordinated well-managed
program specifically focused on an ethical management
framework. This usually means an ethical framework
consisting of board- and senior-level leadership, a dedicated
ethics and risk management center of excellence, a chief ethics
risk officer, a value statement, corporate conduct guidelines,
and an education and communication process, incentives, and
punishments.

• Second, companies advancing into stage three need to
institute an integrated KRM process. This means creating a
dedicated knowledge management process that leverages best-
practice risk and knowledge management procedures and
systems from the shop floor to the board. This process must
be based on the knowledge management technologies and
new organizational and managerial procedures that have been
used so productively in the past decade. As part of that
strategic process, a company also needs to integrate risk
processes and systems that are today often stand-alone and
uncoordinated. The ability to mobilize the knowledge and
expertise of company employees and to provide them with
accurate and real-time information about potential crises is
key to a proactive risk management process. This also means
using systems to help take advantage of the information that
is available within the corporation, from stakeholders and
from external research and analysis.

• Third, reflecting the adage that “you can’t manage what you
can’t measure,” a company needs to adopt performance
standards that provide for the level of due diligence and
review that will allow decision makers to accurately assess risk
and to respond quickly and appropriately. These process and
performance standards must be internationally recognized and
auditable. They will provide the process and performance
measurement basis for focusing procedures on social and
environmental issues, and most particular, risk in general.
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They will also need to be integrally tied to the company’s
values statement and internal code of conduct.

• Fourth, a company moving into stage three will want to adopt
open, transparent, verifiable reporting on “softer” nonfinancial
subjects using triple–bottom-line accounting and reporting
techniques.

A I K  R

M A  C I

Together these four key components make up an organization’s 
KRM framework. These components need to be applied using many
of the better ideas developed in the past decade concerning integrated
information systems, communications, knowledge sharing, and an
overall mechanism for capturing and distributing information 
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concerning potential risks from those who know to those who need
to know.

C E

 Jim Kartalia, telephone interview with the author, January , .

 Lynn Drennan, “Risk Management: A Holistic Approach,” Risk Management, 

November , p. . Available from www.riskmanagement.com.au.

 Jim Kartalia, telephone interview with the author, January , .
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SIX

Establishing and Managing 
an Ethical Framework

An ethical framework is a combination of procedures and written
guidelines that help a company to actively manage its ethical behav-
ior, and through that behavior, its risk. It is predicated on the idea that
the best way to deal with an ethical dilemma in the modern corpora-
tion is to avoid it in the first place. To do that, a company must ensure
that its employees—from the board to the shop floor—recognize
when something is unethical, illegal, or potentially damaging to their
corporate reputation. Beyond this, employees at all levels have to see
it as their responsibility to act on these types of issues. It is critical
that the company makes it as easy and effective as possible for its
employees to do this.

W M C E P F

The idea of managing corporate ethics, of course, is not new. Most
companies have some sort of ethical framework, usually based on
ethical value statements and a short introduction to corporate ethics
that takes place during new employee orientation. Nearly  percent
of all U.S. companies have a code of conduct, and about one third of
all corporations with  employees or more offer some sort of intro-
ductory ethical training.





Given the continuing number of corporate incidents, are these
codes of conduct simply ineffective? To a large extent, yes, particularly
if not coordinated with a fuller risk management process. There are
many reasons for this. An ethical policy fails if:

• Employees feel that ethical conduct is relative, depending on
the trade-off between that behavior and the amount of
potential profit to be compromised.

• Executive leadership seems to endorse ethical behavior in
name only.

• The values statement and code of conduct address only
narrow, self-evident issues.

• Ethics is mentioned only as part of formal employee
orientation, giving the impression that it is nothing more than
a legal requirement.

• Bringing a potential problem to light is seen as demonstrating
disloyalty to management or a lack of dedication to company
success.

Ultimately, the value of a corporate ethical framework comes not
from telling employees what is right and wrong at a generic level
(employees usually know this anyway). Codes of conduct, value state-
ments, and newsletters, as important to the framework as they are, do
not usually change behavior or encourage reporting of potential issues.
After all, nearly every company—even those that have recently been
found guilty of the most egregious violations—had some form of
written code of ethics. Enron, for example, had a chief ethics officer,
a code of conduct, and a value statement that pledged themselves to
“communication, respect, and integrity.” This approach did little to
prevent the illegal and unethical activities that brought about the
company’s ignominious collapse.

The ethical framework really becomes valuable only when employ-
ees feel both that they understand what constitutes an ethical risk and
that they also feel comfortable and personally obliged to bring that
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risk to light. For this reason, probably the greatest value of an ethical
framework is that when done well, it demonstrates to employees that
the company genuinely cares about ethical behavior and is willing to
invest time and money in order to ensure that illegal or unethical 
incidents don’t occur. Such a framework becomes the structure for
communicating values and principles that help employees to judge
whether their behavior or everyday issues present a risk to the
company. It does this in several ways.

First, and most obviously, the very process of developing the frame-
work helps the company leadership and employees to think through
what values are most important to them as an organization and pro-
vides an objective reference guide for making decisions.

Second, a framework demonstrates to employees that the company’s
desire is genuine and efforts are real. This type of framework provides
a “visible” standard that forms the basis for expressing both a
company’s desire to behave ethically and a guideline for that 
behavior.

Third, creating an ethical framework demonstrates to the outside
world that efforts are being made, something that is increasingly
important both legally and practically if risk incidents do arise. As
pointless as a value statement or a code of conduct can be, if it is
ignored by executives and not taken seriously by the company culture,
a corporation is at much greater risk if it has no value statements or
written codes of conduct at all. In fact, as we will see in a moment,
one of the most important reasons for a formal approach to ethics and
risk management is that without one, company employees, including
the most senior executives, risk both criticism and more often
increased personal liability for their actions.

Finally, an ethical framework serves as a skeleton around which a
company can implement an effective risk management program. The
key elements—dedicated personnel, written codes of conduct, ethical
guidelines, and specific policies concerned with reporting and confi-
dentiality—are the basis upon which a company begins to actively
monitor and respond to potential risks.
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J W I  E F?

An ethical framework is a significant undertaking, and to be effective,
at a minimum it should include the following:

• A corporate ethics office lead by a chief ethics officer
• A board-level ethics committee
• A corporate value statement
• A code of conduct providing detailed guidelines on behavior

and procedures for notification, among other things, with
scenario examples and a clear statement of penalties

• A strong program to communicate those values and guidelines
to all employees

• A mechanism, usually at least a confidential “whistle-blowers”
hotline, for communicating employee issues

• Clear and effective monitoring and enforcement procedures

The Corporate Ethics Office and Chief Ethics Officer

Successful companies, ethics professors, and risk management profes-
sionals all seem to agree that there are two fundamental requirements
for an effective program of integrated ethics and risk management.
The first is genuine commitment by senior leadership. The second is
for the employees at all levels—from the board to the shop floor—to
feel that they are ultimately responsible for managing risk and ensur-
ing ethical behavior.

One thing we have learned from enterprise-wide change projects
such as Enterprise Resource Planning or Business Process Reengi-
neering before it is that success depends on strong, visible, and active
leadership. In fact, many studies (including one, ironically, by Arthur
Andersen) find that the most important component of a successful
ethics program is how the employees view senior management’s 
commitment.

As an example, an Ethics Resource Center study that surveyed
employees in U.S. companies in  found that employees said that
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their own behavior was influenced most by their supervisors. “We
found a strong connection between employees’ perception of their
leaders and their own ethical behavior,” says Josh Joseph, a researcher
from the center.

It is not just the leadership aspect; there is an organizational logic
as well. After all, chief executive officers (CEOs) and board members
for most companies are the only individuals who have not only per-
sonal responsibility, but also organizational control, over various divi-
sions, each of which may be making decisions that conflict with overall
organizational policy. Unethical practices that can harm a company
can happen in many areas of an organization—financial, operational,
or sales and marketing—and only the most senior corporate officers
have a view of all of these various activities.

Many progressive corporations have also established an office for
risk or ethics management, directed by a chief ethics officer, chief cor-
porate social responsibility officer, or chief risk officer, depending on
the tone and emphasis of the project. Chiquita and Intel have corpo-
rate responsibility officers, British Telecom has a head of sustainable
development and corporate accountability.

This position calls for a recognized organizational leader; someone
who has the political presence and personality to act as a liaison
between employees, the CEO, and the board. Duties include helping
to create and manage the company’s integrated ethical framework, to
set the tone of urgency and determination, and to communicate policy
to all employees. The chief risk/ethics officer needs to be invested with
significant authority, to be able to deal with every constituency, and to
press forward with an investigation of potential misconduct even when
there seem to be political ramifications. This means often serving as
the first level of screening for an incident or acting as an ombudsman
for complaints or a whistle-blowing incident. They will usually also
be responsible for setting up or at least advising on ethical measure-
ment and performance indicators. In short, it is a tough job.

In the past, this position has too often been filled with a more junior
leader, without either the personal or the organizational authority to
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act quickly and effectively in recognizing and bringing risks quickly
to the most senior management. Too often, too, they remain still
closely identified with a particular function in the company and lack
the level of political independence necessary to act on behalf of the
entire company. This not only makes the role ineffectual but also sends
out the wrong message to employees: that ethics and risk management
are not a “chief officer” concern.

The role of this internal ethics and risk office is to drive the process
forward on a day-to-day basis, helping to communicate policies to
employees, to integrate risk management techniques (see Chapter )
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into operational and decision-making processes, and to monitor and
rank any pressing issues that arise, elevating those issues quickly to
senior management and the board-level ethics committee. Their activ-
ities and responsibilities include the following:

• Implementing ethics and risk management policy throughout
the organization

• Communicating ethics and risk policy among employees and
stakeholders

• Developing education and training programs
• Providing guidance and advice on ethical and risk issues
• Confirming and monitoring compliance, adherence/oversight
• Directing the “risk” scanning exercise
• Tracking and resolving identified risks
• Reporting directly to board or corporate ethics committee

A Board-level Ethics Committee

Many stage three corporations have formed board-level committees
to review the company’s ethical policies or potential ethical hazards
on a regular basis. The idea that this level of activity should take place
at the board level, given the potential harm done by uncontrolled risk,
is justified. After all, the role of directors in a modern company is to
review strategic plans, proffer guidance on difficult issues, and assess
the overall success of senior leadership and the progress of the
company. Possible ethical or public relations debacles should be seen
as a natural part of that role.

Recent scandals have revealed just how isolated and uninformed
many board members can be and the dangers of having board
members who are aloof or too high-level, afraid to understand and
wrestle with key corporate policies. It is a tricky balance to be achieved
between remaining too strategic and yet not falling into the unhelp-
ful habit of micromanagement.
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Part of the problem is that many board members simply don’t
understand the intricacies of the company for which they are supposed
to provide oversight. “Unfortunately,” observes Constance Horner,
guest scholar in Governmental Studies at the Brookings Institute,
“many companies, especially smaller ones, provide better orienta-
tion for employees in the mailroom than they do for directors in the
boardroom.”

Moreover, it is not just the good of the company that is at stake.
Today, board members often find themselves in a position of personal
liability for failing to properly monitor the activities of the companies
on whose boards they are serving. “It is ironic and amazing that there
is a true lack of knowledge by a majority of Directors and CEOs,
and a common reason why a high percentage of boards are not 
run well,” contends Charlene Miller, founder of the International 
Corporate Directors Institute and Global Associates. “Most Directors
and Officers do not understand the risk and exposures they are liable
for.”

This trend toward holding board members personally responsible
for failing to provide a proper level of oversight began in earnest in
the United States with the announcement in  of the Federal Sen-
tencing Guidelines for Organizations, which provide a strong incen-
tive for companies to adopt formal programs to oversee ethical and
legal compliance. The guidelines were issued by the U.S. Sentencing
Commission, a small federal agency that sets criminal and corporate
penalty guidelines. These guidelines reduce criminal fines (up to %)
for corporations charged with ethical or legal violations that can
demonstrate that they have a formal and “effective” process for over-
sight in place.

Effective is generally interpreted to mean that companies have a
written and well-communicated code of business conduct, and that
the process for oversight is managed by a senior organizational officer.
They must have in place a comprehensive employee ethics training
program and complete employee background checks when hiring.
They also need to provide a confidential “whistle-blowing” mecha-
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nism for employees, and they must demonstrate that they have made
an effort to identify, report, and take action on (and prevent in the
future) illegal activities.

The obvious effect of the guidelines has been twofold. First, they
allow corporations to avoid penalties for criminal activity that come
about because of a rogue employee. But companies—and boards—can
avoid responsibility for that employee’s action only if they can demon-
strate that they had taken “reasonable” care as company leaders to
avoid those illegal activities and that the employee’s actions did not
reflect corporate management’s “systems, values, or culture.”

More important, at least to board members, is that the guidelines
set in place a requirement for directors themselves to ensure that their
company has such a risk management process in place, or risk per-
sonal liability. Directors’ responsibility was further heightened in 

by a ruling in the Caremark shareholder–led lawsuit that found that
members of the board of directors of a company had a legal obliga-
tion not only to ensure that an “effective system” of risk management
was in place but also to actively supervise the activities of company
managers as part of that risk review process.

“A director’s obligation,” declared the court in its decision, “includes
a duty to attempt in good faith to assure that a corporate information
and reporting system . . . exists and that failure to do so under some
circumstances may . . . render a director liable for losses caused by
noncompliance with applicable legal standards.”

According to Chancellor Allen, head of the Delaware Chancery
Court that adjudicated the case, “The Guidelines offer powerful
incentives for corporations today to have in place compliance pro-
grams to detect violations of law, to promptly report violations to
appropriate public officials when discovered, and to take prompt,
voluntary remedial efforts.”

This means that a company’s ethical framework should be “reason-
ably designed to provide to senior management and to the board itself
timely, accurate information sufficient to allow management and the
board, each within its scope, to reach informed judgments concerning
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both the corporation’s compliance with the law and its business 
performance.”

Importantly, the court saw it as the duty of directors to make certain
that the company had that type of ethical/risk framework in place,
concluding that “a director’s obligation includes a duty to attempt in
good faith to assure that a corporate information and reporting system,
which the board concludes is adequate, exists, and that failure to do
so under some circumstances may, in theory at least, render a director
liable for losses caused by non-compliance with applicable legal 
standards.”

This landmark decision means that board members now, poten-
tially, can be held liable for failing to adequately supervise corporate
employees who commit criminal and civil offenses, particularly if it
can be shown that the company has made no effort to put a formal
ethical framework in place.

This type of legislation is not unique to the United States.
Australia, for example, enacted a similar federal law that came into
effect in December , which required companies to implement a
formal risk management program within  months or face serious
criminal penalties or fines. Board members and executives, and the
company as a whole, now face criminal penalties, fines, or seizure of
property “if it can be shown that the organization had a corporate
culture that ignored the new legal requirements to manage risk.”

“Under the new Commonwealth laws,” according to Stan-
dards Australia, “a company convicted of many offenses in a wide
range of areas, including safety standards, child sex tourism, slavery,
drug trafficking, and perverting the course of justice, will have 
fines of hundreds of thousand of dollars—and by reason of having 
a conviction, be forced out of key businesses such as financial 
operations.”

“Companies must take action immediately to ensure they meet the
full requirements,” according to Ross Wraight, chief executive, Stan-
dards Australia International (SAI). “Ignoring risk is like sleeping on
a time bomb.”
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And yet, despite these potential concerns for board members and
the executive team, only those companies in stages three and four (i.e.,
companies that are mostly in the Fortune Global ) have the sort of
integrated ethical and risk management frameworks that the court is
suggesting.

“If I were asked to sit on a corporate board, among the first ques-
tions I would ask the CEO is ‘Does your organization have a code of
conduct? Do you have a corporate ethics and compliance program in
place? What does it consist of? How is the board informed of issues
in these areas? Do you have a code of conduct for the board?’ ” advises
John Nash, immediate past president and CEO of the National 
Association of Corporate Directors in Washington, D.C. “I strongly
encourage companies to develop and implement effective corporate
ethics and compliance programs.”

In fact, pressure on board members to oversee the ethical behavior
of their companies does not end there. One of the more compelling
ideas to come out of recent scandals is that insurance companies are
now beginning to raise their premium fees—or in some instances
refusing to provide coverage altogether—to board members and
company officers if a company cannot demonstrate (through the sort
of reporting and management techniques that are advocated in this
book) that it has a proper risk management framework in place.

The American Insurance Group, for example, announced in the fall
of  that they would provide “a new form of liability insurance for
independent directors. The product specifically extends protection to
board members’ personal assets.”

This coverage may not be so freely extended to directors in the
future. In another twist to the concept of insurance-driven ethics,
directors at Qwest and other corporations under fire for potentially
risky business practices were told by their insurers that they were at
risk of having their liability insurance rescinded.

As William Gamble of Emerging Market Strategies points out,
corporate governance is a risk issue. “Like all other risks in the mar-
ketplace, it can and should be managed by the market.”
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If insurance companies continue to lose money because of board
members’ indifference, there will soon be a strong incentive for board
members to hold their organizations accountable, if only because
insurance companies themselves will want to be certain of minimiz-
ing their own risk. The Association of British Insurers, with this in
mind, now ask companies to explain in their annual reports what steps
they have taken in order to manage social, environmental, and ethical
risk. As a result, nearly two thirds of Britain’s FTSE  companies
are now providing some level of disclosure in these areas.

In the end, if a company cannot get good board members because
the insurance industry sees the company as too risky to provide lia-
bility insurance for directors, there may be a scramble for companies
to prove that they are lower risk. That will require the sort of frame-
work we are describing here.

Still, as Professor Lynn Paine of Harvard Business School recently
noted, there is concern that too much of the pressure for reform is
being focused on the boardroom. Directors need to be diligent, he
concedes, “but if we don’t have the parallel and required changes in
the actual management practices, I don’t think the best board in the
world can carry out all the responsibilities we expect of them.”

Although it is too early to see how directors will be affected by
recent scandals, one thing is certain: Board members should be con-
cerned with the ethical and legal activities of company employees. The
surprise is that given the potential consequences, so few corporations
have established these types of formal programs.

A Corporate Value Statement

Everyone in business is familiar with the corporate mission statement,
and most people quite rightly find it of little value. It is a marketing
tool, and not a very good one at that.

In contrast, a corporate value statement is something different and
can be a potentially valuable part of establishing an “effective” system
of oversight and compliance as mandated by Caremark and other
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guidelines and legislation. The value statement puts into words the
principles that corporate leadership expects. As ineffectual as that may
sound, it is still important, for both the executives and the employees,
for several reasons.

First, it forms both the tone and the logical premise of a company’s
program of integrated ethical management, getting down on paper a
description of what values are important to the organizational leaders.

Second, it forces company officers to think about why the company
exists.This may sound contrived, but the answer may not be as obvious
as it seems (i.e., for many companies, it is not always and only to make
a profit the next quarter). In the past few years, executives have been
focused almost exclusively on keeping the company’s share price high,
by financial manipulation, misreporting, and sheer hyperbole. As the
recent scandals have demonstrated, quarterly financial results are only
one way—and not always a perfectly dependable way—of measuring
success. Corporations need to also think about how they are manag-
ing change in the global economy, and how they are protecting their
assets and their corporate reputation over the long run.

There are many good examples of worthwhile value statements.
CSR Europe, the Brussels-based business and nongovernmental orga-
nization (NGO) collaboration network, has looked at many types and
recommends something along the following lines.

“The company shall operate in compliance with all applicable laws,
rules, and regulations relating to various licenses, labor, wages, worker
health and safety, environment, and all other relevant laws. The
company shall treat all workers with respect, dignity, and fairness. The
company shall operate in such a way so as to minimize the impact of
its processes on the environment. The company management shall be
committed to put in place an effective system to ensure it conducts
business in a socially responsible manner.”

Johnson & Johnson pioneered this type of ethical framework and
has had its “credo” for nearly  years. That credo explicitly defines its
priorities: Customers are placed first, suppliers and business partners
second, employees third, local communities fourth, and shareholders
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fifth. It is a refreshing inversion of the idea that shareholder value can
be narrowly defined; the company has had consistent above–market
share returns for its investors over those three decades.

That credo proved invaluable in the s when seven people in
Chicago died after taking cyanide-laced Tylenol capsules. Ignoring
advice from attorneys and consultants who contended that a product
withdrawal might imply company guilt and harm the brand name,
Johnson & Johnson managers immediately called for all Tylenol 
products to be removed from the shelves, even before they consulted
the CEO (who turned out to be on an airplane at the time the story
came out).

David Clare, company president at the time, recalled that the credo
provided a clear set of principles for action:

“There were literally thousands of decisions that had to be made by
on the fly every single day by hundreds of people around the organi-
zation. And we give great credit to the credo in helping them make
the right decisions because they knew basically what was expected of
them. We said, ‘You make the decision—whatever it is, whatever it
costs us—on the basis of whatever our responsibility is.’ And it
worked.”

As with Johnson & Johnson’s credo, the value statement should also
take into account the needs of your various stakeholders—employees,
customers, shareholders, and the wider community. And unlike the
mission statement, a value statement usually does not focus on
“making highest returns for our shareholders” or being “a leader in our
industry.” The value statement usually instead focuses on the rela-
tionship the corporation wants to have with its employees, customers,
and the broader community and stresses the importance of ethical
business practices, or the company’s relationship with its employees or
the environment.

On the other hand, these value statements can’t be too “apple pie”
or they become meaningless. What is more, as we have noted before,
these statements are only as good as the real intentions of senior man-
agement and serve a purpose only if they are part of a wider program.
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Too often we have seen valuable words misused. Enron, after all,
claimed that integrity was a core corporate value, vowing in its value
statement to “work with customers and prospects openly, honestly, and
sincerely.”

A Code of Conduct

A code of conduct is different from a value statement in that it 
provides more detailed guidelines on behavior and procedures for 
notification. Often with scenario examples and a clear statement of
penalties, it makes core principles and expected standards of behavior
more explicit.

Surprisingly, given their value and given the precedent set by U.S.
sentencing guidelines, codes of conduct are still far from universal in
companies. Only about two thirds of U.S. companies have a written
code of conduct, and a survey of  British companies completed by
the Institute of Business Ethics found that even among the compa-
nies that did have a code of conduct, many of the most important
aspects were omitted; one third of companies had no procedures for
whistle-blowing and did not give a copy of their code to every
employee. Only one third of British companies made their codes avail-
able to the public.

Like a value statement, but in much greater detail, a code of conduct
provides specific guidelines for behavior and sets out standards of prac-
tice. As evidence of its importance, at Enron the board of directors
was asked to waive the company’s code of conduct in order to allow
the off-the-book company creations and partnerships that were their
undoing. The fact that the board willingly gave dispensation to
Andrew Fastow and others to disregard the code of conduct, ironi-
cally, demonstrates in many ways the value of the code itself.

A code of conduct, at the right level of detail, provides employees
with a guideline for day-to-day behavior and is an important part of
an integrated framework that demonstrates, both legally and publicly,
the level of corporate maturity. It should therefore go well beyond
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simple statements about attitudes toward personal and professional
integrity. It should also address any areas that are explicitly illegal and
easily interpreted, such as taking or giving bribes or employing under-
age workers. Ideally, the code should cover all the things we have been
considering, including acceptable behavior for specific issues concern-
ing the following:

• Billing and contracting
• Safety
• Selling and marketing policies
• Behavior with customers
• Adherence to quality and testing requirements
• Discrimination, working hours, child labor, coercion, freedom

of association, and other work-related issues
• Wages and benefits
• Health and hygiene
• Use of company resources
• Environmental policy
• Political contributions
• Corporate privacy policy
• Board independence, terms of service, and compensation for

directors

Ultimately, of course, each company will want to create a code that
matches its own unique set of issues and culture. As part of the
company’s overall communication process, the code should be openly
distributed to all employees and stakeholders. A good code should also
include specific descriptions of enforcement and confidential report-
ing mechanisms such as “whistle-blowing” procedures, as well as the
specific resources available to employees to discuss and clarify issues
confidentially.

As we have seen, having this type of code of conduct in place is
becoming mandatory. The New York Stock Exchange, for example, as
of  was planning to adopt new requirements for listing compa-
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nies, which include a code of business conduct that addresses issues
related to financial trading and securities, including conflicts of inter-
est, fair dealing, and executives’ use of personal property.

It is probably worth a note of caution about the development and
distribution of the code. Human resources and legal departments too
often are seen as the logical “owners” of the process, particularly if the
company does not yet have a dedicated chief ethics officer or an ethics
committee. However, as many companies can testify, there can be
problems with this approach.

First, it is important not to convey to employees the sense that the
ethics process is simply something that is done because it is required
or advisable by law. All codes have a tendency to either remain at too
high a level, where they are little more than detailed value statements,
or at a level of granularity that makes them seem to be compliance
based. A good code is supposed to serve a greater purpose than simply
requiring employees to do the minimum required by law.

Second, even if administered by human resources, there is a danger
that employees perceive the code as an initial employment-related
issue, and not a day-to-day operational matter. A total ethics and risk
management strategy is dependent, above all, on having employees
incorporate good ethical analysis in their everyday behavior.

The Ethics Committee

Depending on the size and scale of the corporation, there may be a
separation between the board ethics committee and a more opera-
tionally focused corporate ethics committee.

The most effective ethics committees usually reflect the indepen-
dent structure of the company’s audit committee, combining 
independent directors, senior leadership, legal counsel, human
resources, and representatives from many of the different functional
areas within the company. This level of broad representation is 
necessary in order to keep the board from being dominated by any
one (usually legal or human resources) representative. In any case, the
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board members must do more than simply evaluate or approve the
ethical framework itself.They should be active members of an ongoing
management review process, helping to identify potential areas of risk,
reviewing oversight procedures, and understanding the mechanisms
for anticipating, evaluating, and reacting to potential risk issues. They
should consider it part of their function not only to review the 
business case for major ventures, but also to be concerned with any
significant proposal that involves health, safety, employment, or the
environment.

Reporting to the ethics committee, some progressive corporations
now have set up a number of formal “risk/ethics teams.” Usually com-
prised of employees from many different functions, these teams 
normally include line/operational expertise, trained risk managers,
and representatives from legal, public relations, finance, and human
resources. These standing committees tend to be broken down into
logical areas of concern, such as the following:

• Workplace health and safety
• Employment/human resources
• Insurance
• Environmental policy
• Public relations
• Audit
• Major projects
• Product development

These kinds of risk analysis teams, though expensive in terms of
resource and time, are extremely valuable not only because they help
to communicate and inculcate good ethics/risk management behavior
throughout the organization, but also because operationally these
types of multifunctional teams tend to provide invaluable perspective
on risks and consequences. They are often the best way to help expose
risks at their earliest stage. As we will see in later chapters, these expert
teams are an important part of a company’s knowledge and risk man-

 A P  C I



agement (KRM) framework, serving as a bridge between a company’s
ethics and risk management processes.

There are several good examples of this type of employee-inclusive
approach. Novo Nordisk, a leader in developing this type of advanced
ethical framework, translates its values directly into “commitments”
that are in turn part of the performance criteria upon which the
company judges its success. Adopters of triple–bottom-line reporting,
they also use a balanced scorecard approach to assessing their perfor-
mance. A committee of  senior organizational leaders systematically
review this process along with the values and principles on a regular
basis. Based upon hundreds of interviews and workshops with
employees every three years, they essentially rework the framework
from the ground upward, based on that feedback.

“This job didn’t exist at Intel in ,” says Dave Stangis, Intel’s
manager for corporate responsibility. “What has happened in two
years is a broadening understanding within the company that we have
the systems and people in place to deal with these issues. We have
meetings with the directors of purchasing, EHS [environmental health
and safety], legal, and corporate governance, and so there is now a key
network of people that understand that we have the process to manage
issues this way.”

It is also important that companies make it as easy as possible for
employees to adhere to this ethical framework. One way of doing that
is to provide very clear guidance about how to discuss concerns or to
report possible ethical violations confidentially. This means a clear
statement for each employee of how to report to human resources 
or the ethics committee with assurances of confidentiality and
anonymity. At a minimum, this should include a confidential “hot
line.”

Monitoring and Enforcement Procedures

Finally, it is important to clearly spell out the need for “zero tolerance”
when it comes to ethical violations. It is a difficult policy to promote
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well, because listing punishments and threats of enforcement tends to
frighten employees and disrupt free flow of knowledge and ideas about
possible questionable policies or behavior. And, of course, it is diffi-
cult to assess before an incident the level of guilt, responsibility, and
punishment. Nonetheless, it is very important that every company
employee appreciates the fact that the company is serious about
enforcement. For that reason, companies usually put in a statement of
how the policies will be enforced, what the penalties will be, and how
the process of punishment will be followed.

G P   E F

There are a few guiding principles that are worth considering when
developing an ethical framework.

• The ethics framework, including the values statement and
code of conduct, should be written, endorsed, and
communicated by executive leadership. Carly Fiorina, CEO of
Hewlett-Packard, provides a good example, declaring that
“good leadership means doing the right thing when no one is
watching.”

• The code of conduct must be applied and understood by all
employees, at every level in the company. In the first instance,
this can be done through effective education, communication,
and training, but ethics and risk management policies are
ultimately most effective when they are made integral to the
employees’ day-to-day work. Make certain that every
employee receives and signs a copy of the code of conduct.
Equally important to communicating company values and
expectations, though, is soliciting input from employees.
Many companies hold employee survey and focus groups 
as a way of soliciting input and buy-in from as many
employees as possible during the rollout phase of the 
program.
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• Extend your process to include suppliers and vendors.
Beginning with your tier one group of suppliers, discuss your
ethical policies and have them agree to and sign a copy of the
guidelines.

• Make participation in some active form of risk management
part of the requirement for all management positions.

• Address strategic issues. If the ethics framework is going to
take on a broader more strategic function and become the
groundwork for an enterprise-wide program of risk
management, it should not be limited only to issues such as
the dress code, honesty in the workplace, sexual harassment,
and treatment of customers.

• Make certain that both with the messages delivered in the
communication program and through a confidential hot line
employees realize that they can report or discuss issues
confidentially and without fear of retribution.

• The ethical framework should be both locally applicable and
global in scope. This may require variations in policies or
phrasing, depending on cultures and laws, and it is always
valuable to include international personnel during the
development process.

• Finally, the program should be built not upon the minimum
standard, but on the most stringent policy if a conflict
between industry standards and local laws arises.

A E C

However contrived and unfamiliar it may seem, this level of focus on
ethical behavior is actually invaluable to a company. Almost univer-
sally, this type of approach forms the framework for a broader policy
of risk management and corporate social responsibility that charac-
terizes those companies that have progressed beyond stage two.

The advantages of this type of formal and written approach to
ethics are not just for employees, of course. It is equally valuable to
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company leaders, because it provides both a context and a common
language for addressing ethical issues. This can be important when
wrestling with difficult discretionary situations or when explaining
difficult decisions to peers and subordinates. Employees need to see
that company leaders have considered the underlying ethical issues—
such as integrity and reputation—and not just the business drivers of
quarterly profit.

As with quality production or information, the ethical process in a
corporation can’t simply be left to chance; it has to be organized and
managed. Nor can it simply be a compliance-based “bolt-on” process
done to provide a veneer of respectability. As with Johnson & Johnson,
ethical behavior and risk management need to be something that is
integral to the company’s way of working.

Ultimately, as important as this ethical framework is, alone it only
qualifies a company for stage two, a level that today increasingly con-
stitutes the minimum standard in the modern corporation. It is cer-
tainly a prerequisite of any move toward stage three or four, as it forms
the backbone of processes, policies, and resources that are necessary
for an effective company-wide program of integrated KRM.

Because values have a way of making their way downward through
an organization, companies in stages three and four claim that the
most critical factor in a successful ethics framework is the support of
the senior management team. There needs to be a broad and genuine
belief that ethical behavior, according to the code, is best for the
company no matter what the scenario. Executives have to genuinely
believe that doing what is right is not just another way of making
short-term profit, avoiding litigation or bad publicity. They must
believe that ultimately ethical action is always the best course. If not,
all of the effort is for nothing.
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SEVEN

Understanding the Value of
Knowledge and Risk Management

For stage three and stage four companies, effective risk management
is not only dependent upon a strong ethical framework; it is equally
dependent upon a company’s ability to sense potential risk issues, to
analyze the situation using the skills and expertise of its employees,
and to respond in a measured and effective way. To do that, a company
needs to marshal the information and knowledge that is available to
it, both inside and outside company walls. That process is knowledge
management.

W  K M?

As we have seen, in order to really understand what potential risks 
a company is facing, it needs to actively manage the information 
that comes from this process in a strategic way. In short, a company
needs to apply a combination of knowledge and risk management
(KRM) techniques in order to use the ethical framework and 
international standards as part of an overall risk management policy.
In fact, a company can’t manage its risk today without managing its
knowledge.

Knowledge management is a term that describes the process by which
a company organizes, collects, shares, distributes, and learns collec-
tively from employees, stakeholders, and the outside world. It is a
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broad framework for actively managing the information and knowl-
edge that is available to it.

The knowledge management movement actually had it roots in the
s when a number of management theorists, including Peter
Drucker in the United States and Humphrey Sturt in the United
Kingdom, argued that as industrial society progressed, it would natu-
rally move toward a higher skill service economy in which knowledge
(i.e., what is inside employees’ heads) would play an increasingly
important role in innovation, productivity, and economic growth. In
the s, the movement saw a resurgence when a plethora of man-
agement theorists, including Nonaka and Takeuchi who wrote their
best-selling book The Knowledge-Creating Company in , began to
apply theories about actively managing this knowledge on an organi-
zational basis.

The importance of the concept of knowledge management is that
it makes explicit many of the things that we know intuitively about
the way a company works—that it is the cooperative application of
what employees know that allows a company to create innovative new
products, to solve complex problems, to do things efficiently, and in
stage three and stage four companies, to help sense and respond to
risk.

The knowledge management movement, however, has had more
than its share of teething problems, mostly because from the outset a
schism developed among those who saw knowledge management as
primarily a function of collaboration between humans (the high-touch
side) and those who believed that sharing of knowledge was made pos-
sible mostly through technology (the high-tech side).

This high-tech versus high-touch quarrel continues today, with pro-
ponents writing, lecturing, and arguing over esoteric ideas of tangible
versus intangible assets, who owns knowledge, and whether knowl-
edge is traded in a “knowledge market.” The high-touch group con-
tends that only organizational change can create a “knowledge-sharing
and knowledge-creating culture,” leveraging the skills, understanding,
memories, and creativity of employees. The high-tech group argues
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that what organizations really need is to be able to adopt better data-
management and data-mining techniques and to expand on the way
information is collected, organized, and made available to employees
electronically.

Much of this discussion is worthwhile and could have been applied
usefully, were it not for the fact that the business press quickly latched
on to knowledge management as “the next big thing” and then pro-
ceeded over a -year period to overexplain the subject and overhype
the potential benefits. In what some have called the “in-flight maga-
zine” phenomenon, thousands of managers and organizational leaders
stormed back to the office contending that if they “only knew what
their company knew,” their organization would achieve an enormous
competitive advantage. Managers attended hundreds of conferences
worldwide, books and articles were churned out, and business school
seminars dissected every nuance of the theory.

In fact, despite its critics, and apart from the more esoteric appli-
cations, the basic tenets behind knowledge management—that a
company needs to actively manage the knowledge and information
that it has available internally and externally—actually proved to be
very practical. So practical, in fact, that much of what was argued as
revolutionary in knowledge management theory just  years ago is
today fully absorbed in the way organizations function on a day-to-
day basis.

In fact, knowledge management techniques are widespread and
commonplace among companies today. Today intranets and company
portals, complex data mining, knowledge repositories, groupware and
e-mail, skills databases, and knowledge-mapping techniques are nearly
universal among progressive companies. On the high-touch side, com-
munities of practice, after-event reviews, and the capturing of lessons
learned are also commonplace in this type of organization. Presenta-
tions, project plans, and other key documents are sent freely among
employees by e-mail, and the intranet itself allows employees to easily
access company policies concerning benefits, ethics codes, and other
important issues.
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The adoption of these standard knowledge management techniques
is born out by recent BSI surveys in the United Kingdom that found
that  percent of U.K. organizations already engaged in knowledge
management and  percent believed that they would in the next 
years.

Even in , Pricewaterhouse Coopers (PWC) annual survey of
chief executive officers (CEOs) found that  percent of senior 
executives believed knowledge management was a critical issue for
them. A similar survey by KPMG in Europe found that of the 

largest companies,  percent of senior executives were either consid-
ering or actively engaged in knowledge management projects at the
time.

These same techniques are now being applied by stage three and
stage four companies to leverage information and employee and stake-
holder knowledge in order to better manage risk. That risk manage-
ment, as with knowledge management, comes in both high-touch and
high-tech components. For example, sensing and responding to risks
in an organization is very much dependent upon this same intellec-
tual capital (i.e., the knowledge and judgment of employees at all
levels). Employee insight—in terms of anticipating potential acci-
dents, a personal recollection from a similar incident in the past, a
story swapped weeks ago around the coffee machine that can alert a
supervisor to an impending manufacturing line incident or environ-
mental accident—all can keep a disaster from occurring. But that
knowledge is much less effective if left to filter through a management
structure in a haphazard way. It needs to be actively managed and
encouraged in a way that helps employees to see that this type of
knowledge sharing of insight and ideas is an employee’s responsibil-
ity and an ethical duty.

Similarly, the “high-tech” aspect of knowledge management, in
terms of intranets, groupware, predictive, decision-making, and inci-
dent management tools, is available to the modern corporation.
Browsers and search engines allow organizations to understand what
is happening in the outside world, and how that information relates
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to their organization, in a way that was inconceivable just a few years
ago. Today organizations can easily monitor or pay others to monitor
for them what political or cultural factors should be taken into account
when proposing policy or a project, what the competition is doing,
what the media, nongovernmental organizations (NGOs), or local
population or opinion leaders are saying about the company and its
policies.

“Since risk management is primarily about using previous knowl-
edge and producing and integrating new knowledge—whose quality
is affected by the quality of knowledge management—you can see that
risk management is dependent on knowledge management,” says
Joseph Firestone, chief knowledge officer of Executive Information
Systems. And as Simon Lelic, senior editor at Knowledge Manage-
ment magazine points out, “Those organizations that have developed
effective, KM-based processes and ways of working are also less likely
to be exposed to risk in the first place.”

Knowledge Management Procedures and Techniques

Possibly the best way to understand what is meant by knowledge man-
agement in the context of a risk management framework is simply to
look at some important knowledge management techniques and pro-
cedures.

Knowledge Mapping

Knowledge mapping is a process by which an organization determines
“who knows what” in the company. It has many forms, including skills
mapping, where employees list specialty knowledge and project expe-
rience, which is then captured in a relational database and made avail-
able through the company’s knowledge management portal.
Sometimes known as “knowledge yellow pages,” this skills and expe-
rience mapping allows a company to understand where experience and
expertise lie in the company and where needed skills or knowledge
may be missing.
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An extension of this idea is the use of an “accountability matrix” by
which those employees who are responsible for making decisions or
supervising tasks are mapped and tied together electronically through
a relational database and software application so that responsibility for
project decisions can instantly be accessed when an important deci-
sion needs to be made quickly.

Communities of Practice

“Communities of practice” are naturally forming networks of employ-
ees with similar interests or experience or with complementary skills
who would normally gather to discuss common issues. In knowledge
management, communities of practice are actively identified, and
members of these networks are encouraged to gather and exchange
ideas on a formal basis, capturing lessons learned, swapping ideas, and
sharing insight. This formal management of an informal process helps
an organization to create a company culture in which knowledge
sharing is encouraged and opinions and ideas flow more freely among
departments and offices.

“Hard-tagging” Experts

Hard tagging is a knowledge management process that combines
knowledge mapping with a formal mentoring process. As part of the
knowledge-mapping and skills-mapping process, experienced employ-
ees are identified or “hard tagged” so they will become part of a con-
sultation pool that will be available when special advice is needed on
developing incidents. These “hard-tagged” specialists also team in
communities of practice with “soft-tagged” employees—those who are
interested in learning specialist skills or in sharing experience—in a
mentoring and knowledge-sharing exercise.

Textron, for example, the U.S. conglomerate, has identified and
trained a group of  “black belts” who are experts on efficiency and
who act as both intermediates and advocates for a knowledge-sharing
process that encourages employees from around the corporation to
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share best-practice ideas openly with other employees in other sites.

This type of hard tagging, when done well, is much less expensive and
much more effective than formal classroom-based education, bring-
ing together communities of employees with similar interests and
experience and helping to keep lessons learned, memories, and expe-
rience circulating “in the company” even as employees move on or
retire.

Augmenting the Decision-making Process

Making information and experience available to company leaders
during an incident or potential crisis is critical to the decision-making
process of risk management. Decision making in an advanced risk
management process should involve consultation with an incident
management team, made up of a group of experts from a community
of practice or a knowledge network, who are best able to analyze,
debate, and help agree on a course of action. The decision-making
process therefore becomes much better informed and balanced, with
contributions from people who understand the situation, from experts
who have experience with similar events, from those who can advise
on scenarios and plans for resolution, and from the decision makers
themselves. Access and speed are often crucial to the success of inci-
dent management decision making, so electronic knowledge mapping
is used to bring together critical information to team members and to
notify deputies in the event that a hard-tagged specialist is not imme-
diately available. As Lynn Drennan, from Glasgow Caledonian Uni-
versity observes, “The old cliché that ‘knowledge is power’ applies
here. Only with good knowledge management will an organization,
and its employees, have the quality of information that it requires for
effective decision making.”

Learning

One of the most important tenets of knowledge management is that
employees should share experiences and techniques with others in the
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company so that there is a continuous and dynamic process of knowl-
edge sharing and learning taking place. “After-event reviews,” such as
those used in the military and many leading companies these days,
help specialists to debrief and “postmortem” incidents—learning from
both what they did right and what they did wrong in the situation.

One of the greatest benefits from this process of postincident assess-
ment and continuous learning is that employees digest “lessons
learned” from previous mistakes, and that problem resolution doesn’t
each time require “reinventing the wheel.” The mentoring aspect of
hard tagging, meetings within communities of practice, and formal
exchange of best practices all contribute to not only a better informed
workforce, but to retaining a corporate memory, helping to ensure that
incidents don’t reoccur.

Possibly most important, this process of formal, company-advo-
cated knowledge sharing sends the important message to employees
throughout the organization that they have responsibility and author-
ity to voice concerns and act on ethical, legal, or safety issues that
might harm the company.

Encouraging a Knowledge-sharing Culture

Central to the success of a KRM framework is the concept that values
and expectations for ethical behavior must be communicated widely
and effectively throughout the organization. Integrity has to become
part of the corporate culture. This needs to be done as part of this
process for knowledge sharing, of mentoring and formal ethics train-
ing, so that employees at all levels appreciate the importance of good
behavior. This means there needs to be regular and consistent com-
munication on values and processes that encourage sharing of ideas
and early identification of risks.

“Knowledge management,” suggests Simon Lelic, “can go a long
way to helping businesses achieve this ideal, where workers at every
level are actively involved with minimizing an organization’s exposure
to adverse risk.”
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“A couple of years ago we put in place a global tracking system,”
explains Dave Stangis, Intel’s manager for corporate responsibility, “for
managing emerging issues that looked at the top ten or eleven issues
under corporate responsibility.” This issue-tracking system is based on
a URL site that is available to all employees and addresses issues such
as human resources, legal, community issues at production sites,
corporate welfare, environmental health and safety, product impact,
product ecology, the social aspects of the company’s technology,
investor relations, governmental affairs, market impacts, and political
contribution. Building on their long-standing “right to know” policy,
the site is a source for questions or comments from employees any-
where in the world on these issues and provides the company with
important insight on emerging issues and risks, which are automati-
cally directed to company experts and leaders. The site is also used to
post answers to employee questions, to explain Intel policies, to
provide relevant articles, and contact information on content owners
and company experts. In addition, each week Stangis’ department pro-
vides more than  key experts in the company with a summarized
newsletter on emerging issues. It is an effective two-way program of
communication and issue identification and resolution.

In fact, as we have seen, most serious incidents can be prevented 
if detected early and brought through a formal process to execu-
tive decision-makers or the board. But this early detection is depen-
dent upon employees “on the ground” sensing and responding to 
early warning signs that in their experience indicate a potential 
incident. A company needs to formally encourage a process for 
communicating these values and to encourage sharing of ideas and
concerns generally.

In addition, given the problems inherent in “whistle-blowing,”
even in a company culture that encourages this type of preven-
tive concern, it is important that a company provide a balanced 
combination of incentives and sanctions that will help to temper 
the “make the numbers at all cost” culture that pervades many 
organizations.
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Information Technology Systems

As part of the “high-tech” aspect of knowledge management, a
company should now be using information technology (IT) systems—
Enterprise Resource Planning platforms, customer resource manage-
ment and call-center technologies, or environmental management
systems—to help capture trends or early indications of a risky opera-
tional situation developing. Stage three and stage four companies have
often also purchased specialist incident management or risk manage-
ment software (see Chapter ).

There are various knowledge management software solutions 
that help a company to identify experts, to collect and distribute
important information, to capture lessons learned, and to complete
business research and analysis. Possibly more important, the commu-
nication and organizing features of the modern intranet, groupware,
and relational database technologies need to be used to help capture,
organize, and distribute relevant and time-sensitive information about
key performance areas, risks, or opportunities to those who need it in
a timely way. This needs to be done using information management
rules concerning priority and timeliness in order to overcome the
massive “information overload” that can mean critical risk informa-
tion is never acted on, lost among hundreds of e-mails or project
updates.

Performance Monitoring and Reporting

Underlying a successful knowledge foundation is the need to measure,
monitor, and boast of organizational performance. This has been part
of the “measures that matter” movement that began in earnest with
knowledge management several years ago, in which nonfinancial 
performance information, including intellectual and organizational
capital, is used to predict the future success of a company. In keeping
with the move toward greater transparency and better nonfinancial
reporting, as part of its formal knowledge management process, a
company should measure and publish statistics on human, social, envi-
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ronmental, and “integrity” performance (using international standards
and reporting guidelines).

Business Research and Analysis

Finally, one of the most revolutionary and valuable features of knowl-
edge management today is the ability for a company to gain access 
to enormous amounts of business research and analysis materials. As
part of a KRM process, companies need to create an information-
gathering capacity, developing a research and analysis capability in
order to search for, organize, and distribute information from internal
and external sources concerning local political, cultural, and legal con-
cerns. This should include the ability to complete formal research in
areas such as the following:

• Regulatory and legal policies
• Company violations and fines for noncompliance
• Local political, social, and regulatory climate in areas of new

or potential project development
• Internet and press reports on the company’s performance
• Social and environmental performance of subcontractors and

their reputation in the local community
• Capturing leading practice and lessons learned (both internal

and among the competition)

Community and Stakeholder Involvement

Communication and knowledge sharing is key to good knowledge
management. This holds true not only for a company’s employees but
also for the many stakeholders who are interested in company policy.
Systems such as e-mail, electronic newsletters, and collaborative
online project planning can all help not only to keep stakeholders
informed of company policy, but also to help company leaders sense
and respond to early concerns from these stakeholders on policy
matters that could later develop into serious incidents.
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W K M 
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What is important to realize, as most readers no doubt have, is that
these types of activities, and the systems, infrastructure, and processes
that support them, are not so different from what many stage two
companies already have in place. That is why many organizations, such
as BT, Intel, or Chevron Texaco, are simply integrating and coordi-
nating their existing safety, supply chain, and knowledge management
systems in a more coordinated way, as part of a broader risk manage-
ment program.

There are many benefits from actively managing the knowledge of
an organization, and knowledge management has advanced far in its
thinking in the past  years from soft to tangible practice. With a com-
bination of new management techniques and innovative organiza-
tional and cultural practices, supported by integrated IT systems for
collecting, storing, and distributing information, the active manage-
ment of knowledge and information in an organization has become
central to good management of the company today. Simply put, there
can be no risk management without good knowledge management.

“Risk management is primarily a function of the inherent behav-
iors practiced by the people that make up a business,” says Debra
Amidon, founder and CEO of Entovation. “And it is the knowledge
that these people create, use, and transfer that leads to the provision
of given products or services. It therefore follows that the more effec-
tively the organization manages this knowledge—its most precious
asset—the greater the chance that business results will be favorable
(i.e., that adversity is minimized and opportunities capitalized upon).”

For most companies, these are the types of things—along with a
stronger and more effective ethics framework, and preparations for
triple–bottom-line reporting—that they should be putting in place in
the next few years anyway.

Given the scandal-shaken world of business today, it only makes
sense now to apply the same types of techniques that have worked so
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well in the quality management sphere to company-wide risk man-
agement. “Knowledge management is risk management,” says Ian
Martin of UBS Warburg. “It is impossible for a firm to respond to
risks in the appropriate manner without having the proper knowledge
in place.”

“If a firm is to limit its exposure to, and the impact of, the diverse
threats it encounters, it is essential that employees at every level
throughout the organization are actively involved in its risk manage-
ment strategy.”

“Ultimately,” concludes Simon Lelic, “both disciplines have at their
roots the values and processes that form the fundamentals of sound
managerial practice, and while it may only have been the shock of
recent events that has prompted companies to action, the progress
such firms have made in recent months will amount to little if both
KM and risk management are not, in the future, instilled in everyday
operations.”

Finally, if all else fails and a serious incident occurs, the existence
of a formal knowledge management program for identifying and
dealing with legal compliance issues within a company will in itself
lessen the likelihood (and magnitude) of any legal penalties.

R M

Once a company has adopted an ethical framework and applied strong
knowledge management practices, it is well on its way to behaving in
a more predictable and certain way. But how can a company leverage
this combination to greater effect—to use this process to actually help
reduce risks to the corporation and improve performance at the same
time?

The answer is that among stage three companies, that same process
for collecting performance information can also be used to collect risk
management information. This process now provides the opportunity
for collecting key trends and information that will allow the company
to anticipate, recognize, and respond to incidents and risks that can
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threaten the company. To understand what this process is and why it
is important and different, we need to look at the fundamentals of a
second discipline: risk management.

What is Risk Management?

Risk management theory is not new; it is incorporated in the very way
we do business, suggested by multiple management layers and
approval policies in the hierarchical organization. But, as we have seen
over the past decade, many of those management layers have been
removed and empowerment of employees has meant that in many
companies the once burdensome approval process has been all but
eliminated. At the same time, as we have seen in earlier chapters, there
are new risks facing companies and new techniques and systems avail-
able for dealing with them. This combination of new threats and new
opportunities makes it important now to begin to view total risk man-
agement as a strategic process in the modern company, best handled
as part of a knowledge management policy.

Like knowledge management, risk management is not the best of
terms, if only because management theorists have co-opted an every-
day word, with all its many nuances, into the lexicon of business. And
to many people, risk management is a term that has long been in use
on the financial side of business. After all, risk management has its
history in audit controls techniques and statistical risk calculations
that are used for financial markets, for hedge funds and derivatives
trading, and insurance policy calculations.

In the past decade, however, risk management has come to include
a set of processes, activities, and systems that allow a company to
monitor day-to-day operational threats—in terms of health and safety
to employees, environmental policy, product safety, or internal ethical
malfeasance—which if unnoticed and left unattended can be ruinous
to a company.

In this context, risk management is the process by which a company
actively screens for and reacts to potentially damaging risk incidents
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in a cogent way. It therefore has a natural relationship both with a
company’s ethical framework (in that it helps to ensure that the
company senses and responds to issues in an ethical and legal way) and
with the quality process, in that key information and knowledge on risk
come from a combination of continuous monitoring and formal audit-
ing. And, as we will see in Chapter , a strategic process of enterprise-
wide risk management can be greatly enhanced by applying the
standards and reporting processes that specifically focus on how a
company is behaving in critical risky areas of product safety,
governance, or social or environmental policy. Risk management 
is essentially just good management in the modern world of global
business.

Risk Management Ground Rules

The value of a strategic program of risk management is best appreci-
ated if we first begin with a few ground rules:

First, in the context in which it is used in this book, risk manage-
ment has a greater practical and operational focus than in the past.
Risk management is no longer just about statistical investment risk;
business risk management is much more about perceiving and dealing
with bad decisions or process failures and preventing those failures
from damaging the company.

Second, it is important to appreciate that risk is not always bad, so
risk management is not necessarily aimed at avoiding risks at all costs.
After all, many discretionary decisions on product selection and mar-
keting, advertising or investment, are very much at the heart of the
business management process and need to be left to the discretion of
company leadership. But many other risks exist on a day-to-day basis
that can cause ruinous harm to a company simply because they are
never understood, acknowledged, or dealt with in a business-like
manner. In short, the key is not simply to avoid risk, but to manage
risk—to recognize it, evaluate it, and deal with it—without compro-
mising spontaneity or innovation.
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Third, reflecting this shift from a financial to a strategic business
focus, risk management needs to be set in the context of practical
events, to take into account both fact and emotion. Managing risks
well is dependent upon having accurate information and balanced
views of all the factors surrounding an incident, including how other
stakeholders may react. This is not something that lends itself to being
done easily or systematically, because even when facts are known, deci-
sions on the course of action to be taken are often still based on intu-
ition and experience of employees. That is why knowledge
management—leveraging the skills and expertise of your employees
and collecting all necessary facts concerning the incident and stake-
holder’s opinion in a coherent way—is essential for good risk 
management.

Fourth, a risk cannot always be reduced to whether it is or is not
compliant with the law. A company may pursue a policy that is per-
fectly within the law or at least not governed by law or regulation and
yet still be doing something that can seriously damage its reputation.
After all, being legally “right” is only part of the equation. One of the
key principles of risk management theory is that there is more to risk
than the immediate legal repercussions of the action itself, something
described well by Dr. Peter Sandman in his “outrage” model. A chem-
ical spill, for example, may only cost a company $, in fines, but
the real cost in terms of reputation, legal fees, share price decline, and 
public relations recovery effort costs would be many times that
amount.

This concept of “outrage,” in which public and NGO reaction con-
tinues to cause harm to the company in ways well beyond a fine or
litigation costs, is very important in gauging risk. Coca-Cola suffered
from this form of “outrage” in  when  Belgian school children
complained of nausea, headaches, and stomach cramps after drinking
Coke. Appearing to be either indifferent or evasive, Coca-Cola exec-
utives hesitated to recall their products, explaining that “after thor-
ough investigation, no health or safety issues were found.” The next
day the company did recall . million bottles from the local area,
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blaming defective carbon dioxide used in the bottling process. But
after a total of  Belgian and  French Coca-Cola drinkers—mostly
children and students—complained of similar symptoms, the Belgian,
French, and Luxembourg governments ordered the removal of 

million cans from circulation themselves. It was a stunning blow to
Coca-Cola, because it was the governments, not the corporation, that
had chosen to take decisive action on behalf of the public good.

Newspapers reported the company’s intransigence and labeled the
illness as “Coca-Colic.” After a week, the Belgian Minister of Health
was still contending that Coca-Cola had not provided a “a satisfactory
and conclusive explanation for the symptoms” and banned the sale of
all Coca-Cola drinks, urging Belgians not to drink Coca-Cola or other
Coca-Cola–owned brands such as Fanta or Sprite. The Dutch,
Germans, Spain, and Saudis all then followed suit. Coca-Cola’s
CEO, Douglas Ivester, eventually made a belated statement of regret,
pledging to take “all necessary steps” to guarantee the safety of its
products in the future. It was a public relations disaster for the
company.

Types of Risk

With those ground rules in mind, it can be helpful to identify the dif-
ferent broad categories of risk that a company faces today.

The first type of risk is strategic marketing risk. In a global economy
with rapidly changing technologies and market unpredictability, many
companies are faced with the occasional “go for broke” decision, to
create a new line of product, or to enter into a new market sector, to
diversify, merge, or make a major acquisition.

With market risk, a poor decision can result in severe losses to the
company or even bankruptcy, but whatever the strategic risks, these
types of decisions are less likely to involve “outrage” (just pity or scorn).
Analysts and investors may feel that your strategic planning was not
up to much, but the incident, whatever it does to the company’s rep-
utation for product continuity, won’t affect the company’s reputation
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for probity. Customers will still buy the product if it fits in with their
needs. In short, marketing risks are ingrained in management strat-
egy, and although making the right decision can benefit from having
sound information and knowledge at hand, these types of risks do not
really fall under the purview of an ethical risk framework.

A second area of risk is noncompliance with regulations or laws. In
developed economies, myriad laws govern business behavior today—
environmental, employment, product safety, accounting, governance—
for which violating or ignoring can lead to fines, legal costs, and often
damage to a company’s reputation. These are the types of violations
that cause “outrage” and are governed by specific legal codes and
guidelines, such as generally accepted accounting practices, Occupa-
tional Safety and Health Administration (OSHA), environmental
health and safety, or equal opportunity employment (EOE) laws.

Most companies have at least a fair understanding of these rules
and have specialists from legal, human resources, or finance who
monitor company policy to ensure compliance. For manufacturing,
product, and environmental safety, this is all part of what most com-
panies call “process safety management” (PSM). What is alarming,
though, is that despite PSM, and despite rigorous Environmental Pro-
tection Agency (EPA), OSHA, and EOE standards and monitoring,
companies still continue, every day, to violate these regulations.
Included among these violations are issues concerning product safety,
defrauding customers, environmentally illegal practices, or employ-
ment or civil rights law violations that we have been examining in
earlier chapters.

A third form of risk comes from “discretionary issues.” This is a
hybrid category of risks that may not be governed by laws or regula-
tions yet can easily cause outrage among pressure groups, the media,
or the public. These types of risk issues involve judgments about issues
that may not be obviously illegal but can have a disastrous effect on
the corporate reputation.

Coca-Cola’s problems with contaminated products in Belgium are
a good example of a poorly managed discretionary issue. Similarly,
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LookSmart, the Web search engine, was the subject of a class-action
suit alleging breach of contract when in  it fundamentally shifted
its business strategy from a one-time charge to marketers to be placed
as a directory listing in its search results to a pay-per-click system in
which marketers paid a transaction fee per hit on its site. It was in fact
simply following a trend for collecting fees that is moving through the
industry, but it enraged its subscribers.

There may well be, as in this example, a legal argument against the
company (breach of contract), but what really alienated—outraged—
LookSmart clients was the perceived deception.

“The biggest complaint was that LookSmart did this without any
warning,” said Chris Sherman, associate editor of industry newsletter
SearchEngineWatch.com. “The perception in the Web-master com-
munity is that LookSmart didn’t handle it very well, and the class-
action lawsuit reflects that.”

Whatever the results of the legal suit,  month after the policy the
company had signed up only  companies for its small-business
listings, about one tenth of the former , subscribers for the
service.

Discretionary policies—deciding what your company should 
do in terms of reacting to a crisis, setting up in a dangerous or 
politically volatile labor market, or responding to accusations by a
pressure group—tend to require a much more nuanced decision-
making process than simple issues of compliance. It may not be 
apparent at the time which particular policy or response will be 
most effective in avoiding a crisis or indeed whether any response is
needed.

Peter Sandman refers to this as “yellow flag” territory. These are the
kinds of issues that are neither obviously trivial (green flag) nor obvi-
ously dangerous and require immediate remedy (red flag). Yellow flags
fall into this middle ground, and it is here that many organizations
find themselves poorly prepared to respond strategically. Navigating
through these yellow-flag situations can be one of the most difficult
management challenges in modern business.
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And yet, because these types of issues can often lead to serious
“outrage,” the more that is known about a product or a policy’s impact
and the likely reaction by stakeholders, the better. Therefore, one of
the first decisions that must be made when facing a yellow-flag situ-
ation is how to react to the potential problem as it stands and what
other information corporate decision makers need in order to make a
policy decision. That is why, as we will see, mobilizing the knowledge
of employees with subject expertise becomes so important to a
program of risk management.

As with compliance-based issues, the first and most important step
is usually appreciating the fact that a potential problem exists at all.
For that reason, discretionary issues still call for the same sort of
knowledge management discovery process as any other potentially
damaging compliance issue. Unfortunately, companies seldom have in
place the necessary combination of early warning systems, experts, and
evidence necessary for making an informed decision in these difficult
and dangerous scenarios.

Once again, this brings us back to the thesis of this book: that a
company needs to actively manage risk based upon a formal ethical
framework, accepted international guidelines, KRM techniques, and
an honest and transparent reporting system.

W G C D R B T . . .

Fundamentally, there are three reasons why unethical or illegal activ-
ities occur in an otherwise law-abiding and ethical company:

First, and by far the most common reason, the executives and cor-
porate organizational leaders simply don’t know what is happening.
“Almost without exception,” says Jim Kartalia, president of Entegra,
“crisis postmortems show that the primary reason trivial incidents
mushroom into devastating scandals is that the events were not
reported soon enough or at a high enough level.”

Second, executives do know that a potential problem exists, and
once that potential is discovered, they attempt to remedy the situation
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as required by law, with no sense of how their response itself can be
potentially damaging to the company’s reputation. In short, they move
toward compliance, ignoring the potential dangers of “outrage.”

Third, and most devastating, company leaders do know what is hap-
pening, realize the possible ethical or legal repercussions, but mistak-
enly think it is worth risking anyway, assuming that either they are
unlikely to be caught or the damage is unlikely to take them outside
the threshold of their company’s acceptable level of risk tolerance. All
three of these scenarios reflect failures of knowledge and risk man-
agement.

R M

Finally, I should also say a word about reputation management. With
risk and reputation so integrally intertwined, reputation management is
a term often used synonymously with risk management, although in
fact it is probably more appropriately thought of as a subset of risk
management.

Risk management helps a corporation to avoid disasters that may
cost the company lost sales, a decrease in share value, fines. or legal
restrictions. Reputation management is a term that is now used to
describe the process by which a firm constantly analyzes its image in
terms of views held by its various stakeholders, including customers,
investors, analysts, pressure groups, unions, and the media. It is essen-
tially an ongoing scan of those interest groups, usually done by an
outside firm, that takes periodic samples of how your company is per-
ceived by those groups.

This type of reputation sampling has been buoyed by recent press
and business management suggestions that a company’s reputation can
be leveraged—through brand marketing or “cause-related market-
ing”—and that an organization’s reputation is therefore one of its most
strategic assets. A recent survey by risk and insurance groups com-
pleted by Lloyd’s of London, for example, found that  percent of
those professionals thought loss of reputation was the most significant
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risk facing businesses today. CEO Magazine in the United States, in
surveying the opinions of chief executives, found a similar result, with
 percent of CEOs listing “reputation” as one of the most critical
aspects of continued success.

It is a legitimate consideration and can be an effective marketing
tool. Unfortunately, despite the integral appreciation for the need to
maintain a good brand image, reputation management for the most
part deals less with avoiding problems that might destroy a company’s
brand reputation, as it does monitoring perceptions and enhancing an
organization’s image. It generally takes two forms.

The first form of reputation management is little more than what
is often known as a “clipping service,” which involves straightforward
image research based on media scans. The more sophisticated con-
sulting firms not only help a company to monitor and understand how
the outside world perceives it but also provide a service that helps a
company to understand whether its advertising and public relations
messages are getting through. Often sold as part of an early warning
system for identifying risks to a company’s reputation, these types of
media scans can be a valuable tool for marketing but are generally very
much removed from serious risk management.

The second form of reputation management is a more comprehen-
sive type of survey mechanism, referred to by the larger audit groups
such as PricewaterhouseCoopers as “reputation assurance.”This service
analyzes what risks the company might be likely to face but concen-
trates more on how various stakeholders view the corporation, its prod-
ucts, and overall image. These may involve more complex studies that
reveal how a corporation is perceived by financial analysts and banks
before applying for access to capital or the likelihood of approval for a
“license to operate” in particular communities where the corporation is
contemplating entering. These services often include a broad set of
customer surveys, public opinion polls, and other survey tools.

There are many good examples. Infonic, a consultancy based in
London, for example, provide “brand-monitoring” services that
address such questions as the following:
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• Which of the issues your business faces are growing in
intensity?

• Who are the key online opinion formers?
• How do issues move between audiences?
• Which NGOs lead the debate, and what is their stance and

their strategies?

Ultimately, the goal of these groups is to incorporate an apprecia-
tion for the need to maintain a good reputation into the major
processes of a company, including marketing, plant operations, quality,
strategic planning, and product development. The advantages to this
type of service is that it takes into account a broad sampling of stake-
holders, and the information can be a valuable tool when used as part
of a company’s broader risk management program.

A second group of companies offer a related service, almost entirely
based on a public relations solution. This service, in fact, has become
one of the main offerings of public relations firms these days. These
groups analyze a company’s current reputation through stakeholder
and Internet scanning, and then provide recommendations on how to
improve on that reputation through public relations techniques such
as lobbying for positions on a “most admired company” list or getting
positive coverage in the media for philanthropic efforts. Although
effective at times, these types of public relations–based attempts at
reputation manipulation can have their drawbacks, with pressure
groups citing the cynical and manipulative nature of this type of
approach. In fact, it is just this type of public relations focus that has
led to accusations by activists and the media of general corporate
insincerity—of “greenwash”—when it comes to ethical behavior and
corporate social responsibility.
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EIGHT

Integrating Ethics, Risk, Standards,
and Knowledge Management into

an Ethical Framework

Although most corporations have developed some aspects of each of
the key areas that we have been talking about, a single broad process
for avoiding corporate disasters, certainly for most stage one and stage
two companies, has remained largely “unmanaged.” However, as the
outside world begins to exert greater pressures on corporations to
behave well—through aggressive mass media, pressure groups, legis-
lation, regulation, and litigation—progressive companies are realizing
just how imperative and strategically important it is that they develop
and coordinate these four key areas, in order to avoid foolish and costly
ethical or legal blunders.

Of course no company will be able to protect itself against all types
of risks. The very nature of decision making and discretion means that
organizations will still make catastrophically bad decisions from time
to time on discretionary issues regarding such areas as product mar-
keting, advertising, or public relations. However, at the very least, these
decisions should be made based on a clear understanding of the issues,
on the opinion of important stakeholders, and on the likely repercus-
sions to the organization.

More importantly, corporations can go a long way toward prevent-
ing the compliance-based violations that can ruin a reputation and
cost the company millions, and that usually come about through unin-





tentional actions or because executives are never made aware of the
problems. To do that, a company must identify likely risks before they
occur, assess their exposure, and then take logical steps to eliminate
the risk and to mitigate damage, a type of decision-making process
that is dependent upon an integrated approach to ethics and risk 
management.

There is no single model for integrating knowledge and risk man-
agement (KRM) that can be applied across the board to companies
large and small, in various industries. Methods vary widely among
stage three and four companies. Intel, for example, uses a formal
process for collecting risk information from its customer service agents
and customer resource management (CRM) system and from its
ongoing environmental health and safety (EHS) approach, its envi-
ronmental management systems, and its  certification process.
McDonald’s provides employees with a point-and-click incident man-
agement system that is available in every restaurant so employees can
enter any incidents immediately and confidentially, to be recorded and
acted on in a formal incident management process.

Other companies have a more formal ongoing process such as the
ones we describe later in this chapter. No matter which approach your
company may choose, there are two important principles to keep in
mind:

• The process should be formally managed.
• It should involve employees from the shop floor to the

executives.

A P  I 

K  R M

One organizational concept that has proven valuable over the past 
years is that the more a company can integrate its different functional
silos, in terms of process, systems, and communications, the more pro-
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ductive and effective the organization will be. This was the logic
behind the business process reengineering movement of the early
s and has increasingly become the commanding theory of effi-
ciency, incorporated in new Enterprise Resource Planning (ERP)
platforms, Enterprise Application Integration activities, and with new
extended supply chain practices. In addition, as we have seen, it is this
same enterprise-wide coordinating effect that has been the basis for
the development of the knowledge management movement. As we are
beginning to understand, it is the evolutionary nature of efficiency in
a company to integrate and coordinate.

The same is true of risk management. After all, as we have seen,
risk to a company can come about because of, or at least involve, many
different groups in an organization: operational health and safety,
human resources, technology, finance and accounting, strategic plan-
ning, and public relations. It is unworkable for an organization to try
to manage risk on a departmental or functional basis when ultimately
the result will have an impact on other functions and on the reputa-
tion of the firm overall. For this reason, the next imperative for cor-
porations is to provide an integrated, coordinated management process
that manages risk throughout the organization using leading KRM
techniques and enterprise systems.

“Integrated risk management,” notes the Treasury Board of Canada
in its “Best Practices in Risk Management” report, “is a continuous,
proactive, and systematic process to understand, manage, and com-
municate risk from an organization-wide perspective.” (It, like several
other federal, state, and local authorities in Canada, Britain, and 
Australia, has advocated this type of integrated risk management ap-
proach for local government.)

At an organizational level, the goal of this integrated enterprise-
wide risk management process is to allow a company to actively scan for
potential risks that confront the organization at all levels, in all depart-
ments, allowing company experts and decision makers to analyze and
prioritize those risks and manage them at a corporate level.
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As in all stage three and four companies, the process should be as
follows:

• Systematically applied: Not left to develop in a piecemeal,
haphazard, or unmanaged way.

• Consistent and continuous: The process cannot simply be put
in effect once a problem has come about; it should be
integrated into the DNA of business strategy, planning,
operations, and day-to-day decision making.

• Proactive: No matter what types of risk your organization
faces, it pays to have these types of processes in place before
things go wrong. That means developing ground rules,
formally establishing a system for identifying and escalating
issues, and putting in place procedures and resources that are
trained to react to those issues.

K P   P  I R M

There are many ways to approach an integrated process of KRM, but
one way is simply to break down the process into  generic steps:

• Planning the KRM framework
• Building a dedicated ethics and risk management team
• Completing an initial risk “scan” to identify and prioritize

major company risk areas and to test the readiness of the
company to react to potential incidents

• Identifying key experts through knowledge mapping and
“hard tagging”

• Creating an “accountability matrix” of key decision makers
and process owners

• Identifying and training “early alert” teams
• Incorporating key techniques into existing operational and

management structures
• Educating and training employees at all levels
• Reacting to a risk situation
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• Creating an executive risk review matrix
• Monitoring, reevaluating, and “adjusting”

Step One: Planning the Knowledge and Risk Management
Framework

Preparatory work will require the active support of senior executives,
dedicated resource, time, money, considerable planning, and a good
deal of diplomacy and communication. For that reason, the first step
for companies that are ready to move toward an integrated risk man-
agement approach is to develop the business case and enlist executive
and board support. Key steps should include building a case for action,
taking that case to corporate leaders and board members for sponsor-
ship and endorsement, and getting the necessary funding and
resources approved.

Step Two: Building the Ethics and Knowledge and Risk
Management Team

As we have noted before, although the chief executive officer and the
board of directors should be directly involved in the risk management
process, many companies that have developed a strong risk manage-
ment framework have an internal risk management group, headed by
the chief ethics officer in a what is often a combined role—chief ethics
and risk officer (CERO)—with assistance from a dedicated team of
risk facilitators.

This specialist risk management group, like the knowledge coordi-
nators of knowledge management projects, is responsible for the
success of the overall program, as well as for communicating the goals,
principles and procedures to employees, and acting as a center of excel-
lence for consultation on all matters of ethics and risk. These activi-
ties include the following:

• Communicating the business case for action for a risk
management process to all employees
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• Facilitating educational and early risk scanning workshops
• Providing advice and continuity
• Collecting, assessing, and prioritizing risks that are identified

throughout the company
• Preparing the risk matrix for senior management
• Monitoring compliance
• Emergency reporting of serious risks

Facilitators are important initially because they can help communi-
cate the need and the method for the initial risk scan (see the next
section) and bring some continuity to the process for identifying risks
at the grassroots business level. In a large corporation, these facilita-
tors will attend hundreds of small group meetings, explaining the
process and the business case, and encouraging employees to help
identify risks on a daily basis. As this process of risk scanning becomes
more routine, the role of the facilitators largely disappears, and line
managers themselves become responsible for escalating potential risks
back to the CERO. Facilitators usually become part of the Ethics and
Risk Committee and continue in a liaison and education role,
although no longer actively facilitating meetings.

Finally, because many of these activities have traditionally been the
responsibility of a company’s Internal Audit Committee, members
from that committee may be co-opted or form the bulk of the
resources of this group. Equally important, the chief knowledge officer
(if the company has one) and representation from MIS (information
technology) should be integrally involved with the design and plan-
ning stage.

Dave Stangis, Intel’s manager for corporate responsibility, explains
that Intel has a “virtual network” of interested directors who meet on
a quarterly basis to discuss process links and collaboration in terms of
key risk issues. Many managers—from its risk management group,
EHS, legal, emerging issues management, or corporate affairs—have
a similar interest in key issues. “A part of each of their job is focused
on corporate reputation and corporate responsibility and other risk
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management issues—there are pieces in there in terms of legal liabil-
ities, health and safety, facility safety, compliance and so forth, that
crossover roles—so we talk as a team.”

Step Three: Completing an Initial Risk “Scan” and Corporate-
Readiness Assessment

Step three involves understanding the likely areas of risk exposure
facing your organization and determining how well the company is
currently prepared to detect, preempt, or resolve a serious incident.
This means first looking at the company’s core activities—product
development, health and safety, environmental policy, employment
policies—and determining where potential risks are most likely to
occur. This initial assessment can best be done through a risk analy-
sis process, sometimes known as a risk “scan.”

This process is a repeatable method for scanning for risks that once
the basic approach is understood can be done on an almost daily basis
in order to sense and respond to potential or emerging risks around
the company. There are two components of risk scanning.

The first component is an initial corporate risk readiness assessment,
which examines how well the company is prepared to recognize and
react to potential risks. This is conducted at the outset of the project
and is integral both to creating a case for action and for beginning the
employee education and training process.

Usually conducted by members of the company’s Ethics Commit-
tee and overseen by the chief ethics officer, this initial risk scan usually
consists of a series of facilitated information-gathering workshops and
training sessions at various levels throughout the organization.

The second component ongoing risk scanning is begun with this
initial corporate-sponsored program but then continues on a regular
basis as line managers pick up responsibility for continuing the risk-
scanning process on an ongoing basis, by incorporating a risk analy-
sis for their area into regular employee and management meetings.
This process for ongoing issue scanning—the basis for collecting
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issues and concerns from line employees—begins to incorporate the
risk management process directly into day-to-day operations at all
levels of the company.

The Initial Risk Scan

An initial scan needs to identify and focus at a minimum on key areas
where risky behavior is likely to occur, for example, the launch of a
new or controversial product, a new project, or a reoccurring or poten-
tially dangerous manufacturing or support activity. It should also focus
on the key areas that we looked at earlier in this book, such as regu-
latory compliance, EHS, equal opportunity employment compliance,
and aspects of corporate governance. Other issues might include risks
involving the following:

• Retail site selection
• Local employment
• Living-wage policies
• Layoffs and downsizing policies
• Adherence to local “cultural norms” in foreign economies
• Union membership
• Security
• Employee privacy

There are many different types of tools or methods—many learned
from knowledge management techniques—for this type of risk scan-
ning. These include straightforward interviews, brainstorming work-
shops with employees or stakeholders, “what if ” scenario reviews, or
confidential opinion polls and surveys. This process should also
involve various stakeholders such as unions, nongovernmental organi-
zations (NGOs), regulatory agencies, and local community leaders.

Rather than have members of the Ethics Committee (now omi-
nously often called an Ethics and Risk [E/R] Committee) complete
this initial risk assessment alone, some organizations have their E/R
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Committee coaches simply provide first-level managers with a collec-
tion of templates, checklists, and leading practice guidelines, prompt-
ing them to work with their immediate reporting employees to analyze
potential issues and evaluate risk themselves. Once identified and pri-
oritized, these operational managers themselves then take issues that
they have registered as important up the managerial ladder.

The obvious advantages of this method are that it makes managers
themselves responsible for day-to-day risk management from the
outset of the project and it is a less formal and less employee–inten-
sive process. The obvious problem with this approach is that managers
may not want information that possibly reflects badly on their per-
formance to move up the corporate ladder and often do not appreci-
ate the wider, strategic consequences of local issues. That is where the
E/R Committee coaches become invaluable.

There are many ways of analyzing company risk during this initial
assessment, including surveys, confidential questionnaires, and group
workshops. For specific operational risks, many companies are already
using some form of HAZOP study, which is a methodology, usually
with accompanying software, for identifying operational hazards.
Most production or manufacturing companies will already have expe-
rience with these types of reviews as part of their process safety man-
agement (PSM) practices, usually required by the Environmental
Protection Agency (EPA) or the Occupational Safety and Health
Administration (OSHA).

There are other more complex methods for technical diagnosis of
risks such as fault-tree or effects analysis, but these are seldom helpful
at this level of risk scanning, where the main goal is to simply iden-
tify the key areas of potential concern and understand how well the
company is prepared to react to an incident.

One of the first results of the scan should be to reveal areas, usually
widely recognized but seldom formally spoken about, in the opera-
tional work environment that are knowingly violating ethical or com-
pliance rules. In this regard, questions need to focus on routing out
problem areas such as a prevailing culture either in the corporation as
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a whole or in specific departments that finds “fudging” of ethical or
legal guidelines acceptable. If there have been frequent EHS viola-
tions, for example, how have local managers, as well as senior corpo-
rate leaders, responded?

This risk-scanning process has both a proactive and a reactive com-
ponent. The initial purpose is to identify, proactively, broad areas or
activities in which risks are likely to occur. However, the initial scan,
which reveals a “snapshot” of the corporation’s current risk situation
can be repeated once every quarter or twice yearly to continually
monitor the company’s risk situation and the progress of managers and
groups. This should still be completed by the E/R Committee.

The Ongoing Risk-Scanning Process

The process of ongoing risk management should gradually become
the responsibility of employees and managers throughout the organi-
zation, built into the operational processes of the company through a
formal process that encourages risk discussion and assessment in all
operational meetings and activities.

As the process matures, this ongoing risk-scanning process (com-
bined with quarterly or biyearly audits performed by the E/R 
Committee) encourages employees at all levels to actively anticipate
potential problem areas and activities that are most likely to present a
threatening incident of safety, regulatory violation, or indiscretion.

Again, Intel serves as a good example. “One of the things that helps
us,” says Dave Stangis, “is that our environmental, health, and safety
organization continues to strive to be out in front—especially in terms
of learning from repeat or near-miss kinds of things. They have whole
networks of information around the globe—we call it the “EHS work-
stations”—that track every single incident, digs into root causes, and
puts in place actions so it doesn’t happen again.”

“These things,” he explains, “are all reported quarterly to the senior
management. It has been that way for a decade, so it is a really robust
system. . . . So now we are looking at new ways to go beyond simply
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learning from mistakes and are now trying to anticipate potential
issues.”

Just as there is a division between ethical and operational risks, the
scanning process also needs to take into account risks that occur at
both the corporate and the operational level. At the corporate level,
incidents will be more strategic in nature, and should include politi-
cal, economic, and social issues relating to planned new investments.
Typical corporate-level issues might include examining proposed pro-
jects and how they may affect and be received by the local communi-
ties, either domestically or in developing nations. Similarly, a strategic
risk scan should examine likely environmental or social issues associ-
ated with the proposed project in a risky market, such as issues of
bribery, official corruption, health, or political turmoil.

Assessing these types of risk seems an obvious part of making
strategic decisions, yet it is surprising how seldom these issues are 
analyzed in a coherent way, using the knowledge and expertise of
nonexecutive employees. Nor are concerns always brought to the
attention of other organizational leaders until after key strategic and
operational decisions have been made, money allocated, and NGO
denunciations already making headlines.

The process must not just be internally focused. It also should iden-
tify the broad spectrum of stakeholders who may be affected by a
project, a product, or a plant relocation. In this regard, integral to this
ongoing risk-scanning process should be contact in a formal and con-
sistent way with key stakeholders (e.g., unions, local community
leaders, NGOs and pressure groups, government officials, suppliers,
and business partners) that have a direct interest or influence over the
company’s reputation.

It is important to remember that this risk-scanning process is
neither an employee satisfaction survey nor (from other stakeholders)
just a reputation scan. Once established, it should be seen as a con-
tinuous ongoing search for issues at all levels of the organization. The
objective is to discover potential problem areas and to quickly begin
to understand the company’s options should an incident occur. That
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is why the entire process must be fully integrated into current
processes, structures, and systems. Long-term trends are important,
but these types of scans occasionally will highlight a more immediate
urgent concern that might have been overlooked or suppressed if a
formal process were not in place.

The end result of this initial risk scan is to build a readiness profile
that can be brought to senior management and the board as a basis
for recommendations as a part of confirming a business case for
moving ahead with an integrated risk management process. Based on
this readiness profile, a company can move forward and begin to iden-
tify resources and assign roles and responsibilities.

Step Four: Identifying Key Experts through Knowledge Mapping
and “Hard Tagging”

As we have seen, formally identifying and “hard tagging” company
and external specialists is a key tenet of knowledge management.

At Intel, for example, the development of these communities of
practice, or “virtual networks,” is key to their enterprise-wide risk
management process. “What we are trying to do,” says Dave Stangis,
“is to better institutionalize all of these great virtual networks that we
have. And a lot of that, I admit, is still ‘people glue’ and individual
knowledge and energy linked up, all wanting to do the right thing.
There are people in almost every organization at Intel who really find
energy and personal interest in this corporate responsibility, or what
ever name you choose to call it, doing the right thing . . . and they
drive a lot of this.”

Step Five: Creating an “Accountability Matrix” of Key Decision
Makers and Process Owners

It is important to determine who the key decision makers will be
during a crisis so they, along with other experts, are aware and well
informed about an incident from the outset. As Patrick Caragata,
author of Risk: The Invisible Killer notes, “Especially for small compa-
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nies with smaller staff, you need to identify the people who you can
turn to in a crisis long before the crisis begins.”

Step Six: Identifying and Training “Early Alert” Teams

Once a risk arises, either through the scanning process or from the
continuous risk process now incorporated in day-to-day management
meetings and morning reviews, a company needs to determine how to
react. Having set up procedures for identifying risks it is now impor-
tant to bring together the necessary resources for analyzing, assessing
and prioritizing them.

Once a risk is raised, depending on its nature and perceived urgency,
the CERO convenes an “early alert” team (sometimes known as an
incident or crisis management team), which at the discretion of the
CERO can consist, as necessary, of the following:

• Employees who understand the immediate circumstances of
the situation

• Managers in the command chain up to the chief executive
officer (CEO)

• Legal and human resources representatives
• A representative from the company’s “internal audit” group
• “Hard-tagged” specialists who have relevant experience with

similar incidents
• A representative from Corporate Affairs

This early alert team forms the core group with responsibility for
assessing the risk and reporting to the E/R Committee. They are
usually supported by electronic systems (see Chapter ) as appropri-
ate, for example, an incident management or risk management system,
related knowledge databases for legal and personnel issues, and e-mail
groupware for communicating, distributing relevant documentation,
and scheduling meetings. For advanced companies that have a knowl-
edge management regime in place, a database of similar issues in the
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past may be available for comparison and lessons learned, along with
the names of employees who can be contacted who were involved in
resolving earlier similar incidents.

Step Seven: Incorporating Key Techniques into Existing
Operational and Management Structures

Once the initial risk scanning is complete, the same scanning process
should be incorporated directly into the company’s operational frame-
work. This is usually most effectively done simply by making regular
risk reviews part of all employee and management meetings. Although
alternatives to the continuous risk scanning should always be available
(e.g., confidential e-mail or hot-line contacts), it is important not to
allow this process to be seen as bureaucratic or separate from the
company’s existing operational, management, and decision-making
structures. On a regular basis, employees should be asked as part of a
formal process what if any possible risks they perceive might be arising
in their area.

Most companies find that tools such as surveys or formal brain-
storming, though occasionally justified and useful during the initial
scan, quickly contribute to “survey fatigue” and a perception among
employees that the risk management process is still essentially audit
based and separate from their day-to-day responsibilities. One of the
most effective methods for revealing possible risks is for managers to
simply throw out the following question during their regular employee
meetings: “Is there anything we are doing that may result in an inci-
dent that will damage the reputation of the company?” By simply
incorporating regular risk management analysis into everyday meet-
ings, reports, and existing roles, a company not only keeps costs down
but also “normalizes” the process.

“Managers should be conscious of risk management and integrate
it into their other management practices,” advises the Treasury Board
of Canada. “Overly bureaucratic and complex processes will submerge
risk management into irrelevance. Managers need the flexibility to use
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techniques that make sense for them and their operation. However,
the technique must allow for the roll up and comparison of operating
unit results at the corporate level.”

The environmental scan has the advantage of raising both poten-
tial and immediate risks. For those risks that are identified in the
process as serious, the committee will already be monitoring events
and the board and CEO will be actively involved until they are
resolved.

Ongoing Risk Monitoring and Reporting

The vast majority of issues that are raised during an ongoing envi-
ronmental risk-scanning process are usually quickly resolved by first-
level management. After all, most risks are best identified and dealt
with by functional managers on the shop floor, salespeople deal-
ing directly with distributors, or procurement staff that work with 
suppliers on a daily basis. Nonetheless, as a part of an ongoing process
of documentation and monitoring, these identified risks, as well as a
log of actions taken and a summary of the risk’s resolution, need to be
captured in formal incident reports.

To motivate employees to contribute something worthwhile to this
ongoing risk-scanning process, risk identification must become part
of the way business is done every day. This means not only that risk
management needs to be part of daily meetings and the ongoing oper-
ational decision-making process but participation has to be part of
employees’ performance evaluation and incentive program (see
Chapter ). Building an ongoing report of those activities to be
reviewed by the E/R Committee as part of a manager’s compensation
package is a strong motivation for taking the program seriously.

There are several ways that this information can become part of
your company’s reporting system, but a cascading of reports upward
usually seems to be the easiest and most effective method. Key issues
are raised as part of the “executive risk review matrix” presented to the
CEO and the board usually on a weekly basis.
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For a more general monitoring of risks and the progress of the risk
process itself, some organizations have individual process and func-
tional managers who report three or four times a year to the Ethics
Committee itself, highlighting what risks have surfaced and detailing
their actions to help control them. The Risk Management Commit-
tee in turn produces an internal report (usually quarterly or biannu-
ally) that is presented to the CEO and the board-level Ethics
Committee, explaining the key areas of risk that were identified
through the environmental scan and detailing the actions that are
being taken to mitigate those risks. These reports in turn, with the
most progressive companies, become part of their triple–bottom-line
reporting process.

Marks and Spencer, the UK retailer, for example, has each of 
its group businesses regularly assess risk—financial, ethical, social,
and environmental—according to likelihood and severity. These 
risk assessments are then sent to the company’s corporate gover-
nance department that then presents the information to the Group
Operating Committee, which is chaired by the CEO and includes
representatives from the board, audit, and CSR committees. Roger
Holmes, the chief executive, then presents the company’s “risk profile”
to the corporate board twice a year.

Benefits of the Risk-Scanning Process

Of course, the risk-scanning process is more than just the best method
for identifying and dealing with potential issues that can cause the
company harm. The very fact that the process is formal and ongoing
and involves many levels of the organization stresses to employees
throughout the company the value placed on ethical behavior and risk
awareness.

The process also helps in a more long-term way. After all, one of
the most effective practices developed in the knowledge management
process is to create a risk “knowledge base” of issues that have arisen
in the past and lessons that have been learned from their resolution.
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“Corporations need to build a reputation risk knowledge base of
issues, incidents, and problems, as well as the outcomes, results, and
solutions,” contends Jim Kartalia. “Historical information about inci-
dents, combined with the information gained from the identification
process, provides management with a powerful and complete knowl-
edge database to help build better training and more successful pre-
vention programs.”

It is only through this type of historical information that executives
can assess how well the risk management program is working and
make adjustments as necessary. It also helps to provide a business case
over the long term for doubters.

Moreover, given what seems to be an inexorable movement by com-
panies globally to move toward triple–bottom-line reporting, these
types of historical knowledge repositories are going to be required
more and more of companies as part of that reporting process. There
can be little doubt that in the unlikely event that a corporate disaster
does occur, despite a strong risk management program, executives and
board members will have a much stronger position to defend their
actions, if they have a complete and accurate account of all actions
taken. It is the only way to prove to outside auditors and potential lit-
igants that the company leadership had done all it possibly could to
avoid unethical or illegal behavior.

Possibly most important of all, this type of reporting also de-
monstrates that the company values a knowledge-sharing culture, and
that as a company it learns and improves continuously. After all, the
knowledge-sharing culture, more than even the risk management
process itself, is what will help a company identify and deal with risks
and unethical behavior. It is the type of process that demonstrates best
that employee openness and opinions are valued, and that the
company encourages information and knowledge sharing and supports
those employees who value a strong ethical culture.

It also promotes many of the most important aspects of knowledge
management itself: collecting lessons learned through learning audits
and after-event reviews, sharing best practices, tapping into the expe-
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rience and opinion of employees at all levels, respecting the value of
the opinions of stakeholders, and building continuous learning plans
into not only the risk management process but also the day-to-day
operations and decision-making processes.

Step Eight: Educating and Training Employees at All Levels

Employees need clear and detailed guidance on what they need to do
when risk or ethical issues arise in the workplace. Accordingly, a strong
program of ethical and risk management education and training is
essential to gaining “buy-in” from employees at all levels. As we will
see in Chapter , this education and training program is an important
first step toward developing a knowledge-sharing culture and should
combine both theoretical and practical aspects of ethics and risk 
management.

Step Nine: Reacting to an Identified Risk

Once a potential risk has been identified, the CERO and his or her
“early alert team” needs to analyze, categorize, and prioritize the risk
(Figure .).

Initially the team will want to rank the risk in terms of several key
factors. The first factor is the effect of the risk on the company and stake-
holders. This should be discussed in terms of best- and worst-case sce-
narios, listing who might be affected, and in what way, for example,
reputation, property, employee morale, possible litigation, fines, or
NGO outrage.

It is also important to consider the company’s ability to control the risk.
In some scenarios, such as a hurricane or natural disaster, the company
may have little actual preventive control but will want to consider dis-
aster preparedness, backup systems, and evacuation policies. In other
scenarios, such as repeated EPA violations, a possible safety issue, or
employment of underage workers in a developing country, the
company is likely to have a high degree of control over the issue, what-
ever the relative costs.
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Another factor to consider is the likelihood that the risk will materi-
alize. This is usually going to be based only on the best judgment of
the team members, but that is why it is so important that a cross-
functional team, experienced with facing and resolving similar 
incidents in the past, is formally mobilized.

Many of these rankings are highly subjective, but ranking will
become more obvious the better the team understands the issue and
its potential effect on various stakeholders. Every organization has dif-
ferent levels of risk tolerance, and that needs to be considered in this
process. However, as we noted earlier, only discretionary risks should
be considered part of this type of assessment process. Compliance-
related risks should be dealt with in absolute and immediate terms.
Too often, stage one or stage two companies have felt that they were
willing to take a chance and suffer the consequences on compliance-
related issues, but this undermines the entire ethical process, from
values through the ethical code, and ultimately, risks outrage not only
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by stakeholders but serious damage to the company’s reputation and
to employee morale. As part of their adherence to company values,
executives and company leaders need to repeat as if a mantra, “It is
unethical, and illegal, it is not what our company is about, and it is
never worth the risk.”

In addition, of course, even discretionary risks (i.e., those that do
not involve legal compliance) need to be assessed with the “outrage”
factor (discussed in Chapter ) in mind. Yet, as we have seen with the
many examples throughout this book, too often this type of decision
is made without really analyzing what those consequences, in terms
of reputation and “outrage,” might have on the company.

That is why, once again, a formal risk management approach is best
used in combination with a strong and well-established ethical frame-
work. It is only when responsible decision makers can refer back to
these company values, the code of conduct, and the guidelines estab-
lished under their reporting initiatives, that they can make a decision
on risk based upon that context.

The combination of an ethics framework, strong standards, and a
formal risk-review process means that stage three and stage four com-
panies will have a much lower tolerance for environmental, employ-
ment, health, or safety risks, and possibly a greater tolerance and more
realistic appreciation of perceived risks when it comes to marketing or
product development.

Step Ten: Create a Risk Matrix for Senior Management

As with any good executive-level report, it is important to be able to
extract information from several sources (e.g., quality reports, the risk
scan, and EHS compliance audits) and to summarize, often on a single
page, the various major risks that a company faces in both the imme-
diate and the longer term. This is particularly valuable when repeated
EHS violations are occurring, which independently and at a depart-
ment level may never have been recognized as a concern by senior
management.

 A P  C I



This type of analysis is not only important for anticipating upcom-
ing risks but also can help senior management and the board to under-
stand patterns of behavior, trends, or the interrelationship of risks that
could potentially develop into incidents.

Step Eleven: Monitor, Reevaluate, and “Adjust”/Review, Learn, and
Record

Finally, it is important that employees continuously learn from the
process, incorporating lessons learned into new procedures and con-
veying those lessons to other employees through education, training,
and the communication program.
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NINE

Creating a Culture of Integrity 
and Knowledge Sharing

Creating a culture that values and guards a company’s integrity is not
something that can be done instantly and depends upon being able to
coordinate employee knowledge and efficient information-gathering
and analysis techniques, with decision-support systems, ethical guide-
lines, and strong and consistent executive support. One thing that is
certain is that at the heart of any effective company-wide program is
employee acceptance. This is especially true with an initiative such as
this, in which the knowledge and experience of every employee becomes
paramount to identifying and dealing with risks at an early stage.

According to the Treasury Board of Canada, an organization
demonstrates continuous learning with respect to risk management if
the following conditions have been met:

• An appropriate risk management culture is fostered.
• Learning is linked to risk management strategy at many levels.
• Responsible risk taking and learning from experience is

encouraged and supported.
• There is considerable information sharing as the basis for

decision making.
• Decision making includes a range of perspectives including the

views of stakeholders, employees, and citizens.
• Input and feedback are actively sought and are the basis for

further action.





Employees cooperate with a company as part of their social con-
tract for a number of reasons: money, security, comradeship, interest,
status, and even loyalty. However, invariably, to function at their
maximum effectiveness, employees at any level in the organization
have the need for two important things: clarity and credit.

Almost every employee at any level will accept the need for legal
and ethical behavior. The challenge for management is to convey the
absolute necessity of that ethical behavior in the face of day-to-day
pressures on employees to perform and achieve targets. Obviously,
asking employees to consciously balance ethical behavior (long-term
good) against the pressures of time and the need to perform at high
expectations (short-term good) becomes even more difficult in a
culture in which any dissenting voices are seen as negative and coun-
terproductive, that is, where employees are only expected to give “
percent,” without question. The difficulty, as Debra Amidon, founder
and chief executive officer (CEO) of Entovation points out, is that
“we remain steeped in the traditions of competitive strategy, as indi-
viduals, teams, enterprises, and entire nations. The creation of a truly
collaborative culture is consequently an extremely challenging task.”

In this new era of business, company executives can no longer afford
to preside over a business culture in which employees willingly and
obediently commit unethical acts. In that culture, an ethical frame-
work simply becomes nothing more than a legal protection exercise.

“Many companies now understand that corporate social responsi-
bility cannot flourish in an environment where innovation and inde-
pendent thinking are not welcome,” observes Business for Social
Responsibility. “In a similar vein, there must also be a commitment to
close the gap between what the company says it stands for and the
reality of its actual performance. Goals and aspirations should be
ambitious, but care should be exercised so the company says what it
means and means what it says. A  Arthur Andersen report found
that having an ethics and compliance program that employees per-
ceive to exist only to protect the reputation of top management may
be more harmful than having no program at all.”
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These types of corporate cultures, endemic particularly in the
United States where making the numbers at every level every quarter
is seen as all important, undermine much of the effectiveness of an
ethical knowledge and risk management (KRM) framework. Given
that employees take their cue from leadership, if management accepts
the business case for early risk identification and ethical behavior by
its employees, it will have to convey that to employees in a positive
and unambiguous way.

“If you’re going to have the kind of pressure that’ll make decent
people go wrong,” says Carl Skooglund from Texas Instruments,
“you’ll find it in the employee-supervisor relationship. There are two
ways that the employee-supervisor relationship can really go wrong:
one, if you set goals that realistically cannot be met, and two, if you
have an environment where the employee is made to feel that failure
is totally unacceptable.”

Thomas White, a specialist in corporate ethics, agrees. “When the
cost of failure is too high, people feel enormous pressure to compro-
mise both their own values and the company’s stated standards. And
for all practical purposes, it’s an employee’s supervisor who determines
the cost of failure.”

As we have seen, there need not be a conflict between profit and
good behavior, but employees simply need to understand what is
expected of them. That is why communication of a clearly written set
of value statements and code of conduct—endorsed and delivered by
senior management—is so important. Combined with an unambigu-
ous set of activities for analyzing and reporting on risk, most employ-
ees will welcome the clarity and the opportunity to contribute.

The second thing that is important to all employees is that they
receive credit (e.g., compensation, praise, or status) for their efforts.
This doesn’t always have to be tied directly to compensation and per-
formance appraisals (although that helps a lot) but can be manifested
in simple approval and recognition from their managers and peers.
Whatever the format, it is integral to changing attitudes and ensur-
ing widespread acceptance.
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For most companies that have been working on initiatives in this
area, the key to successful employee acceptance comes primarily from
four (arguably) straightforward techniques for ensuring success of
these types of programs:

• Communication
• Education and training
• Incorporating risk and knowledge sharing into day-to-day

operational activities
• Incentive programs

T C P

The importance of a formal process of employee education and com-
munication has been demonstrated many times during the past decade
as companies have made dramatic structural changes or implemented
International Organization for Standardization (ISO) standards or
Enterprise Resource Planning (ERP) systems.

This high level of communication and training is valuable in several
ways. First, and most obviously, it educates employees and effectively
conveys corporate values and the importance of behaving ethically.
The process also teaches employees important personal skills, such as
team cooperation, analytical skills, and the need to take personal
responsibility for the day-to-day activities that can affect the good
name of the company. And because every employee is trained uni-
formly, there is the added advantage of a common language and
purpose. Every employee should know how to access information on
standards or compliance requirements and to discuss or report viola-
tions. Discussions on risk should become routine and businesslike and
not be seen as exceptional or accusatorial.

This communication policy is important as well because it provides
the clarity that all employees require about the often complex and con-
flicting pressures of balancing “making the numbers” with an ethical
code of conduct. Employees cannot be expected to intuitively under-

 A P  C I



stand how to effectively balance productivity with probity and open-
ness, and nothing causes greater resentment in an employee than being
held accountable for policies or behavior that is inconsistent or 
unexpressed.

Because these company-wide programs are not without cost and
disruption, the fact that senior leadership is willing to make that type
of investment demonstrates to all employees that the corporation takes
the issues or ethics and risk management seriously. Moreover, a good
communication program demonstrates to the outside world that the
company is fulfilling its legal responsibilities, something that is
increasingly important under strict U.S. sentencing guidelines.

Two-Way Communications with Stakeholders

Something that we have learned over the past decade with enterprise-
wide programs is that an effective corporate communications program
is not simply telling employees what is expected of them. A good com-
munications policy is ongoing and actively seeks (in fact is dependent
upon) input from employees and various parties interested in the
outcome of policy.

For that reason, the communication process should also extend to
various stakeholders who in the past may not have been considered part
of corporate policy making. These include all the parties who might be
affected by corporate activities: suppliers, investors, analysts, and non-
governmental organizations (NGOs) and local communities. In fact,
the more these many different and often conflicting parties can be con-
sulted in the development of the risk decision-making process the
better.Two-way communication (i.e., asking their opinion and keeping
them informed of policies) goes a long way to curbing knee-jerk reac-
tions when volatile issues arise. It also helps to address one of the prob-
lems that often plagues a risk management review: understanding the
gap between perceptions and reality in any situation.

In fact, this stakeholder dialogue is one of the fundamental tenets
of the AccountAbility  (AA ) approach and is one of the
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reasons why an effective risk management process can be strength-
ened by the methodical approach that comes through the use of these
types of standards.

Executive Education

Finally, there should be a communication policy for senior manage-
ment and board members. Too often senior leadership actually does
not understand what the company is doing to promote an ethical
culture or to identify risks. At the outset, senior officers of the corpo-
ration should meet in an executive alignment workshop, specifically
dedicated to the subject of an integral program of ethics and KRM.
Most large companies will find this difficult to manage, but there are
many important reasons why companies need to overcome their
natural tendency to avoid investing precious time in these types of
workshops among its senior leaders. In the first place, it helps all 
executives to get on the same page so they all understand exactly why
the program is needed and what it involves. It also allows them a 
structured but informal environment to discuss their concerns, to
clarify ambiguities, and to come to a consensus on the business case,
resources, and approach. Most executives will probably believe that the
company already has a strong ethical and risk management approach,
and if the company doesn’t and they need to understand that, there
can be nothing more valuable than this type of alignment workshop.

The communications policy also needs to involve the board of
directors, a group that is too often excluded from direct involvement
in these types of efforts. After all, the purpose of the board of direc-
tors is oversight, and there should be no greater concern to them than
making certain that the company is managing risks well. One of the
most often-cited issues with regard to recent scandals was that board
members had no sense of the complexities or activities occurring in
the company that they were being paid to oversee.

Directors are used to flipping through Audit Committee reports
and nodding sagely, not asking questions in fear of looking out of
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touch or ignorant. One thing that I have always found is that both at
the senior executive and the board level, people are often afraid to ask
questions, even though the ability to fulfill their management and
oversight function is dependent upon a thorough understanding of the
situation. Senior leadership needs to understand what the process for
risk management is and to understand its role in that process.

“The most effective and profitable operation of the company,”
contends Martha Clark Goss, director at Foster Wheeler, “is usually
a board’s prime interest, which it should be. But there are times when
it is not clear how a board member can have a direct impact on effec-
tive management of the company without engaging in micromanage-
ment. The best way to solve this dilemma is to place more of a focus
on ensuring that a well-structured strategic risk management plan
exists and is operating effectively.”

Tools for Communication

The methods used to communicate to various parties in this process
can vary widely but usually include several things.

First, a statement from the CEO stressing the importance of the
program, delivered either in person or videotaped. Texas Instruments,
once again provides a good example.

“Let there be no mistake,” explained the late Jerry Junkins,
former CEO of Texas Instruments, on the corporate video shown to
all employees. “We will not let the pursuit of sales, billings, or profits
distort our ethical principles. We always have, and we always will,
place integrity before shipping, before billings, before profits, before
anything. If it comes down to a choice between making a desired profit
and doing it right, you don’t have a choice. You’ll do it right.”

Some companies include a review of the progress of the ethics/risk
program as a regular feature of their quarterly management and
employee meetings, and many companies use ethics newsletters with
specific or hypothetical examples of ethical dilemmas to reinforce the
company’s uncompromising stance on ethics. Hot-line policies and
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contact numbers should be made known. The intranet and internal
portal in several progressive companies now have a sidebar, with links
reserved specifically for ethical and risk issues.

Most companies also have the chief ethics and risk officer (CERO)
make a series of “road-show” speeches to employees and various
outside stakeholders, explaining the ethics program. Ray Mattholie,
head of risk and insurance solutions at British Telecom, explains that
he promotes their risk solutions department “as a ‘center of excellence’
to spread risk evaluation procedures through the company and 
‘disseminate a risk culture.’ The department assists business units
within the organization by laying the ground for risk management,
with the aim to encourage more people to realize they are their own
risk managers, with the department acting in a support capacity.”

Finally, it is also important as an integral part of the process itself
to publish the company’s efforts and accomplishments as part of a
social and ethical accounting, auditing, and reporting (SEAAR)
process. Initiatives like the Global Reporting Initiative have specific
areas dedicated to allowing companies to demonstrate their efforts in
communicating to internal and external stakeholders the company’s
ethical expectations.

Ethics and risk management are important to the company, to
employees (whose pensions are often at risk), to the investment com-
munity, to NGOs, and to government regulators. Therefore, the more
effective a company is in explaining its good policies (and authenti-
cating them through third-party audits), the better for all concerned.
It is the first step to overcoming the “greenwash” credibility gap that
comes from unstandardized and unauthenticated claims of good cor-
porate behavior.

E  T

Apart from communicating to employees and other stakeholders the
organization’s ethics/risk framework and process, leading companies
also usually dedicate an education and training program specifically 
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to address ethical and KRM issues with employees. This education
program has to be much more substantive than the often cursory dis-
cussions that accompany the new-employee orientation at many com-
panies, where employees are told not to steal, not to make photocopies
for personal use, or not to use abusive language. Most companies
provide a copy of their code of conduct to new employees, usually
accompanied by a short presentation on the first morning of new-
employee orientation. Leading practices in this area favor following
up that initial presentation with a “risk and ethics workshop” attended
by a mix of new and current employees, where the risk/ethics program
is explained more fully.

As important as stressing key values and ethical guidelines to new
employees may be, it is only after an employee is well ensconced in
his or her personal role in the company that he or she will be able to
appreciate possible ethical dilemmas or understand their role in every-
day risk management. For that reason, ethical and risk management
education is much more effective if it is provided to seasoned employ-
ees as part of a broader initiative.

HP/Compaq, for example, according to Debra Dunn, senior vice
president, Corporate Affairs, not only provides all of its employees
with extensive training in ethics and business conduct, but it also has
an ethics audit that includes all of the key elements of a stage three
company’s ethical framework:

• A formal code of conduct
• Training in ethical decision making
• Formal and confidential channels to voice concern
• An ethics committee
• Discipline for misconduct
• Integrity emphasized to new employees
• Integrity modeled by senior management

HP/Compaq also has anonymous reporting procedures, and when
issues do arise, it consults with various representatives from legal,
human resources, and operational specialists.
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One of the key issues of ethics and risk management in today’s cor-
poration is the policy of document retention. E-mails, scanned photos,
newspaper clippings and documents, calendars, and investigation
notes all need to be either retained or destroyed according to consis-
tent and ethical legal considerations. As we discuss in Chapter , a
document retention policy is paramount to the success of risk and
ethical management programs, and yet its effectiveness is largely
dependent on the employees themselves. Training must provide clear
and consistent guidance in this area.

These workshops should include exercises that help teams of 
attendees to understand in more depth the company’s value statement,
and code of conduct, and teach employees to identify and react to
operational-level risks. They should also include information on the
risk management process, a strategic-level presentation of possible 
legislative and regulatory issues facing the company, including health,
safety, and environmental standards to which the company is 
held. And of course, the program should also explain how to get 
assistance on ethical issues or risks, and how to report—both through
regular channels or if necessary confidentially—possible risks or
infractions.

Much of this type of work can be organized and delivered by human
resources staff in cooperation with the Risk and Ethics Committee
members, who in most companies are increasingly taking on the
burden for training and ethics issues. It may also be worthwhile to
consider specialist ethics and risk management consultants, particu-
larly for more in-depth training that is most meaningful when it is
tailored to reflect real-life issues facing employees in different depart-
ments. Texas Instruments, for example, found that a video produced
by an outside group could be too high-level to be of real value to
employees and has created additional material that deals with specific
business areas.

“One request we kept getting from our employees,” explains Carl
Skooglund, “was ‘please individualize the material, make it something
usable so that when I go back to my job tomorrow morning, I don’t
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have just a bunch of high-level principles but some tools, something
to use in the day-to-day dilemmas that I encounter.’ ”

In a study of the ethics programs of several prominent companies—
Texas Instruments, Martin Marietta, General Dynamics—in the early
s, Thomas White, professor and director of the Center for Busi-
ness Ethics at Loyola Marymount University, described his findings
on codes of conduct and executive attitudes.

“In the same vein,” says White, “Martin Marietta [in the early
s] developed a set of cases from within the company. They asked
people from different parts of the organization to describe ethical
problems they’ve faced, and they use these cases in their workshops
along with some generic cases developed by groups working in line
with the Defense Industry Initiative. . . . [They] also do separate
workshops for every major function in the company: contracts, mar-
keting, accounting, finance, procurement, quality control and manu-
facturing operations.”

I R  K S 

D--D O A

The ultimate goal of all of these exercises—the value statement, code
of conduct, the application of international standards, risk manage-
ment, and ethics education and training—is to develop a company
culture that appreciates the need for ethical behavior and knowledge
sharing so that ethical behavior and good risk management become
integral to the company culture.

“This is absolutely vital,” says John Dombrick, senior manager,
Business Continuity and Emergency Planning, at British Airways. “It
is only with such knowledge sharing that the impacts of risks that
originate in one area can be known about in other areas that are
impacted, before it is too late.”

If creating a knowledge-sharing culture is one of the ultimate goals
of the program, there are other techniques—those that have been
developed as part of knowledge management programs during the past
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few years—that can help. These include many of the techniques that
we have already looked at, including the following:

• Making risk scanning an integral part of day-to-day
operational meetings

• An accountability matrix
• Hard tagging for expert advice
• Knowledge mapping
• Incorporating “lessons learned” into a continuous learning

program

R  I P

Which brings us to the real area of difficulty in these programs, and
that is developing an effective program for encouraging (i.e., reward-
ing) good risk and ethical behavior. Because employees at all levels
require clarity and credit in their day-to-day activities, to be effective
in driving the responsibility for ethics and risk management into the
organizational culture, companies need to provide explicit direction to
employees about what behavior is rewarded and what behavior will be
penalized. As with all quality and improvement programs, the way in
which a company recruits, compensates, and publicly recognizes
employees will be one, if not the most, important way of ensuring that
employees at all levels take ethical behavior seriously.

The problem with rewarding ethical behavior, of course, is that it
is not something that should be seen as exceptional, and therefore it
can be difficult to incorporate in a personal appraisal. And it is no
easier to reward employees for confidential whistle-blowing (an
obvious conflict of interest) or for not stealing, lying, or cheating.

“Everyone says it’s a nice idea to reward people for ethical conduct,”
explained Kent Druyvesteyn, who was the director of General
Dynamics’ corporate ethics program, “but reward them for what?
Telling the truth? Presumably that’s expected. Telling on someone
who doesn’t tell the truth? That suggests a ‘fink of the month’ or ‘rat
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of the year’ award or even bounties. In ethics programs, we have a hard
time thinking about how we show our support and gratitude for right
conduct.”

This doesn’t mean that a company can’t incorporate required ethical
behavior into job descriptions or even personal performance plans.
After all, other soft areas such as “shares knowledge” or “works well
in a team” are now an accepted part of most employees key perfor-
mance indicators. What it does mean, however, is that an ever increas-
ing portion of those performance indicators will be more or less
“pass-fail” in nature, with “pass” meaning very little and “failure” pos-
sibly resulting in severe penalties. This also has the disadvantage of
further diluting much of the “stretch” element of performance
appraisal, by adding another set of performance measurements on
which good behavior and active participation are rewarded as 
standard.

Providing incentives for good risk management behavior is slightly
easier and more effective. After all, being an acceptably ethical
employee is more passive than actively participating—attending train-
ing courses, being part of a hard-tagged knowledge network, high-
lighting risks or ethical gaps, contributing to an early alert team—in
a risk management process. Risk management techniques all require
time and effort and can easily be documented. This type of incentive
is important, to encourage participation in the program itself.

In fact, incentives for supporting the ethical and risk management
process become easier to implement at a managerial or supervisory
level, in that organizational leaders can be expected to actively support
and oversee education and training of their direct reports and to
monitor and provide quantitative measurements for these types of
activities as part of their role as manager.

“So far,” explained Thomas White, “the only way this problem has
been approached is that some companies are making a concern 
with ethics a regular part of a manager’s responsibilities. General
Dynamics has adopted the policy that managers and supervisors 
have special leadership responsibilities for implementing the ethics
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standards and will be measured in how well they carry out those
responsibilities.”

Increasingly, it is becoming obvious that one of the most effective
ways of encouraging ethical behavior, or behavior that falls within a
company’s level of risk tolerance, is simply to make certain that
employees don’t have unrealistic targets set for their normal opera-
tional duties. After all, even the best developed program for ethical
conduct will be undermined if the overall organizational culture still
invokes bad behavior by requiring too much of employees.

“Another major challenge in incorporating ethical values into an
organization,” contends White, “is to set objectives which stretch
employees to the full extent of their capacities but do not push 
them to the point where they’ll be tempted to meet them by wrong
doing.”

What this discussion of rewards and objectives ultimately points to
is the critical role that supervisors play in determining the ethical char-
acter of a company. It is interesting to note that in a survey of more
than  managers completed by the National Institute of Business
Management, the behavior of an employee’s superiors was ranked as
the second most important factor in influencing decision making. This
was surpassed only by a personal code and outstripped the behavior
of one’s peers, formal company policy, and the ethical climate in the
industry.

E

On the other hand, if the carrot is difficult, a company needs also to
be careful about the stick. Enforcement policies are a necessary
element of any ethical or risk management policy, and violations of
the ethical code or legal or operational standards has to be met with
some type of certain and fair penalty. On the other hand, a company
must beware of the potential for abuse of the system by vengeful
employees hoping to discredit company adversaries. Even worse, a
company has to be careful to ensure that whistle-blowers and those
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who participate actively in the risk management program do not
themselves become the victims of retaliation.

“Investigations and sanctions are a very important part of a
program,” points out Kent Druyvesteyn from General Dynamics,
“because if you don’t have them, a lot of people will think the program
is nonsense.”

Simple compliance can usually be confirmed by making managers
at all levels responsible for ensuring that their employees understand
and are abiding by all ethical standards and rules. It is simple enough
to make that part of a manager’s incentive system through key per-
formance indicators. Compliance (to OSHA or EPA standards or
measured against SA  or ISO  type of standards) is much
easier and can help pinpoint risk areas where repeated infringements
indicate a significant managerial and operational failure.

Penalties for unethical or illegal behavior range from simple 
verbal or written warnings to suspensions, firing, or even criminal
prosecution. Choosing which of these applies is, of course, the 
difficult part. To protect and support managers, it is important 
that serious infringements be reviewed and managed by the CERO,
who can refer the issue to the Ethics Committee. This is the 
most equitable and effective way of managing sensitive and difficult
issues.

A C I

In the end, the difficulty of providing effective incentive and reward
programs simply highlights the need to integrate the several key ele-
ments of an enterprise-wide program that we have been discussing:

• An ethical framework including a value statement, code of
conduct, and dedicated chief risk officer and crew

• Adherence to recognized reporting and behavior standards
• An integrated program of KRM
• Incentive programs
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Creating a culture that values and guards integrity has to rely for
success on a combination of all of these activities, but there is one more
area that is part of the modern organization and inherent to KRM:
systems for collecting, distributing, and comparing key information
that is necessary for managing an ethical and risk process.
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TEN

Systems That Support 
Integrated Knowledge 
and Risk Management

Information technology (IT) is now at the heart of the modern cor-
poration, and those companies that have established truly effective
knowledge and risk management (KRM) frameworks have usually
employed several IT systems to help them capture, distribute, analyze,
and record relevant information as part of a broader knowledge man-
agement program. Those systems usually are a combination of several
common platforms found in most modern companies:

• The organization’s intranet for communication
• Access for employees to the Internet and the Web for external

information
• Knowledge management systems for identifying company

experts and decision makers and providing them with
necessary information and contacts

• A central database structure for storing and retrieving
documents and data

• Decision-support systems
• Multiple specialist systems and databases for risk and incident

management
• Environmental health and safety (EHS)–compliance 

systems





• Customer service and customer resource management (CRM)
systems

Each of these systems is important in an integrated KRM approach,
and most are already available in one form or another in stage two
companies. A company can truly begin to manage its risk in the most
effective way only when these systems are used as part of a KRM
approach.

S  K  R M

Most stage two companies have already implemented many of the
systems that make up a strong KRM foundation. Any U.S.-based
company that manufactures or assembles products, for example, will
have some system in place that helps to monitor compliance with
Occupational Safety and Health Administration (OSHA) or Envi-
ronmental Protection Agency (EPA) requirements. A corporate call
center, particularly when supported by a CRM system, can provide
customer service agents with a valuable tool for capturing customer
concerns on product safety issues, and these customer service agents
will often be the first to learn of growing public disquiet over a par-
ticular aspect of corporate policy. CRM systems can also help to
capture and distribute that type of information immediately to the
chief ethics and risk officer (CERO) and can provide early alert teams
with valuable electronic data concerning reported incidents.

Many companies have also implemented environmental safety
systems, which are increasingly becoming the foundation for broader
risk management programs. Of course, all stage two companies have
Internet access, and usually an intranet, with internal communications,
groupware, search, and e-mail facilities. These are, after all, arguably
the most fundamental and effective technologies for sharing knowl-
edge and gathering information. Many companies have more special-
ized knowledge management systems, such as knowledge mapping
modules, a lessons-learned database, or decision-support tools.
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However, as we have seen, most stage two companies have still not
integrated these systems in a way that allows for a strong program of
KRM. Seldom, for example, have companies initiated a formal review
process for spotting potential crises areas or for early alert of poten-
tial problems. Most do not record incidents or track them to see 
corporate-wide trends. Even fewer take the next step and attempt to
predict and develop preemptive policy.

“Reputation risk management requires a knowledge solution 
that is enterprise-wide in scope and scale,” says Jim Kartalia. “To fit
this need, the technology solutions used must embrace the entire
enterprise and be leading edge, knowledge-based, and easy to learn
and use.”

IT Systems Available in the Modern Organization

The Internet, the Web, and a Company’s Intranet

The most valuable knowledge management IT tool may well be the
software that is now universal in all companies: e-mail, groupware, and
access to the Web via the Internet. These systems can provide most
of the important functions required for ongoing knowledge manage-
ment tasks, providing a secure network for communication and data
collection and storage. The standard features of these systems (i.e.,
groupware, e-mail, search engines, shared applications, and document-
storage and common retrieval functionality) help employees to work
collaboratively in virtual teams, regardless of their geography.

Access to the Internet through browsers and search engines can
provide employees with information on political, legislative, and 
commercial issues or best-practice techniques. And, of course, the
company intranet is an effective way of communicating standard oper-
ating procedures, risk management objectives, and ethical policy to
both employees and suppliers or for contacting and briefing members
of the hard-tagged knowledge network when an incident arises.
This versatile framework also provides the integral system logic 
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for mapping, indexing, relating, and finding information through
browsers and search engines, which is so crucial to the knowledge
management process.

Knowledge Management Systems

Knowledge management software applications can provide a company
with special functionality that can be used as part of a KRM platform;
these include the following:

Specialized search tools: These allow employees throughout 
the company to quickly find documented information not 
only on the Internet but particularly in company databases and
repositories.

External business research and analysis and reputation management
tools: These include specialist databases for subjects or industries,
access to professional research and industry reports, and contacts
with global specialists outside the company.

Knowledge-mapping tools: These provide skills databases,
knowledge-mapping functions, and tools that can identify
company employees with similar or recent incident experience, or
certification and training in specialist areas. These tools can com-
plete a knowledge gap analysis for defining education and train-
ing needs and can provide a useful escalation process so that a
priority query is instantly distributed to a group of experts and
company executives to ensure a rapid response.

Collaboration tools: Online collaboration becomes important during
an early alert team or incident investigation or when drawing in
opinions from “hard-tagged” specialists scattered around the
company. These systems include mechanisms for simultaneous
screen viewing and live online conversations.

Capturing leading practice and lessons learned: Template-based tools
make it easy for employees to input key lessons learned in a 
standardized format to a central repository.
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Administrative tools for measuring system usage and tracking trends:
These allow knowledge management specialists to monitor
and “tune” systems depending on need, effectiveness, and usage
statistics.

Records Retention

Over the past decade, as IT advances have made it possible to gain
access to ever increasing amounts of information, the greatest problems
have come from information overload and our inability to manage and
interpret that information in a way that it is meaningful to the recipi-
ent, whether that is a line worker or the chief operating officer.

Document organization and retention policies are therefore at the
heart of an effective KRM process. There are countless stories of exec-
utives explaining that the key information that could have helped to
alert them to potential risks (e.g., missed maintenance activities, illegal
storage of toxic substances, health inspection warnings, or emissions
violations) is that the information was simply lost or at least never
captured in the information jungle. The sheer volume of information
that is created every day within the modern company means that an
organization needs an effective way of deciding what information to
destroy, what to retain, and how to organize that which remains for
easy retrieval.

This is particularly true when investigating a particular risk area or
when an incident has developed into legal action that may require
extra care in information collection. Any event that is likely to lead to
an investigation or require a detailed explanation of what the company
knew, when, and what it did in response will require an effective
system of document retention and retrieval. Consider the e-mails,
faxed documents, scanned newspaper articles, inspection reports, con-
ference videos, meeting minutes, photos, spreadsheets, and Web pages
that will be relevant to ongoing incident management investigation if
it becomes part of a legal discovery process.

This can all be expensive and time consuming, but it is unavoid-
able and in the event of a legal investigation can mean the difference
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between a strong defense and accusations of hiding and destroying
evidence. Legal difficulties can arise suddenly once a suit is filed and
the company is placed into the discovery process, where the corpora-
tion must produce all “relevant” information to the charges. In fact,
one of the most prominent strategies pursued by lawyers these days 
is simply to request documents during the discovery process, with 
the almost certain knowledge the corporations will be unable to
produce them. This approach can work with devastating effect on a
jury, where a company’s incompetence or indifference in document
retention can quickly be turned into accusations of not only violating
legal requirements (shows sloppy and negligent management) or
worse, purposely destroying documents that might indicate the
company’s guilt.

The former accountancy giant Andersen is a good example of how
badly things can go wrong if the company does not have a formal and
ethical document-retention and -destruction plan in place (or does not
adhere to it). Federal officials alleged that from October  through
November , , when the Securities and Exchange Commission
(SEC) served Andersen with an Enron-related subpoena, the
company pursued a “wholesale destruction of documents,” shredding
documentation and deleting computer files related to its activities with
Enron. Although only fined $,, the audit firm’s reputation was
undermined to such an extent that the company was essentially ruined
in a matter of days.

A recent litigant against British American Tobacco (BAT) was
awarded by a jury $, when a judge found that BAT had sys-
tematically destroyed documents concerning what the company knew
about the addictive nature of nicotine and of the impact of smoking
on health generally. “The predominant purpose of the document
destruction,” the judge found, “was the denial to plaintiffs of 
information which was likely to be of importance in proving their
case.” Although BAT argues that it was free to shred documents that
might be helpful to litigants in the future, the judge ruled ominously
that “while corporations are not obligated to store documents 
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indefinitely, they are not free to destroy them in anticipation of future
litigation.”

And, of course, in , five Wall Street firms, including Goldman
Sachs and CitiGroup, were fined a combined total of more than $.
million for failing to save e-mails as required by state and federal reg-
ulatory authorities.

This conservative attitude toward document retention seems to be
changing, observes Jim Kartalia, chief executive officer (CEO) of
Entegra. “Two or three years ago, we would go to an enterprise and
end up talking to their legal department and it was right away, ‘oh my
God, we can’t document that type of thing, it will all come out in the
deposition.’ Our point was, listen, whether it is centralized or decen-
tralized, that information is still in your company—in a Word docu-
ment, in an e-mail, or a spreadsheet—the investigators are going to
find it and you’re going to look like you’re guilty of withholding infor-
mation. And under the sentencing guidelines, penalties are much
greater if a corporation is not openly providing that information.”

“For that reason,” he concludes, “recently we have seen less of that
sort of response and a move toward real transparency. At least if your
information is centralized, a company can provide all the relevant 
e-mails and documents without having to tear apart the company’s
whole information system in order to find them.”

On the other hand, much of the miscellaneous detritus of everyday
business doesn’t need to be kept and only means added cost and a
greater likelihood of information overload. To be both cost-effective
and legally, practically, and ethically compliant, it will take more than
a policy of just saving everything. And yet most company employees
still have no idea what the company’s records-retention policy is and
therefore seldom adhere to it.

It is a complex subject, and there are many good books and con-
sultants who can help a company with document-retention and
content management policies. Nonetheless, when developing a KRM
process for the company, one should acknowledge several guiding
principles about a document-retention policy:
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• The program needs to be clearly defined, consistent, and
auditable.

• It should take into consideration legal and regulatory
requirements, for example, which documents are required to
be retained under law and for how long.

• It is worthwhile considering what documents need to be
gathered generically for decision making when reacting to an
identified risk.

• It is important to know what types of information need to be
destroyed for confidentiality reasons.

A document- and information-retention policy also needs to be
ongoing; it will need to be reviewed and changed periodically as 
regulations and policies change. It also needs to provide consistency
throughout the corporation and among all different departments
while taking into account differences in information and regulatory
requirements for different functions, states, or countries.

One of the most often cited problems in this area is that responsi-
bility for record management is diffuse, with no single person or group
(IT, corporate librarian, human resources, or legal) responsible for
policy review and audit. For that reason, many companies are moving
to incorporate document-retention responsibility into the function of
the CERO.

Whatever the policy, it is going to be primarily dependent for its
success on the employees themselves. This will mean integrating
content management and document-retention policies into your
enterprise-wide risk and ethics program, with appropriate communi-
cation and training. Much of the success of any document-retention
program, after all, is going to be dependent on individual employee
discretion. Therefore, clear guidance on policy also needs to be sup-
ported with a logical explanation of the process so that employees
understand why they need to make a considered effort to adhere to
the policy. Employees are much more likely to comply if they under-
stand the logic of what to keep and what to discard.
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Obviously, none of this can simply be left to trust. As part of risk
management, a company needs to provide a method for auditing and
ensuring compliance with these policies. This usually goes well beyond
current stage one and stage two company practice, where employees
are simply asked to acknowledge that they understand the guidelines
as part of reading and acknowledging the code of conduct.

Ultimately, although the cost and effort for retention will be con-
siderable, it is practically, ethically, and legally unavoidable, and as
costly as it may seem, it will be significantly less expensive than the
risk associated with being accused of losing, or worse, purposely
destroying relevant documents and e-mails. Even market analysts now
view the way a company maintains its records as a reflection of its
management competence, and in these days of scandal, potential 
trustworthiness.

E M I

S  I R M S

Environmental management information systems (EMISs) are, in
terms of ethics and risk management, one of the more important 
suites of software tools that have emerged in the past  years. These
systems usually provide a variety of important environmental track-
ing and performance tools, including legislative change notifications
and flexible report generators for tracking a company’s performance
or nonconformance against state and federal environmental (and
sometimes health and safety) requirements. Most systems also provide
tools that help a company to track energy usage, recycling efforts,
and emissions, so it can monitor costs and create efficiencies where
possible.

Recently, these EMISs have begun to expand to take on much 
of the functionality of a fuller risk management system, providing
additional features that go beyond just resource or energy compliance
and efficiency monitoring. In keeping with the emerging require-
ments for social and ethical accounting, auditing, and reporting

S T S I KRM 



(SEAAR)–type reporting, several progressive companies now provide
modules for measuring, managing, and reporting on other issues such
as employment rights performance and even corporate governance
standards.

The Entropy System, an enterprise-wide risk management system
based on an EHS foundation produced by Entropy International, is a
good example. “The Entropy System,” says Hewitt Roberts, the
company’s CEO, “is moving into total risk management. Although its
original foothold was in environmental safety monitoring, there is a
natural built-in transition into any of the other risk disciplines, whether
that is ethical sourcing and [Social Accountability] SA  or secu-
rity and  and on down the chain through the full umbrella of what
would be covered under corporate governance and risk management.”

“The Entropy System is based off of the framework for [Interna-
tional Organization for Standardization] ISO , so the initial
assessment provides the company with a benchmark in relation to
environmental, health, and safety, employees, shareholders, and ethical
sourcing. It then provides all planning and action tools to improve per-
formance and a framework for managing all the documents required
to improve policies, procedures, set objectives and build action plans,
and then finally to audit and correct performance if it is noncompli-
ant. If there is an issue, the system automatically raises a ‘nonconfor-
mance’ flag. . . . Inherent in ISO are the same audit, management
reviews and action plans.”

These robust, integrated, enterprise-wide risk management sys-
tems can provide not only access to a central repository of all risk 
management–related documents, but also to tools for mapping,
ranking, and tracking risks, identifying stakeholders and specialists,
and monitoring the steps being taken to contain the risk. These
systems can even be proactive and dynamic, helping to provide early
warning of developing issues and alerting those responsible for man-
aging risks in a particular area. At a minimum, these systems have five
major functions, which are discussed in the following sections.
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Communications Functions

One of the key features of any enterprise system is its ability to com-
municate broadly with employees and stakeholders. Most systems
provide a portal on the company’s intranet site that maintains various
links to company news, issue alerts, legislative changes, or company
policies and programs.These tools make it easy for employees to locate
standard operating procedures and leading practice guidelines and can
be used to post press reports or company position statements on issues
or incidents.

Most suites also provide a “chat page” forum, specifically allocated
to issues of ethics and risk, which can be invaluable as part of a way
to identify potential issues from employees anywhere in the company,
worldwide.

Risk Management Functions

Enterprise risk management software platforms usually also provide 
a variety of day-to-day risk management tools. These include the 
following:

• Audit and nonconformance alerts, which means that issues are
immediately flagged for action and can be monitored through
resolution by those in various departments or management
ranks

• Customizable risk-“mapping” tools for deciding what issues
need to be monitored, allowing process owners to identify and
map risks in their responsibility areas

• Tools that help management to set and monitor individual
and unit key performance indicators

• Various features for day-to-day management of compliance
reporting, including a complete submission history of
documentation, preformatted OSHA and EHS forms, and
prompts for follow-up documentation
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• A searchable relational database and repository for all risk-
related information

Incident Management Tools

Once an incident has happened, organizations need to have tools 
in place specifically for tracking, managing, and resolving the situa-
tion. These incident management systems provide all the relevant
information to various parties involved with a particular incident auto-
matically and consistently and act as a repository for the complete
record of events from investigation to close. They help to collect rel-
evant information, including the following:

• A description of the circumstances
• Employees involved
• Assets, projects, or departments involved or affected
• Resources needed for resolution
• Possible repercussions
• Likely costs
• Actions taken
• Resolution activities and closing audits

They also guide a company through the steps necessary to manage
resolution, including access to a responsibility matrix that identifies
and contacts key decision makers in the incident resolution process,
and a “contact manager” feature for identifying and contacting 
hard-tagged experts, both within the company and among outside
experts.

Decision-Support Tools

One of the greatest challenges for the modern company is being 
able to take advantage of all the information-collection possibilities
that exist with new technologies—information on internal operations,
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on current emissions policies, on safety violations, or concerns raised
by employees—and to manage and interpret all of this information 
in a way that is of value to many different groups within the 
company.

Decision-support tools help to filter and prioritize information
from various sources—EHS or CRM systems, e-mails, incident man-
agement systems, or strategic (procurement) sourcing software—and
to manipulate the data in different ways in order to perform risk analy-
sis, risk prioritization, and “what if ” scenario planning. These systems
can be set to focus on key environmental, financial, or social perfor-
mance indicators and can provide benchmark comparisons between
different factories, facilities, and suppliers.

Business Metabolics, for example, provides a software suite that
provides an “insight engine,” designed to capture and interpret “hard-
to-understand” data for decision makers. Selected by Nike as a tool
for helping it better understand how its overseas factory partners
compare in terms of environmental and employment rights perfor-
mance, the Business Metabolics suite provides executives with a
process for taking operating data and transforming it into graphs,
charts, and executive reports, essentially turning the reporting process
into a decision-making tool.

Reporting Tools

One of the most important features of these systems is their ability to
produce customizable reports for the various parties involved in the
risk management process, such as risk managers, operational process
owners, management, or board members. These tools can be config-
ured to use relevant information and combine various display formats,
graphs, and diagrams.

Entegra, for example, has an enterprise risk management system
known as Ki, which provides most of the aforementioned risk man-
agement features, including more than  preconfigured reports and
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 query functions so that managers can view risk data in ways that
are most meaningful to them. The system also provides an interface
to other applications, including all the standard spreadsheets and data-
processing packages.

“Ki Risk and Reputation System is an enterprise technology solu-
tion,” explains Jim Kartalia, Entegra’s CEO, “that provides executives
and managers with an ‘early warning system’ to organize all data asso-
ciated with corporate incidents and issues.”

“These risk reports that are produced by Ki go to the ethics com-
mittees of companies and can literally be reviewed in  minutes a day,
keeping the company informed about any issues that have come up
over the last  hours.”

Similarly, Entropy International has created a Web- and intranet-
based enterprise system known as The Entropy System, which has
evolved from EHS management to broader areas of general risk man-
agement. Demonstrating the inherent relationship between risk man-
agement and quality management, the system helps clients to become
certified under a variety of internationally recognized standards,
including ISO , Eco-Management and Audit Scheme (EMAS),
ISO :, Occupational Health and Safety Administration
Standard (OHSAS) , and many of the emerging corporate social
responsibility standards.

“The Entropy System,” says Hewitt Roberts, the company CEO,
“enables an organization to manage according to any of these
Deming-cycle approaches to risk management, and because it is real
time and IT-based, it is easy to report and verify performance.”

C E

 Entegragroup.com Web site.

 Russell Mokhiber and Robert Weissman, “Bad Apples in a Rotten System,”
Multinational Monitor, , no.  (December ). Available from
multinationalmonitor.org/mm/december/deccorp.html.
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 Jim Kartalia, interviewed by the author, January , .

 Hewitt Roberts, interviewed by the author, February , .

 Jim Kartalia, interviewed by the author, January , .

 Hewitt Roberts, interviewed by the author, February , .

S T S I KRM 



This Page Intentionally Left Blank



ELEVEN

Choosing and Implementing
Standards

Developing an ethical framework forms the central foundation of the
company’s risk management program. A strong program of knowl-
edge and risk management (KRM) helps to identify, manage, and if
done well, prevent unethical or illegal behavior in an organization.
However, as with the accounting practices, a standardized set of rules
concerning specific behavior and company performance and how to
account for and report on that behavior and performance is necessary
in order to provide the company, its investors, and regulators with 
reliable information from which to judge a company’s future success.
In short, an ethical framework is essential to set forth a company’s
principles but alone will not provide the necessary level of detail for
behavior guidelines at an operational level. The next step is to make
that ethical behavior objective, verifiable, and reportable. This is best
done through a combined application of standards-based performance
measurement and reporting.

Financial accounting standards and reporting, of course, have been
enshrined in the business world for many years. They help bring con-
fidence and stability to investors, providing crucial information needed
to make decisions on investments. Often criticized for providing only
a limited historical (and possibly massaged) view of a company’s per-
formance, it is usually left to investment analysts to consider other key
factors—that is, the intangible measures that matter—that actually
reflect the future potential of a company but are not easily compared
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or reported on objectively and are certainly not revealed through a
company’s financial statements. These include softer issues such as
management vision, employee morale, a culture of integrity, and man-
agement processes to guard against undue risk.

When analyzing business performance through financial reports
alone, however, three important areas of company behavior that should
be captured and analyzed still remain largely unreported: corporate
governance, environmental reporting, and social reporting. These are
the focus of a recent and powerful movement for including these 
elements in company reports.

W  S  E A,
A,  R?

During the past  years, much has been made of social and intellec-
tual capital; the logical next step is to measure a company’s “integrity
capital,” where a corporation is able to objectively report on nonfi-
nancial performance concerning areas such as their corporate gover-
nance, human rights, and environmental policies. As we have 
seen, now and increasingly in the future, how a company behaves in
these areas will have a direct bearing not only on how it is perceived
by analysts and shareholders, but also on how it is treated by cus-
tomers, regulators, and pressure groups. In KPMG’s terms, “Organi-
zations are increasingly being asked to share their values as well as
their value.” This means that companies need to begin to integrate
their nonfinancial and financial performance together in their annual
reports.

In the past, the criteria for what was “good” performance with
regard to corporate governance or social or environmental behavior
(particularly in developing markets that had few enforceable laws 
governing these types of things) was largely undefined. However, as
multinational corporations expanded their supply chain, relocating
their manufacturing base to lower wage, developing world markets
over the past two decades, many companies came under fire from 
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nongovernmental organizations (NGOs) and pressure groups for what
appeared to be (and often obviously was) exploitation of the natural
and human resources of poorer countries. Companies attempted to
defend themselves against these charges, initially by producing media
statements but more often by producing social and environmental
reports that they devised on their own. These reports, in turn, came
under criticism from pressure groups, who claimed that the criteria-
and information-gathering processes that had been used by companies
in compiling these reports were subjective and unaudited. In short, far
too unreliable to provide any real assessment of the company’s behav-
ior in these areas to satisfy investors or pressure group campaigners.

As with other improvement movements in the past several decades,
collaborative efforts began to grow among companies, industry coali-
tions, NGOs, unions, and other interested parties, hoping to establish
broader more consistent and verifiable standards for social, environ-
mental, and corporate governance reporting. These groups, and there
are many, have attempted to develop guidelines for nonfinancial,
ethical accounting principles, and measurements that corporations can
adopt and for which certifiable compliance will provide a company
with an objective “stamp of approval” that will be available to con-
sumers and shareholders. As with quality movements, such as Inter-
national Organization for Standardization  [ISO ] and Six
Sigma, there has been a good deal of early chaos as groups have
attempted to come to agreement on both the procedures and the mea-
surements that constitute an international standard.

In fact, for anyone just becoming familiar with social and environ-
mental auditing standards and reporting, it may still appear uncoor-
dinated and chaotic. In many ways that is true. Like any global
standards development process, there are competing groups with dif-
ferent interests and priorities, coming from different industries and
cultures. Accordingly there tends to be a good deal of confusion when
it comes to the many new reporting and performance standards that
are emerging. However, despite early disagreement, an auditable set
of standards has begun to emerge.
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This nonfinancial performance assessment and reporting can appear
under many names, depending on its focus. Sometimes it is known as
sustainability reporting, which emphasizes social, environmental, and
economic performance, with the economic portion reflecting the
overall impact or “footprint” that a company makes on the world. Sus-
tainability as a phrase has become something of a catch-all and is used
to describe policies that can include areas as diverse as biodiversity,
water use, emissions, and climate change, and even broader topics such
as income inequality and open trade policies.

Arguably the most useful description or label is still SEAAR, which
stands for social and ethical accounting, auditing, and reporting, although
the business press today also use the term triple–bottom-line account-
ing, reflecting an organization’s combined reporting on financial,
social, and environmental performance and emphasizing the impor-
tant relationship between these three areas. They all more or less
reflect the same thing, a growing set of tools and standards that can
be used by companies to monitor and report on various types of 
nonfinancial performance.

Nonfinancial reporting itself is not a new concept, but it has only
taken on a real authority in the last  years, bolstered by the global-
ization and exploitation issues that we looked at in earlier chapters. In
fact, according to the Global Reporting Initiative (GRI), there are now
more than  companies that provide some type of environmental
or sustainability report each year, including about half of the compa-
nies in the Global Fortune . This flurry of reporting activity has
come, most people recognize, as a direct result of external pressure
from activists, NGOs, investors, the press, and public for companies
to improve their corporate behavior and to demonstrate a greater level
of corporate “responsibility.”

In the past  years particularly, there has been an enormous increase
in the number of companies adopting standards and providing nonfi-
nancial reports. And as might be expected, these still vary widely
between company and industry. A recent KPMG survey found that
all of the chemicals and synthetic companies listed in the Global
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Financial Times  provided some type of SEAAR reporting in ;
as did  percent of petrochemical companies,  percent of electron-
ics and computer firms,  percent of automotive, and  percent of all
oil and gas companies. The number of top Financial Times  com-
panies issuing reports increased from  percent in  to  percent
in .

Why are standards important? Unfortunately, despite the positive
trend, an independent company sustainability report is often not the
same thing as either triple–bottom-line accounting or SEAAR in any
formal sense, because these types of reports still tend to be long on
“warm and fuzzy” text, with pictures of happy employees and glisten-
ing rain forests, and very short on any objective or auditable perfor-
mance figures. In addition, as might be expected, they still tend to be
focused much more on philanthropic efforts and community recycling
initiatives, possibly worthy activities in themselves but not actually
very valuable when trying to understand a company’s genuine social
or environmental performance or at deciphering potential risks in
these areas that the company faces in the future.

Part of the reason that companies have been compelled to produce
these sustainability reports is simply that for all the reasons we exam-
ined in earlier chapters, they feel pressure from NGOs, pressure
groups, and their competition to prove that they are good corporate
citizens. They have therefore rushed out their own publications, with
little real rigor or standardization, tending to “cherry pick” what 
they discuss, promoting admirable activities, and leaving out ques-
tionable behavior altogether. In that sense, far too many of these
reports are or at least are perceived to be still largely self-promotional
“greenwash.”

These reports, of course, should not be completed merely to placate
pressure groups. They should be seen as an important part of the
overall process by which a modern company explains its performance
to the outside world, particularly to the investment community. In
fact, putting aside for a moment the very real concerns of many NGO
activists for protection of human and environmental rights and con-
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centrating on the investment community, shareholders want to know
four things from a company:

• (Genuine) financial performance
• Future plans that might affect profits, including new products,

ventures, or board and leadership changes
• How well the corporation is managing risky ventures and

avoiding unethical activities that might cause market
instability, loss of reputation, or significant penalties

• How well decision makers understand what is taking place in
the organization

Obviously, of these four broad areas, only the first two involve tra-
ditional financial and business reporting. Areas three and four involve
more intangible information and fall more broadly into the areas of
risk and knowledge management, ethical, social, and environmental
reporting.

It takes only a quick review of recent scandals (e.g., Enron, Tyco,
Merrill Lynch, Global Crossing, or WorldCom) to appreciate that
quarterly financial reports can often mislead us into believing that a
company is prospering when it isn’t. Profitability (particularly when
there is every incentive to create methods to ensure that these appear
to remain high) can often be artificially altered to hide significant
issues. And although nonfinancial reporting can be just as capricious,
there is a growing recognition that a broader set of performance indi-
cators are needed in order to assess the health of a company than those
provided simply by a financial statement.

It is not only the activist and investor communities that are driving
the move toward better standards and broader reporting, though.
Many companies, or at least those that are now in stages three or four,
are beginning to appreciate the operational value from these types of
nonfinancial initiatives. Not only can they use these efforts to gener-
ate goodwill among those communities, but more often companies are
finding that measuring and monitoring their performance against
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standards in areas such as employee satisfaction and energy efficiency,
also helps them to improve their own productivity (Figure .). As
Jim Collins points out in his books Good to Great and Built to Last,
the most successful companies are those that have a strong sense of
purpose, that is, those that stand for something more than just making
money. By focusing on that broader purpose, in the long run they bring
a far greater return to their shareholders and employees.

There are many advantages that can come from this type of social
and environmental reporting, including:

• Making the company focus on important social and
environmental issues

• Helping the company to monitor trends in social and
environmental performance that can reveal careless or risky
processes
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• Verifying company claims for being socially responsible
• Promoting goodwill among stakeholders and employees

And of course, I would contend, these guidelines provide an equally
important advantage to a company. They help to establish the frame-
work for an integrity and risk strategy, processes, and culture, by:

• Helping the company to monitor trends and risk indicators 
in key operational, environmental, and social performance
areas

• Providing a structure for aligning behavior and processes with
their stated values and code of conduct

• Reporting more accurately to shareholders on the company’s
progressive activities

Of course, to be of any value to the investor community or to satisfy
demanding environmental or social activists, the company has to be
able to prove that its performance in these areas is really what it says
it is. That means that the more objective and verifiable the results, the
more meaningful they will be to potential stakeholders. To get to that
level, it is possible to use any of three sets of evolving tools.

T  A

As was the case in the early days of quality standards, over the past 
years, there has been a plethora of collaborative approaches, standards,
reporting guidelines, compacts, and working groups in this area. This
has meant that companies have had to struggle with a sometimes 
confusing array of offerings; in , an Organization for Economic
Cooperation and Development (OECD) study identified  initia-
tives broadly concerned with better corporate behavior. For that
reason, it can help simplify the situation by dividing these various tools
into three broad categories.
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The first set of “tools” among the many initiatives and standards
that are emerging falls under the often-used phrase of “aspirational.”
These include a variety of organizations, initiatives, pledges, and high-
level agreements to which companies, NGOs, and sometimes even
nations will ascribe. These initiatives vary widely but are usually some
form of a macro-level value statement and code of conduct, to be
adopted by like-minded companies. More externally focused than the
company’s own value statement or code of ethical conduct (although
they may in fact be used to augment these), they focus on high-level
principles concerning employment and the environment to which
companies pledge to adhere.

These aspirational standards or initiatives require companies to sign
up to endorse these goals of good behavior, in areas such as corporate
integrity, labor standards, or environmental policy, but usually don’t
provide any real direction on what a company needs to do in order to
achieve those goals. Seldom requiring any verification or specific mea-
surement or reporting, these types of initiatives and compacts are most
valuable for inspiring companies to collaborate and to take these issues
seriously. In the end, though, because they have no real enforcement
mechanisms, and many critics would contend, no teeth, they leave
open the possibility of being used by companies as part of a “green-
wash” public relations campaign.

A variation of these tools come with some of the new collaborative
initiatives such as the Ethical Trading Initiative (ETI) that are usually
made up of a combination of governments, corporations, trade unions,
and NGOs. These initiatives may or may not have codes of conduct
themselves but cover most of the broad areas such as environment and
labor relations that concern socially responsible companies these days.
They act as coordinating bodies for promoting general acceptance of
other well-recognized codes of conduct.

The second set of tools available to companies are those for report-
ing on their nonfinancial performance. These tools help companies to
publish and boast of their progress against performance goals in areas
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such as corporate governance, sustainability, employment standards, or
environmental policies. These tools are not standards themselves; they
don’t tell a company how it should behave or what levels of perfor-
mance would amount to good behavior. Reporting tools are more like
accounting standards, describing how to report on the treatment of
assets and liabilities in the financial world. And like accounting rules,
companies don’t actually need to join them in the sense of a club or a
compact. They simply need to apply the principles themselves.

The third category of tools, process and performance standards and
methodologies, sets out detailed criteria on how a company should
meet nonfinancial performance goals. Usually requiring some level of
certification, and often independent validation, these standards
provide both performance and process-related guidance about how a
company should behave and prove that they are behaving with regard
to social, environmental, and management policies.

Let’s look at the history and composition of each group.

Aspirational Tools

A number of respected groups falling into this category provide both
a uniform set of principles and a forum for like-minded organizations
to gather and promote important policies such as human rights and
environmental sustainability. Two good examples of these are the
Global Compact and the Global Sullivan Principles.

The Global Compact

Proposed by United Nations (UN) Secretary General Kofi Annan, the
Global Compact was launched in April  as an initiative to bring
together UN agencies and the business world in an effort to improve
environmental and employment standards in developing countries.
Based on nine principles governing behavior in the areas of human
rights, labor, and the environment, the compact provides a forum in
which companies, NGOs, and government representatives can gather
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to discuss issues and develop joint projects. These principles state that
businesses should:

• Support and respect the protection of internationally
proclaimed human rights

• Make sure they are not complicit in human rights abuses
• Uphold the freedom of association and the effective

recognition of the right to collective bargaining
• Eliminate all forms of forced and compulsory labor
• Abolish child labour
• Eliminate discrimination in respect of employment and

occupation
• Support a precautionary approach to environmental challenges
• Undertake initiatives to promote greater environmental

responsibility
• Encourage the development and diffusion of environmentally

friendly technologies

The Global Sullivan Principles

The Global Sullivan Principles were originally developed by 
Reverend Leon H. Sullivan in  as a voluntary code of conduct for
companies that were doing business in apartheid South Africa. In
, those principles were reissued and made more universally applic-
able. Similar to the Global Compact in their tone and focus, they
invite companies to work toward common goals of human rights,
social justice, and economic opportunity. These include support for
universal human rights, promoting equal opportunity employment,
respecting employees’ freedom of association, providing a safe and
healthy workplace, and working with governments and communities
in which a corporation does business to improve the quality of life for
those in the community. Though voluntary, they now request that
endorsing companies provide a yearly report on their performance in
these areas.
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There are potential drawbacks to signing up to these types of com-
pacts, of course, if the company is not really preparing to progress into
stage three type of reporting and levels of transparency. “A huge
number of corporations are signing these guidelines and compacts,”
explains Jim Kartalia. “But once a company becomes a signatory their
reputation risk has jumped through the roof, because as signatories
they are saying they want to be a good corporate citizen. If they don’t
then have the systems to help them know where they are succeeding
or failing, they risk looking hypocritical and the media is going to tear
them apart.”

Standards of Conduct and Performance Assessment Tools

The second category of tools, standards and codes of conduct,
began to emerge in the late s in response to growing indigna-
tion by pressure groups, investors, and the public at large, of several
decades of corporate violations, both domestically and abroad, con-
cerning employment, health, safety, and the environment. This type
of standardization of policies and performance was particularly 
seen as necessary because of widespread questionable behavior by
companies beginning to relocate their manufacturing base in 
developing world labor markets where there was little government
oversight.

Originally begun in desperation by corporations themselves, trying
to regulate their environment in developing labor markets, it quickly
became obvious that codes of conduct written by individual compa-
nies would vary widely and would usually be designed only to portray
the company itself in the best possible light. Company codes tended
too often to focus only on the easily achievable aspects of labor or
environmental policy that went down well with their customers or
pressure groups while in fact doing little to improve working condi-
tions or environmental policies in developing markets. In short, self-
initiated and self-administered standards did not seem to be working,
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because they did not generate the trust or reassurance that companies
were hoping for.

As with an internal corporate code of conduct, there are several
important benefits from applying recognized standards. The first is
that it provides some already well-thought-out guidance on the many
issues that a company needs to monitor in areas in which catastrophic
incidents traditionally occur, such as environmental and product safety
policies.

The second reason to adopt standards is that, as with quality ini-
tiatives such as Baldrige or ISO , they provide a verifiable indi-
cator of a company’s performance, compared with their stated values
and with their competition. This “comparability” is at the heart of the
standards certification process.

Finally, standards provide a valuable technique for monitoring and
correcting quality “faults” in your environmental, safety, employment,
or governance processes. In that sense, adopting rigorous standards for
nonfinancial reporting is not just for the outside world; it can and
should be a valuable operational tool.

These standards can include areas as broad as the workplace or 
environmental policies or can be more focused on areas of concern to
specific industry, for example, banana harvesting best practices or
preservation of forests. A variety of these assessment standards and
tools have emerged in the past few years, and more are emerging 
regularly. Some of the most important of these are described in the
following sections.

Worker Rights: Social Accountability  and the Ethical Trading
Initiative

Among the major efforts occurring today in the area of labor stan-
dards, two in particular, stand out: Social Accountability (SA) 

and the ETI.

Social Accountability . One of the most important standards to
emerge in the past few years is Social Accountability (SA) , devel-
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oped by the Council on Economic Priorities Accreditation Agency
(CEPAA), a nonprofit organization, first published in . It first
emerged as an effort to create a common framework for various com-
panies that had under growing pressure in the early s begun to
develop their own codes concerning labor and employment policies,
which were inconsistent in their emphasis and impossible to compare
or audit. Hoping to create a more consistent set of workplace codes
of conduct, Social Accountability International, a standards and advi-
sory group, created the SA  standard, incorporating various best-
practice and audit concepts from improvement and quality standards
such as ISO  and ISO .

Based on many of the most important ideas taken from the 
International Labor Organization Conventions, the UN Universal
Declaration of Human Rights and the Convention on the Rights of
the Child, SA  was one of the first international standards to
emerge that was specifically concerned with good labor management
and workplace environment practices, particularly in developing-
world factories. It was initiated as part of a cooperative effort between
various industry groups, labor rights experts and activists, and spe-
cialists in certification and auditing and requires employers to provide
a safe working environment, to pay sufficient wages, to refuse to
employ children or forced or indentured labor, and to limit the work
week to no more than  hours. It also addresses other key employ-
ment issues such as union membership, freedom of association, dis-
crimination, and methods of discipline.

“It [SA ] looks at many of the same processes and require-
ments that government regulations such as OSHA would ask for,” says
Fitz Hilaire, director of Global Supplier Development at Avon. “It
looks at the safety procedures. It looks at the policies that govern your
hiring and firing, your methods to ensure there is no discrimination,
that there is no child labor and those kinds of things.”

BusinessWeek has called SA  “a potential breakthrough not just
on sweatshops, but on common labor standards for the global
economy as a whole.” Under SustainAbility International’s guidance,
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SA  is both standardized and yet flexible enough to take into
account cultural and legal differences of various labor markets. Com-
panies that sign up are provided with a consultancy service, education
and training, and a “Guidance Document” that provides them with
the codes and guidelines.

And importantly, as part of the SA  standard, companies are
required to demonstrate that they are in compliance by submitting 
to third-party audits that are completed by inspection and audit 
organizations that have been trained and certified in the SA 

methodology.

The Ethical Trading Initiative. The ETI, on the other hand, is a gov-
ernment-funded project that began in the United Kingdom, and as
with so many of today’s movements in Europe, it is a collaborative
effort between government, businesses, trade unions, and NGOs.
Remarkably similar to the SA  in its code of conduct, the ETI
strives for a standard application of internationally accepted labor
rights codes.

Established in , the ETI involved more than  major
European companies,  trade union groups, and  NGOs. The 
corporate members pledge to observe internationally agreed codes of
conduct concerning labor and employment standards that are
approved by the ETI and to have their adherence to these standards
monitored and audited. Particularly focused on the extended supply
chain, member companies must make certain that their suppliers meet
agreed standards of conduct within a certain time.

The ETI base code requires that member companies ensure the 
following:

• Employment is freely chosen.
• Freedom of association and the right to collective bargaining

are respected.
• Working conditions are safe and hygienic.
• No child labor is used.
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• Workers are paid a living wage.
• Working hours are not excessive.
• No discrimination is practiced.
• Regular employment is provided.
• No harsh or inhumane treatment is allowed.

One obvious problem with a code that contains such elastic clauses
as “living wage” or “excessive” hours is that whatever the spirit of the
charter, details are left largely undefined, and although it might be nice
to assume that any company signing up to the protocol is genuine in
its intentions, again, without reporting and verification, skeptics often
claim the initiative has no real “teeth.”

The ETI, however, is in a sense a testing ground and part of its
mandate is to work with suppliers on experimental programs known
as “pilot schemes” that develop new methods for improving working
conditions based on experimental projects set up with companies, in
certain product areas, or in a particular industry or region. Observing
the best practices of knowledge management, part of the ETI’s
mandate is to then distribute these lessons learned both among their
corporate membership and broadly throughout the corporate world.

In addition to human rights standards, there are various other topic-
specific standards starting to emerge.

Environmental Standards

The  Series ISO , released initially in  but several
times revised, is a global series of environmental management systems
(EMSs) standards that provides a framework in which companies can
demonstrate their commitment to environmentally responsible poli-
cies. As a management standard, it is not based strictly on performance
criteria, although it does help companies to establish targets and objec-
tives related to environmental goals. Much like ISO , ISO 

serves as a framework that identifies environmental-related processes
and activities that companies should be managing.
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ISO , the most important of the ISO  standards, focuses
on preventing environmental disasters and encourages policies such as
full product life-cycle assessment, emissions policies and product
labeling. Universally applicable to companies in any industry, it is
based on the simple premise that a corporation should think clearly
about what it wants to do in the way of environmental management
and then to do it in a consistent and reportable way.

Occupational Health and Safety Standards

OHSAS  Series OHSAS , developed by a group of Euro-
pean standards bodies, is an occupational health and management
systems (OHSMS) standard designed to create a safer workplace for
employees. It provides guidance to companies for planning and insti-
tuting a program of risk management that includes things such as
hazard identification, emergency prepardness and response, and the
development of policies for recognizing, assessing, and either avoid-
ing or responding to operational hazards, accidents, and incidents.

General Ethical Corporate Behavior for Multinationals Standards

The Organization for Economic Cooperation and Development. The
OECD Guidelines for Multinational Enterprises are a set of 
voluntary principles and standards that govern many areas of 
general ethical conduct for businesses. The guidelines cover high-level
principles concerning how companies need to interact with other 
elements of society (such as unions or the local community), as 
well as providing standards for good business practices involving
employment, the environment, bribery, consumers, competition, and
taxation.

Risk Management Standards

Standards Australia has developed a risk management standard known
as AS/NZS , which provides a framework for an organization’s

C  I S 



approach to risk management. It is growing in popularity and has
already been adopted by companies such as Qantas, Telstra, Pioneer
International, and the National Health Service in Britain.

Methodologies for Implementing Standard Codes of Conduct

All of these guidelines are designed to create a high standard of behav-
ior for organizations increasingly doing business in a global environ-
ment that is less well controlled by any single government.

AccountAbility (AA) , launched in late  by the Institute
of Social and Ethical AccountAbility, on the other hand, is not a stan-
dard itself but instead is a key knowledge management methodology
for applying those standards. It sets out guidelines that help compa-
nies ensure that their reporting process itself is reliable. Although it
does have some elements of performance measurement, unlike SA
 or the ISO standards, AA  is designed not to direct com-
panies in terms of what the right thing to do is but to instruct them
on the way they should go about doing the right thing. It is therefore
more a process standard than a performance standard.

AA  has two broad offerings. The first, the AA  Frame-
work, includes a series of modules that provide guidance on how 
to interact with stakeholders to create the performance indicators,
targets, and communications mechanisms consistent with running an
ethical company’s sustainability policy.

The second offering, the AA S Assurance Standard, provides
a method for evaluating performance against specified standards and
thus is used usually in combination with a recognized standard such
as SA  or ISO . Specifically designed to be consistent with
GRI guidelines (see “Reporting Tools,” later in this chapter), AA
S provides a company with guidance as to the way in which it
should apply assurance principles—completeness, materiality, accessi-
bility, evidence—when undertaking the reporting process itself. It
therefore helps the company to ensure that readers of its report can
be “assured” of its accuracy and authenticity.
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It is a framework of tools that allow an organization to do this by
covering five areas:

• Planning: Companies work with their stakeholders to create
values and objectives and then develop a social and
environmental accounting systems, including key performance
indicators, measurements, and reporting process.

• Accounting: The company collects and analyzes information
on its social and environmental performance and prepares a
report.

• Auditing: The performance information and the report are
independently audited.

• Reporting: The report is published among employees and
stakeholders.

• Embedding: The company takes lessons learned from the
process and makes changes to its policies, procedures, and
systems in order to improve its performance.

One of the fundamental tenets of AA  is that a broad program
of stakeholder engagement is key to understanding and improving
social and sustainability policies. The various stakeholders that must
be included (e.g., customers, business partners, NGOs, and govern-
ment agencies) are integral to the performance assessment process.

Despite its considerable complexity, critics of AA  say that the
framework is actually better at telling companies what they need to
do and is less helpful at explaining how to do it. In many ways, that
“how to” advice can best be found (as the authors would probably
agree) in other standards such as ISO , using the AA 

framework to expand the “stakeholder” consultation side. Still high
level and principles based in many key areas, AA  is in the process
of being streamlined and improved, and is still very much a work in
progress.

Among those improvements, AA  has recently developed five
specialized modules, which include the following:
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• Assurance framework: A generally accepted accounting
practices (GAAP)–like set of accounting principles, process
standards, and procedures for social and sustainability
auditing, important for creating “comparability” between
different company reports.

• Governance and risk management: Designed to help
companies to develop performance metrics and to report to
investors on the company’s efforts to manage social and
environmental risk. This module covers issues such as forms of
governance, the composition of various governance brokers
within a company, how stakeholders gain access to company
leaders, how company leaders are involved with ethical and
social performance management, incentive programs for
promoting sound and ethical performance among employees,
and how ethical and social performance is incorporated in
decision making.

• Integration of AA  processes with existing management
and metrics systems: A module that helps match up
information gathering and reporting techniques with standard
quality and performance tools such as the balanced scorecard.
It provides tools for identifying current systems that can
provide governance, social, and environmental reporting
information, with guidance on how to prioritize, embed, and
integrate the information. This is an important addition,
because it helps to link to other well-respected standards.

• Stakeholder engagement: This module provides guidance on
how to develop a stakeholder program, including guidelines
for addressing conflict of interest issues, tools for assessing 
the effectiveness of stakeholder engagement programs, and
guidelines for documenting the outcomes.

• Accountability in small and medium organizations: This
module modifies other elements of the framework in order to
help smaller companies participate.
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One of the often unappreciated benefits of an approach such as AA
 is simply that because stakeholder engagement is so central to
the process, the added dialogue and contact with various business part-
ners, activists, and community leaders invariably improves relations
and broadens the sources that a company has for early identification
of risks. This is especially true if the opinions and concerns of stake-
holders are absorbed in a coherent way in a formal management
process. Even within the company itself, tools such as surveys and
brainstorming help foster better communication and capture employee
concerns on an ongoing basis, giving management a better idea of how
policies are perceived, followed, or even misunderstood or ignored.

As we will see later, this type of standardized guidance, when com-
bined with performance standards such as SA  or ISO  can
help provide companies with a model for implementing the type of
integrated ethical framework and risk management process that we
are describing in this book, and that are characteristic of progressive
stage three and stage four companies. Along with the assurance frame-
work itself, two modules, governance and risk management and inte-
gration, are particularly powerful, because they help companies
integrate leading governance, risk management, and social and envi-
ronmental policies into day-to-day business processes. We will look at
this more closely in the following sections.

A O Q S

As we have seen, although most corporations these days may have
several programs in place that promote codes of conduct or accepted
standards, whether as part of Equal Opportunities Employer legisla-
tion, OSHA, or EPA compliance, these efforts tend to be compart-
mentalized within organizations, in terms of processes, people, and
systems. Broader quality standards such as ISO , Six Sigma, or
Baldrige tend to be applied corporation wide, but they tend to be used
only to monitor and improve operational performance.
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Therefore, even in more progressive organizations, it is not uncom-
mon to have a process for safety, a code of ethics, environmental policy,
and a quality movement, with each area managed entirely separately.
Too often, the information that these separate processes collect is also
held separately.

And it is not just ethical, health and safety, employment, and envi-
ronmental standards that need to be tied into an integrated ethics and
risk management framework. Understanding how well employees 
are selecting and using pesticides, for example, provides valuable 
information a variety of issues from employee health and safety to
environmental on policies and product safety. It makes sense to capture
that knowledge for reporting, for risk management, and for process
improvement all at the same time.

R T

How do you monitor compliance to these standards among factories
in the developing world based just on a code of conduct? The answer,
of course, is that you need to audit and report on performance. And
obviously, the more objective and verifiable the results the more mean-
ingful they will be to potential stakeholders. This will normally require
good knowledge management. In fact, as companies have rushed to
produce their own independent social and environmental reports in
the past two years, one of the biggest concerns is not underreporting,
but overreporting.

As SustainAbility authors note, “Corporate sustainability reporting
is in danger of hitting a quality plateau.” The average sustainability
report, for example, has jumped from  pages to  pages in the past
 years (which may not seem much unless you try to read them). Sus-
tainAbility calls this “carpet bombing” because readers are bombarded
with huge amounts of information, much of which is of questionable
relevance.

The carpet-bombing issue, general criticism about the quality and
veracity of most company nonfinancial sustainability reports, and the
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rapidity with which so many independent reporting initiatives are
developing combine to make a single consistent reporting method
seem attractive. That is one of the reasons why the Global Reporting
Initiative has become so relevant in the past  years.

The GRI was initiated in  by a U.S.-based group known as the
Coalition for Environmentally Responsible Economies (CERES) and
is probably the leading reporting initiative today. Working in part-
nership with the UN Environment Program and a broad group that
includes corporations, universities, NGOs, major consultancy and
accountancy firms, GRI’s mission is to create universally applicable
guidelines for social and environmental reporting. This means making
sustainability reporting, according to Allen White, the GRI’s CEO,
“as routine as financial reporting.”

To do this, the GRI guidelines provide a framework that explains
the principles and procedures that companies need to adopt to prepare
a balanced and easily comparable report on environmental, social, and
economic performance.

Unlike a code of conduct or a performance standard, the GRI
framework doesn’t tell a company how it should behave. Based on 
core and  elective performance indicators, the GRI guidelines help
to collate the type of wide-ranging information—on emissions, child
labor, or data privacy—that is becoming part of standards such as SA
 or ISO . Aware that one size does not necessarily fit all,
the GRI guidelines now include sector-specific reporting require-
ments—for tour operators, mining operations, financial services com-
panies, or the automobile industry—to address industry-specific
issues.

Critics charge that as with independent reports that carpet bomb
the reader, with more than  performance indicators, the GRI is
itself an invitation to dump huge amounts of information into a
company report.

“The depth of the questions is overwhelming at times,” charged a
Nike representative. “However, the flexibility allowed by the structure
makes the GRI more digestible and tenable than most surveys. It 
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can also serve as a useful catalyst in engaging internal leaders in 
substantive discussion around governance and triple bottom line
accountabilities.”

Aware of these criticisms, the GRI authors are trying to streamline
the process, in part by offering more industry-specific guidelines.

Whatever its faults, the GRI was one of the first recipients of 
Ted Turner’s largesse, receiving a grant for $ million to help in its
development, and the European Commission has essentially endorsed
the GRI as the framework upon which to build its own reporting
requirements. As of  the GRI had more than  major corpora-
tions applying its reporting guidelines, including well-known names
such as Proctor & Gamble, BASF, Volvo, Electrolux, and Johnson &
Johnson.

I  A  V

Although no company would imagine that it would be trusted to
perform its own financial audits or quality certification, many compa-
nies are still determined to provide verification of compliance to these
internationally recognized standards for social and environmental per-
formance themselves.

Few shareholders and certainly no pressure group is willing to
accept a company at its word, issuing a statement of commitment to
worthy principles without providing some sort of verifiable evidence
of real performance. Obviously, companies will have an incentive to
write social and environmental reports that “cherry pick” the areas in
which they excel and ignore the areas in which they perform badly.
Even if they don’t do this, people will suspect that they may have,
which means that some form of external verification is necessary in
order to bring any credibility to the social and environmental report-
ing movement.

There are several key characteristics of a good reporting guideline.
One of the most important characteristics is that a report must be
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complete. Corporations have to realize that selectively omitting areas
in which they have underperformed is self-defeating.

Keeping in mind the “carpet-bombing” accusations, a report must
also be relevant and clear, not overwhelming the reader with irrele-
vant material that distracts from a good assessment of the company’s
behavior. Too many reports today are too large, include too much, and
defeat even the most determined reader.

Finally, a good report also needs to be accurate and transparent,
demonstrating both the bad and the good performance of the
company. In addition to mainstream performance data, the best
reporters of year  also included information on their prosecu-
tions and fines, environmental liabilities, underachieved targets, and
poor performance figures (whether social, environmental, ethical, or
economic).

In the end, this conflict over accuracy and transparency, I suspect,
and not the difficulty of the process or the lack of a single common
standard or approach to reporting, is the real reason most corpora-
tions, particularly U.S. corporations, have resisted adopting standard-
ized reporting guidelines. In the litigious U.S. society, many companies
are still quite naturally concerned about revealing bad practices.

In fact, the evidence seems to indicate that on the contrary (unless
the company is guilty of an egregious violation that it is purposely
hiding), reports that lately have emphasized both failures and success
weighed against the standards have brought greater kudos for open-
ness than condemnation for any shortcomings.This is particularly true
if the company then pledges to work toward improvement.

The failure to use independent third-party auditors for these types 
of reports, though, is something that continues to undermine the legit-
imacy of many companies’ claims. Third-party scrutiny is considered 
the “leading practice,” and independent verification is already done by
most of the top  companies that appear on SustainAbility’s “Global
Reporters  Survey” (Figure .). Some  percent of the reports
benchmarked in  by SustainAbility had been independently verified.
That total was up from  percent in  and a frail  percent in .
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Consultants

This need for independent verification not only of the results but also
of the process that produced the results has created a need for well-
trained, independent third-party auditors. It is a potentially lucrative
and growing market, and for the past  years in particular, there has
been an attempt by many groups to expand into this area. And obvi-
ously, as third-party verification becomes the rule, the reputation of
the auditor becomes important.

There are three types of independent auditors available for third-
party verification of nonfinancial reporting: the traditional large
accountancy firm consultants, smaller specialized auditing consul-
tants, and corporate social responsibility (CSR) campaign–related
consultancies.

As might be expected, the large, traditional account consultancies
such as PriceWaterhouseCoopers, KPMG, and Ernst & Young com-
plete the vast majority of audits. In fact, according to a recent survey,
 percent of reports reviewed were audited by the major accounting
firms. KPMG has its well-established Sustainability Advisory 
Services that has been operating since the late s. Price-
WaterhouseCoopers has a similar Reputational Assurance offering.
These companies operate worldwide, of course, which is certainly
helpful for audited firms with international operations.

In the U.S., San Francisco-based Business for Social Responsibil-
ity is a think tank, conference organizer, and consultancy that has more
than  member companies as part of their business forum. It
advises on many aspects of standards, reporting, and corporate respon-
sibility generally.

There are also a growing number of smaller, specialized audit con-
sultants that provide assurance for social and environmental reporting
in particular. These groups can provide independent assurance ser-
vices, environmental and social report development, and advice on
how to create a sustainability strategy, establish measurable perfor-
mance goals, and analyze a company’s governance policies. They can

C  I S 



also help with compliance reviews, benchmarking, and advice on
better integration of governance, environmental, social, and economic-
monitoring processes.

C M A E

As we have seen, because the base code of many new international
standards has been taken from leading practices that are found in
quality and productivity standards, there are also many similarities
between them. For example, SA  or ISO  have many of the
same attributes as Total Quality Management (TQM), Baldridge, or
Six Sigma. They are all standards based, all focus on identifying and
eliminating “defects” in a process, all are dependent upon some type
of quantitative performance measurements, and all require some type
of auditing and reporting. There is nothing fundamentally different
between social, quality, or environmental reporting. In fact, AA 

is essentially an effort to combine the best of the quality movement
and apply it to social and environmental reporting.

There is no doubt that there is an affinity between quality, knowl-
edge management, and risk prevention. In fact, the quality and process
improvement approaches of the last two decades all have a similar
premise. They all attempt to reduce inefficiencies in business processes
by continuously identifying and removing “defects” in the way we
work. But in doing that, they also use many of the same techniques
that are now being adopted for an integrated KRM framework.

For example, each of these quality and improvement regimes relies
on some type of quantitative objective analysis. They each have strong,
usually team-based programs, that solicit input directly from employ-
ees at all levels in the company. They each recognize the importance
of involving key leaders, of open reporting, and of closely monitoring
environmental health and safety issues. In fact, the Baldridge system
already includes many of the aspects of ethical leadership, good gov-
ernance, and environmental scanning, albeit in a muted form, that that
can now be expanded to help an organization actively avoid ethical
and legal blunders.
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In fact, as Jim Kartalia points out, risk management really begins
with implementing a policy for zero tolerance of defects. “If execu-
tives can identify a problem, they can prevent it; and the least expen-
sive crisis is the one that is addressed beforehand.” This awareness is
very important, he says, suggesting that most crises happen without
board members being aware of the specific dangers before catastrophe
strikes.”

Which brings us to a final issue concerning these standards before
we move on. It is important to realize that much of what is contained
in these standards is not in fact new to most well-functioning and
honest companies; they are simply good management practice. It is
not uncommon, for that reason, to find that many large and progres-
sive corporations have already put into place over the past several years
social, quality, safety, and environmental programs that very much
reflect both the spirit and the letter of these standards. For that reason,
many companies have begun to coordinate these different often com-
partmentalized efforts, and this is the important point, through the
unifying effect of the actual reporting process itself.

There are many examples of this move by stage three companies to
consolidate and coordinate their nonfinancial reporting efforts with
ongoing environmental, health, and safety (EHS) initiatives or with
quality and productivity improvement certification processes currently
in place.

British Telecom, for example, with  million fixed phone lines and
more than . million mobile phone customers, has a broad set of 
environmental programs already in place concerning waste, fuel, and
emissions and energy usage. It has implemented ISO  to cover
all of its operations in the United Kingdom as part of an environ-
mental management system, in part as an attempt to achieve broad
efficiency savings and in part to coordinate the many different envi-
ronmentally related projects going on in the company. Its recycling
program, in effect for several years, now recycles nearly one third of
the company’s total waste while at the same time reducing waste to
landfill by . percent. This focus on waste recycling saves them more
than $ million each year on landfill tax alone. At the same time, the
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company has focused on improving its fleet size and efficiency and in
the last decade has reduced company energy usage by  percent,
saving more than $ million during the same period.

Chris Tuppen, head of Sustainable Development and Corporate
Accountability at British Telecom, says that ISO  helps bring a
“more systematic approach” to the process and an overall coordination
to these many projects, helping British Telecom to more tightly define
roles and responsibilities, initiating wider involvement among opera-
tional divisions, and helping it to more accurately measure its savings.

Similarly, Intel had various long-standing EHS programs that had
already been completing some form of compliance auditing for some
time, including some  assessments done each year worldwide on
its suppliers. The company already maintains control of waste prod-
ucts and ships these back from its various sites in developing coun-
tries in order to avoid having to burn the materials. Its Product
Ecology group looks at all issues concerning manufacturing, use, and
disposal of products, and these efforts are coordinated with its Issues
Prevention and Management group, which serves as the company’s
risk management function, providing both the early alert and incident
management activities for the company.That group is also tied directly
into Intel’s customer service centers, which screen for any social,
environmental, or ethical issues and forward those issues to the Issues
Prevention group and other appropriate departments. These several
departments then meet with the CSR department on a regular basis
to coordinate activities company-wide.

In fact, given that the methods for information collection and often
the stakeholders themselves are the same, it is not surprising that
several progressive companies already combine at least their social,
quality, and environmental audits.

“Combined audits save both time and money,” contends Deborah
Leipziger, European director for Social Accountability International
and co-author of Corporate Citizenship: Successful Strategies of Respon-
sible Companies. She found that companies like Avon and BVOI were
already combining some elements of their audits for quality and social
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issues. Although quality, social, and environmental auditing can be
very different, areas such as record checking, interviews, and manage-
ment review can be integrated.

“There are inherent synergies between social and environmental
auditing. In fact, there is a clear synergy between ISO  (envi-
ronmental) and SA  in the specific area of health and safety, since
auditors look closely at those environmental issues which might
impact directly or indirectly on the health and well-being of the
workers.”

It is also interesting to see that corporate governance is increasingly
being included as a part of these reporting efforts. After all, as we have
seen, the combination of management structure and style is very much
an indicator of company attitudes toward ethics, values, and social and
environmental risks. As South African Breweries, a strong advocate
of sustainability reporting, says in its latest sustainability report, “It
makes sense from a corporate perspective that governance is the lead
agent, not only in consolidating aspects of corporate citizenship, CSR
and sustainable development, but also in integrating these agendas
into mainstream business activities.”

This movement to integrate the several reporting processes with
existing quality, productivity, and safety processes—processes that
might be occurring simultaneously in various functional silos in the
company—is a defining characteristic of a progressive stage three
company. In many ways, they are making an important step toward
“Total Quality and Risk Management.”

There are many advantages to this approach. It is more cost 
effective, of course, in that the same team needs to interview employ-
ees or other stakeholders only once. A single interview and inspection
team also reduces disruption on the factory floor, and other tools such
as surveys can be combined for time and cost savings. Although
quality audits are much less dependent on these types of employee
interviews, and the three streams are not always compatible, synergies
are certainly driving companies to combine these teams as much as
possible.
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One problem with social and economic reporting, however, is that
although many of the information collection methods—surveys, inter-
views, inspections—are the same between, say, an EHS audit and an
ISO  survey, there tends to be a different vocabulary used when
actually producing the reports themselves. Part of the reason for this
is simply that different audiences require different terminology and
nomenclature. What is appropriate for environmental pressure groups
or regulators may not always be meaningful to analysts, investors, and
financial markets. After all, these have traditionally been two very 
different audiences. For this reason, GRI and several other reporting
standards are assiduously trying to find a common vocabulary, as well
as legitimate links, between the three legs of the triple–bottom-line
accounting process, something that will be more helpful to financial
markets in particular.

Socially Responsible Investing

One final area that should be discussed with regard to promoting
ethical behavior in companies is socially responsibility investing (SRI).

SRI (i.e., investing only in companies that demonstrate that they
adhere to high governance, social, and environmental standards) con-
tinues to provide another strong reason why companies should actively
manage risks in these areas and begin to produce reliable reports that
reflect their good behavior. In fact, despite early fears by analysts that
limiting investment opportunities to only “ethical” companies would
never be an acceptable risk to investors (in that a focus on “ethical”
companies alone would create unacceptable exposure because of a lack
of diversification), SRI has actually become quite a legitimate feature
of investing today. According to a survey by Harris Interactive, 

percent of Americans say they consider corporate citizenship when
they make investment decisions.

And maybe surprisingly, there is mounting evidence that SRI funds
tend to do well, sometimes outperforming the market average. The
Dow Jones Sustainability Group Index (DJSGI) looked at  com-
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panies in its index from various industry sectors and concluded that
they “significantly outperformed” the overall Dow Jones index
between  and . A survey by McKinsey found that “high stan-
dards of corporate governance” can result in a share price premium of
up to  percent.

According to Ethical Performance, there are now more than 

ethical trusts in the United Kingdom, and according to A.D. Little,
assets in professionally managed, socially screened investment portfo-
lios rose by  percent between  and . The total level of
socially and environmentally responsible investing in the United States
rose  percent from $. trillion to $. trillion in that same period.
This means that about one of every eight dollars under professional
management in the United States is invested in companies that have
been screened for key ethical attributes. Calvert, the U.S. consultancy
and mutual fund managers, announced a similar finding, when it 
estimated in a recent study that within the next decade, SRI will 
represent up to  percent of all U.S. mutual fund assets.

Canada has its Jantsi Social Investment Index ( JSI), and both the
U.S. Down Jones’ Sustainable Asset Management and the British
FTSE Good indices screen for company performance in nonfinan-
cial areas such as strategic planning, corporate governance, environ-
mental reporting, corruption policies, human rights issues, and
environmental product design and disposal policies. FTSE Good, the
ethical indices for the FTSE in London, screens companies on these
issues, adding categories of “impact” risk, with those in high-risk
industries such as energy, petroleum, or water expected to produce
publicly available reports on their approach to social and environ-
mental management.

In fact, there was a time not so long ago that the business press was
predicting that this type of ethics- and risk-screening process would
revolutionize the way companies behaved and the way that they
reported on their behavior. After all, institutional pension fund
holders, such as the state of California or the AFL/CIO, have pledged
to shift billions of dollars worth of their enormous portfolios to only
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those indices that screened for good environmental and social poli-
cies. The California Public Employees Retirement System, for
example, is the United States’s largest pension fund (more than $

billion in managed assets) and is one of the leading proponents of
activism in this area. With this sort of money at stake, they have
enormous leverage to influence company behavior.

Of course, fund managers themselves have taken responsibility for
much of this screening. Calvert fund management offers  socially
screened funds and completes research on  domestic and inter-
national companies each year, looking at various nonfinancial perfor-
mance criteria in areas such as management accountability, incentive
structures, ethical enforcement programs, and the adoption of stan-
dards and guidelines for social and environmental performance. These
are the sort of criteria that are more often being used to assess
company stability, particularly as the legitimacy and value of financial
reports have been so badly undermined with recent scandals. Even
many asset managers who do not deal specifically in SRI funds now
examine both the balance sheet and the proxy statements when select-
ing stocks. They too recognize that financial numbers alone can
mislead and that equally important to scrutinize a corporation’s man-
agement, risk, and corporate governance policies.

A number of groups specialize in providing investors with inde-
pendent research on a company’s corporate governance or social and
environmental policies. Every major industrial nation now has many
of these groups, organizations such as the IRRC (Investors Respon-
sibility Research Center) in Britain or the Center for Responsible
Business (CRB) in the United States, EthicScan in Canada, the
Japanese Research Institute in Japan, the Center for Australian Ethical
Research (CAER) in Australia, and many more in Europe, including
EIRIS, which researches more than  companies from around the
world. These groups supply investors with key information on a
company’s ethical and risk polices, adding another layer to the growing
number of analysts and interest groups that continue to put increased
scrutiny on companies worldwide.
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Similarly, in the United Kingdom, the association of British Insur-
ers—representing corporations that control  percent of the United
Kingdom stock market—has now published guidelines for companies
that include a requirement for reporting on their policies for manag-
ing risks in social and environmental policy. In fact, U.K. law also now
requires pension fund trustees to declare how they use social, envi-
ronmental, and ethical issues when making their investment decisions.
Australia passed a similar requirement under its Financial Services
Reform Act that took effect in March , whereby all investment
firms are required to disclose “the extent to which labor standards or
environmental, social, or ethical considerations are taken into
account.”

Many critics rightly contend that the standards for inclusion in
these ethical indices tend to be very low; and there has been a good
deal of criticism about Dow’s SAM indices selecting companies such
as British American Tobacco, a company that has applied AA 

standards and has won awards for its social and environmental report-
ing (proving that a company can produce what could be deemed a
socially irresponsible product in a socially responsible way).

Others, like Hewitt Roberts of Entropy International are more san-
guine about the role of SRI. “At the end of the day CSR and good
corporate governance will become the normal way of doing business—
there will be no funds other than ethical funds—because they are not
sustainable in the long run if they do not provide the necessary kind
of investment governance and investment guarantees.”

“You can see this in the growing participation in CSR and corpo-
rate governance communities, whether they be forums, conferences or
trade shows, online Web arenas, membership groups like Account-
Ability, or social investment forums themselves.”

“The importance, participation, and involvement in these areas has
skyrocketed,” Roberts concludes, “growing enormously in the blink of
an eye. This is very different from the environmental movement that
started with the ‘Silent Spring’ a decade or two or three before it
became a major mass movement. CSR is occurring much quicker than
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was the case for the environmental performance improvement move-
ment, and with much greater magnitude and reach.”

Whether SRI standards ever become the driving force behind cor-
porate reporting may not matter in the end. Whatever its limitations,
SRI is still another significant pressure on companies to move toward
nonfinancial reporting and to demonstrate that they have a cogent risk
management policy in place.

T V  S

There are many benefits to adopting these types of standards-based
programs. First, it helps you to put your ethical code of conduct into
practice at an operational level, ensuring that corporate governance,
environmental, and social behavior are all aligned with your values and
ethical principles. And, of course, a company gets possibly the great-
est benefit of all simply from the discipline of completing the process
of ethical, social, and environmental auditing, in that any systematic
review and reporting on performance will reveal organizational policy
weaknesses and dangerous practices, simply because they are reviewed
regularly and placed in an ethical and risk management context.

Second, the very exercise of recognizing, implementing, and mon-
itoring adherence to these standards can help a company realize sig-
nificant improvements, in efficiency savings, in recycling, in reduced
employment turnover, and in higher rates of labor productivity.
When combined with quality standards, the initiative can be a much
more comprehensive way of monitoring and employing quality and
improvement techniques. Even as stand-alone, for many companies
this type of reporting exercise would be helpful, because it combines
good behavior with good business.

Third, adopting internationally recognized standards provides a
company with valuable monitoring and audit information to detect
health, safety, or labor activities that could potentially put the company
at risk. It, in effect, becomes the second key structure of a company’s
integrity and risk framework.
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Finally, standards, particularly when independently verified, help a
company differentiate itself from its competition and become a can-
didate for “ethical” investors.
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–
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Records retention
need for policy, 

system for, –

Regulatory oversight, reduced, 

Relativism, cultural, 

Report
auditable, 

performance, 

of Treasury Board of Canada, 

Reporting
in AccountAbility framework, 

anonymous, 

auditing and verification of, –

in environmental management
information system, –

to ethics committee, 

financial accounting, –

French laws mandating, 

inaccurate, 

nonfinancial, –

ongoing, 

performance, –

by stage three company, 

tools for, –

triple–bottom-line, 

Angle-American drive toward,
–

as voluntary in United States, –

Reputation Assurance of
PricewaterhouseCoopers, , 

Reputation management tool, 

Research, 

Research tool, 

Resistance, collective, 

Resource Conservation and Recovery
Act, 

Resource planning system, enterprise,


Responsibility
of board members, , 

corporate social, , –

public relations phase of, –

reactive phase of, –

Responsible investing, socially, –

Restructuring of workplace, effects of,
–

Retention
document, 

employee, 

information, 

Reward program, –

Rights
in developing markets, 

human, 

worker, 

Risk
accountability and governance as,

–

employment issues as, –

environmental policy as, –

ethical, –

ethical/risk framework decision
process and, –

executive’s appreciation of, –

globalization-associated, –

identification of, 

of lawsuit against directors, –

product and workplace safety as,
–

Risk analysis team, –

Risk management, . See also
Knowledge and risk
management

in AccountAbility framework, 

coordinated approach to, –

definition of, –

employment policy and, 

enterprise-wide, 

in environmental management
information system, –
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ground rules for, –

integrated, –

internal focus of, –

knowledge management
complementary with, –

need to coordinate, –

static and reactive, 

Risk management standard, 

Risk matrix, –

Risk scanning
benefits of, –

initial, –

ongoing, –, 

Roberts, Hewitt, , 

Rockwell International, 

Rollover accident, –

Royal Dutch/Shell, 

Royal Dutch shell, safety standards
and, 

S
Safety

compliance-focused focus of, 

product and workplace, –

Safety incidence management, lack of,


Safety management, 

Sales, increased, 

Salmonella poisoning, –

Samuel, John, 

Sandman, Peter, 

Sara Lee, product safety and, 

Sarbanes-Oxley Act, –, –

ineffective, 

Scandal
corporate accounting, 

cost to economic growth, 

as crisis, 

economic effects of, 

examples of, –

high incidence of, 

isolation of board and, –

need for reporting and, 

shareholder value affected by, 

School curriculum, European business,


SEAAR process, , –, –

Search tool in knowledge management
system, 

SEC. See Securities and Exchange
Commission

Securities and Exchange Commission,


Senior management
education of, –

risk matrix for, –

Sentencing Commission guidelines, ,
, –

Share performance, demand for high,


Share value, improved, 

Shareholder, increased power of,
–

Shareholder value
as management focus, –

undermining of, 

Shell, in Nigeria, 

Shell Oil, in Wiwa v. Royal Dutch
Petroleum Co., 

Shell Pipeline, pipeline rupture of, 

Six Sigma, , 

Skilling, Jeffrey, 

Skooglund, Carl, , –

Smithfield Foods, 

Social Accountability , , ,


Social Accountability International,

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Social and ethical accounting, auditing
and reporting, –

and reporting process, , –

Social investment index, Jantsi, 

Social responsibility
corporate, , –

reactive phase of, –

working conditions and, –

Socially responsible investing (SRI),
–

Soft-tagged employee, –

Software
enterprise resource planning, –

environmental management
information system, –

knowledge management, 

Specialist risk management group,
–

Spitzer, Elliot, 

Stage one company, –

Stakeholder, , 

in AccountAbility framework, 

communication with, –

risk management and, 

Standards, –

auditing and verification issues in,
–

augmenting ongoing, 

of conduct, international, 

consultants and, –

coordinating multiple audits,
–

environmental, 

ethical, 

financial accounting, –

implementation of, –

importance of, 

reporting tools and, –

safety, –

social and ethical accounting,
auditing, and reporting,
–

socially responsible investing and,
–

tools and approaches for, –

value of, –

Standards of conduct tool, –

Standards Australia International, ,


Stangis, Dave, , , , , 

Statement
corporate value, –

value, –

Stewart, Martha, 

Structural conflict, 

Sturt, Humphrey, 

Sullivan, Scott, 

Sullivan Principles, –

Survey
on corruption, 

by Environmental Resource
Management, 

Ethics Recourse Center, –

KPMG, , , 

MORI, 

SustainAbility International, , ,


top  companies of, , 

Swartz, Mark, 

System, information technology,
–. See also Information
technology system

T
Team

early alert, –

risk analysis, –

risk management, –
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Texaco
discrimination by, 

race discrimination by, 

Texas Instruments, , 

Textron, –

Thames Water, –

Tools
aspirational, –

decision-support, –

incident management, 

knowledge mapping, 

for quality standards, –

reporting, –, –

reputation management, 

research, 

search, 

standards of conduct and
performance assessment,
–

Top Ten Worst list, 

Total Quality Management, 

Toughest Environmental Penalties Act,


Toxic Substances Control Act, 

Toxic waste dumping, 

Trading, insider, 

Training, –

of early alert team, –

employee, 

Transparency, lack of, 

Treasury Board of Canada, ,
–

Trends, tracking of, –

Triple–bottom-line reporting, 

Anglo-American drive toward,
–

Tuppen, Chris, 

Two-way communication, –

Tyco, 

board compensation of, 

U
U. S. Department of Agriculture, 

UBS Warburg, 

Undeveloped country, multinational
company in, –

United for a Fair Economy, –

United Kingdom, corporate
responsibility movement in,
–

United Nations, 

United Nations Environmental
Program, 

United States, reporting voluntary in,
–

Universal Declaration of Human
Rights, 

Universal Declaration of the Rights of
Man, 

V
Value

share, 

shareholder, undermining of, 

Value statement, –

corporate, –

Verification, –

Violation, of environmnetal protection
laws, –

W
Web access, –

Web site, for corporate social
responsiblity, –

Whistle-blowing, 

Whistle-blowing mechanism,
–

White, Thomas, , 

Worker rights, 

Workplace safety, –
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collaborative study by, –
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of, –

World Wildlife Fund, 

pressure group activism by, –

WorldCom, 

Wraight, Ross, 

Z
Zero tolerance, –


